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3. [losicHIOBa/ILHA 3aIIMCKA

Hucuuiuiina «be3neka ma 3axucm Komn’lomepHux cucmem» € OJIHIEI0 13 AUCUUILIIH HAayKOBO-
JOCHITHOI MIArOTOBKM Ui 37100yBadiB Jpyroro (MaricTepchbKoro) piBHS BHIIOi OCBITH, OYHOI
(mennoi) (mami — neHHoOi) GpopMu 3100YTTS BHUINOI OCBITH, SIKI HABUAIOTHCS 32 OCBITHHO-HAYKOBOIO
nporpamoro «KoMm’roTepHa 1iHXKEHepiss Ta MporpaMyBaHHS» B MeXax croemiampHocTi 123
«Komm’torepHa iH>1<eHepi>1»

Ilpepekeizumu —iHo3eMHa MOBa 3a HpO(beClI/IHI/IM CHIPAMYBAHHSAM, Teoplsl 1 TIPOEKTYBaHHS
KoM’ IOTCPHHUX  Ta K16ep(1)13HqHHx CHUCTEM 1 Mepex, Teopis 1 TEXHONOril MPOEKTYBaHHS
CTeiaTi30BaHUX ONEPAIifHUX CUCTEM.

Kopexesizumu — HayKOBO-0CTiHA TPAKTHKA.

BiamoBigHO 10 OCBITHBOT MPOTpaMu JUCIUILIIHA CIPHIE 3a0€3MIEUEHHIO:

KOMNhemenmHuocmenl ' interpanbHa - 3JaTHICTh PO3B’A3YBaTH CKJIAJHI 3a7adi i mpobieMu B
rairy3i KOMI IOTEpHOT iHKeHepii ado y mpolieci HaB4aHHs, 110 Hepeadavae mMpoBeACHHS JOCTiIKEHb
Ta/abo 3aifiCHEHHS IHHOBAIlil Ta XapaKTepU3yeThCs HEeBH3HaueHicTIo ymoB 1 Bumor; 3K3 -
3/1aTHICTh MPOBOJUTH JOCIIIKEHHS Ha BiANOBIAHOMY piBHI; 3K6 - 34aTHICTH BUSIBIATH, CTABUTHU Ta
BupimryBatu nipodnemu; 3K10 - 6a30Bi gocmigaunbki HaBudky 1 BMiHHS; CK2 - 31aTHICT pO3po0saTH
aJITOPUTMIYHE Ta MpPOrpaMHe 3a0e3MeUeHHs], KOMIIOHEHTH KOMII'IOTEPHUX CHUCTEM Ta Mepex, IHTepHer
JONaTKiB, KiOep(i3MUHNX CUCTEM 3 BHKOPHCTAHHSAM CYYacCHHX METOJIB 1 MOB IPOTpaMyBaHHS, a TaKOX
3aco0iB 1 cucteM aBromatu3ailii npoektyBanHs; CK12 - 31aTHICTh BUKOPUCTOBYBAaTH METOJIU aHATI3y,
imenTudikanii ¥ CHHTE3y KOMIT IOTEPHHX CHCTEM Ta Mepex, Kidep(di3muHuX cucTeM, 3aco0iB
Intepuery peueit T1a IT-iHppactpyktyp; CKI15 - 37aTHICTH BHKOPHUCTOBYBATH METOMIU
(GbyHIAMEHTAIBHUX 1 MPHUKIAAHUX IUCHUIUIIH KOMIT IOTEpHOI i1H)KEHepii NMpH MpOEKTyBaHHI Ta
po3pobiieHH1 TenekoMyHikaiiHux cucteM; CK16 - 3maTHICT BUKOHYBATH 3aXHCT KOMIT IOTEPHUX
Ta KiOepi3MYHUX CHCTEM, KOMII FOTEPHUX MEPEX BiJl HECAHKI[IOHOBAHUX BTOPTHEHb, 3TOBMHCHOTO
nporpamMHoro 3a0esnedeHHs, kiOep-3arpo3 Ta kiOep-atak; CKI17 - 3maTHICTH JOCHIIKYBaTh
npo0JieMy B Tally31 KOMIT FOTEPHHUX Ta 1H(QOPMAIIHHUX TEXHOJIOT1H, BU3HAYATH X OOMEKEHHSI.

npozpamnux_pesyuvmamie nasuanns. (1) 3acToCOByBaTH 3arajbHi MiAXOAM Mi3HAHHS,
METOAM MAaTEeMaTHKH, NPUPOJHUYMAX Ta IHKEHEPHUX HAyK 10 PpO3B’SI3aHHS CKIAJHHUX 3a]ad
KOMIT'FIOTepHOT  iHXkeHepil; (4) 3acTocoByBaTH CIieliali3oBaHi KOHIENTYajdbHI 3HAHHS, IO
BKJIIOYAIOTh CYYacHI HAyKOBl 3700yTKM Yy cdepl KOMIT'IOTEPHOI I1HXKEHepii, HEeOOXIJTHI [yIs
npodeciifHol iSIbHOCTI, OPUTiHAJIBHOTO MHCIEHHS Ta IMPOBEACHHSA JOCHIPKEHb, KPUTHYHOTO
OCMHCJICHHS TIpo0JieM iH(pOPMAIIIHUX TEXHOJOTi Ta Ha MeXi raiyseil 3HaHb; (5) po3polsITH i
peaizoByBaTH MPOEKTH Y cepi KOMIT IOTEpHOI 1HXKeHepii Ta JOTUYHI 10 Hel MDKIUCHMIUTIHAPHI
MPOEKTH 3 YpaxyBaHHIM 1HKEHEPHUX, COIIaJbHUX, €KOHOMIUHUX, NMPABOBUX Ta IHIIUX ACIEKTIB;
(6) amamizyBatu mpoOiieMaTHKy, igeHTH(IKYBaTH Ta (HOPMYIIOBATH KOHKPETHI MPOOIEeMH, IO
noTpedyIoTh BUPIIIECHHS, 06I/IpaTI/I edexkTuBHI Meromu iX BupimieHHs; (7) BUpinryBaTtd 3aaadi
aHaJi3y Ta CHHTE3y KOMII IOTCpHI/IX cucteM Ta Mepex; (14) minaHyBaTH i BUKOHYBaTH HayKOBI
JOCTIKEHHSI B cdepl KOMIT IOTEpHOI 1HXeHepii, popMysoBaTu 1 MepeBipsATH TinoTe3u, oOuparu
METOJMKM Ta IHCTPYMEHTH, aHANi3yBaTH pe3yJibTaTH, OOIPyHTOByBaTH BHCHOBKH; (15) BMiTH
BUKOHYBaTH €KCIIEPUMEHTANIbHI JIOCIIUKEHHSI 3a MPOQECiiiHOI0 TEeMAaTHKOIo; (18) BwmiTH
BUKOPHUCTOBYBAaTH METOIM (YHIAAMEHTAIbHUX 1 NPUKIAJHUX JUCLUIUTIH KOMII IOTEPHOI iH)XKeHepii
IpU TPOEKTYBAHHI Ta PO3pOOJEHHI TEIEKOMYHIKAIIMHUX CHCTEM; 3aXHCTI KOMIT IOTEPHUX Ta
Ki0ep(}i3MuHUX cHCcTeM, KOMIT IOTEPHUX MEpEeX BiJl HECAHKLIOHOBAaHMX BTOPTHEHb, 3JIOBMUCHOIO
MporpamMHOTO 3a0e3MeueHHs, Kioep-3arpo3 Ta Kibep-aTax.

Mema Oucyunninu: HajaTU CTYAEHTaM 3HAHHS MPO OpraHizalilo 3axucTy iHdopmarii Ta
0e3MeKn KOMIT IOTEPHUX CHCTEM, a TaKOX MPO MPOEKTYBAHHS CHCTEM BHSIBJICHHS BTOPTHEHB 1 1X
€JIEMEHTIB.

IlIpeomem oucyunninu. Ilouarts 3axucty iHpopmarllii Ta 6€3MEKH KOMIT IOTEPHUX CHUCTEM.
[TpoexTyBaHHS CUCTEM BUSBICHHS BTOPTHEHb Ta iX eJeMEHTiB. MeTOAM Ta TEXHOJIOTii BUSBICHHS
KOMIT FOTEpHHX aTak. MareMaTuyHi acrieKTH O€3MeKH Ta 3aXUCTY KOMIT FOTEPHUX CHUCTEM.

3asoanna oucyuniinu: 1) GopMyBaHHS KOMIIETEHTHOCTEH, HEOOXITHUX JJIsl aOCTPAKTHOTO
MUCJICHHS, aHaJli3y Ta CHUHTE3y Ha BIMOBITHUX PIBHSIX PO3POOJICHHS CHCTEM 3aXHUCTy iH(opmarii
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Ta 1X KOMIIOHEHTIB, 2) PO3BHTOK Yy CTYAEHTIB PpO3yMiHHS TIPOIECIB, SKIi IMPOTIKAIOTh B
KOMIT IOTEPHHUX CHUCTEMax 1 Mepexax, 3 METOI0 3abe3lneyeHHs Oe3leKku Ta 3aXucTy iHdopmarlii B
HUX; 3) HaJaHHS 3HaHb, HCOOXIHUX IS TOAAJBIIOTO0 BHBUCHHS CIICIIAIbHUX TUCIHILIIH Ta JJIs
MPAKTUYHOI 1HKEHEPHOI JisUIbHOCTI; 4) BUPOOJICHHS Y CTyIEHTIB BMIHHSI BUKOPHCTOBYBAaTH HaOyTi
3HaHHS TIPH po3poOIIl MPOTPaMHUX 3aC001B CITEIiali30BaHOTO MPU3HAYCHHS.

Pe3ynomamu naeuanns. Ilicns BUBYCHHS TUCIUILUTIHA CTYACHT MOBHUHEH: JOCKOHAIO BOJIOIITH
npoQeCiiHOI0  TEPMIHOJIOTIED Ta OCHOBHHUMH TOHATTSAMU O00’€KTy, TIpeAMETY, 3ajad,
npoOJeMaTUKU TUCHMIUIIHA Ta i OCHOBHMX DO3/UNIB, 3HATH MOHATIHHUI amapar mnpeaMeTHOI
obnacTti 3 iHpopMmariiiHoi Oe3rneku, opranizaiii 3axucty iHpopMaIlii B KOMIT FOTEPHUX CHUCTEMaX,
METOAM MPOEKTYBAHHS MPOTPAMHHUX CHCTEM BHSBJICHHS 3JIOBMHUCHOT'O POTPaMHOT0 3a0€3MeueHHS 1
KOMIT'IOTEPHHUX aTaK; BMITH BHKOPUCTOBYBaTH METOAM (YHJAMEHTAIBHUX 1 TPUKIAIHUX
JIMCLUIUTIH 1HXeHepil MporpaMHOro 3a0e3rnevYeHHs PpU MPOEKTYBAHHI Ta PO3pPOOJICHH] MPOTrPaMHUX
cucTeM 3axWcTy iHQopMarii B KOMITFOTEPHHX CHUCTEMax Ta Mepexax, BHUSBJICHHS
HECAHKIIIOHOBAHUX BTOPTHEHb Ta aHOMAJiH, MPOSBIB 3JI0BMHCHOTO MPOTPAMHOTO 3a0€3MeUeHHS,
kibep-3arpo3 Ta kiGep-atak; OyTH 3IaTHUM: pO3B’sA3yBaTH 3ajadi 13 3a0e3meueHHs Oe3MeKu Ta
3aXHCTy KOMII IOTEPHUX CHCTEM, TPOEKTYBAaTH Ta CTBOPIOBATH MPOTPAMHI CHCTEMH 3aXHCTY
iHdopmartii Ta iXx KOMIIOHEHTH.



4. CTpyKTypa 3aMiKOBUX KPEIUTIB THCIHUILIIHA

KinpkicTh rofiyH, BiIBEACHUX Ha:

Hassa temu ekl naGopatopHi | MPaKTUYHI | CAMOCTIHHY
po6otu poboTH poboty

Temal. Beryn. OcCHOBHI MOHSTTS — 3aXUCTY 2 8 12
iHdopmarrii Ta 6€3MeKu KOMIT IOTEPHUX CHUCTEM.
Tema 2. Tema 2. [IpoekTyBaHHS cUCTEM BUSIBIEHHS 10 16 72
BTOPTHEHb Ta IX €JEeMEHTIB. MeToau Ta TeXHOJOr1i
BHSIBJICHHSI KOMIT IOTEPHHUX aTaK.
Tema 3. MaremaTuuHi aclieKTH O€3MEKU Ta 3aXUCTY 4 10 16
KOMIT IOTEPHHUX CHCTEM.

Pasowm 3a 3-uii cemecTp: 16 34 100




5. Ilporpama HaBYaIbHOT JUCUUIUTIHU

5.1 3MicT NeKIIHHOTO KypCy

Howmep
JeKITii

[Tepenik 3MICTOBHX MOJYJIIB, TEM JIEKIIiH, iX aHOTAIIT

Kinekicte
TOIUH

Tema 1. Beryn. OcHOBHI MOHSTTS 3axucTy iHGopmariii Ta Oe3leKu
KOMIT FIOTEPHUX CUCTEM.

Jlexyisn 1. Bcmyn 0o ingpopmayitinoi ma kibep- beznexu.

3aBAaHHA HaBuUalbHOi JucHUIUIiHA. OCHOBHA TeMaTHKa Kypcy.
CrpykTtypa Kypcy. [IpoOneMHi 3aBgaHHS KypCcy Ta IpeaIMeTHOI 00JIacTi.
OcCHOBHI TOHATTS 1 TepMiHM 3axWCTy I1H(popMalii Ta Oe3MeKu
KOMIT'TOTepHHX  cucteM.  [lomsaTTsa:  iHopmariiiiHa  Oe3meka,
kibepHeTnuHa  Oesreka  (kibepOe3meka), 3axuct  iH(opmarrii.
BnactuBocti  iHdopmamiitHoi  O6e3neku. [lpuHmunu  3abe3nedeHHs
indopmariitnoi Gesmexu. Kpurépii omiHke iH(GOpMALiiHOT Ge3méKy.
MertoponoriyHa 6a3a Al BU3HAUCHHSI BUMOT 3aXUCTY KOMI'FOTEPHUX
CUCTEM BiJl HECAHKI[IOHOBAHOTO OCTYIY, CTBOPEHHSI 3aXHCHUX CUCTEM
Ta OLIHKH CTYIEHS 3aXUIIEHOCTI. YOTHPH TpynH BUMOT 3aXUCTY MPOTH
neBHux TUMIB 3arpo3. Cranmapt ISO/IEC 15408 «3aranbhi kputepii
OLiHKKA Oe3meku iHpOpMamiiHUX TEXHOJOri». 3arpo3u Oesmerri
iHdopmanii. Buau 3axucry indopmariii. PyitHyroui nporpamHi BILTUBH.
[MpuunHM TPyHOMICTKOCTI pilleHHS 3axavi 3a0e3nedeHHs Oe3neku
MPOrpaMHUX CHCTEM. 3JIOBMUCHE TMIporpaMHe 3a0e3meueHHs Ta
KOMIT'IOTEpHI aTaku. MeToaMu 3aXUCTy BiJl pyHHYIOUHMX NPOTrpaMHHUX
BIUIMBIB Ta iX BUsABJIECHHA. [IOKONiHHS aHTUBIpYCHUX HporpaM. Tumoa
apxiTeKTypa HporpaMHUX 3aco0iB aHTUBIpyCcHOro 3axucrty. Kpurepii
e(eKTUBHOCTI TMPOrpaMHMUX 3aco0iB aHTUBIpycHoro 3axucty. ROC-
aHaJi3 B 3aJja4axX BUABIICHHS 3JIOBMHUCHOTO MPOTPaMHOTO 3a0e3MeueHHs
Ta KOMIT'IOTepHUX arak. Hemosiku iCHyHOYMX 3aco0iB 3axHCTy Ta
MEPCTIEKTUBHI METOM 3aXUCTY BiJl pyHHYIOUMX IPOrpaMHUX BILJIUBIB.

Jir.: [1]-[7]; [9]-[12]; [8].

Tema 2. [IpoexTyBaHHSI CUCTEM BUSBIICHHSI BTOPTHEHb Ta iX €JIEMEHTIB.
MeTtoau Ta TEXHOJIOT1T BUSBICHHS KOMIT IOTEPHUX aTaK.

Jlexyin 2. [onasmms npo xomn romepni amaxu. Texnonoeii no6yoosu
cucmem GUABNICHHS AmMax.

OCHOBHI TMOHSATTS 1 TEPMIHHM 3 MPEAMETHOI 00JIaCTI «KOMII IOTEpHI
ataku». MixMepexHi ekpanu (firewall), anTuBipycu, cucremu
susinieHnst atak (CBA) (Intrusion Detection System, IDS), cucremu
KOHTPOJIIO LUTICHOCTI, KpunrorpadiyHi 3acobu 3axucTy. Tumm artak.
Mopem arak. Knacudikamis xomm’torepHux arak. OCHOBHI THIH
anomaiiii B IP-mepexax. Etanu peanizauii arak. OCHOBHI MeXaHi3MHU
peamizamii artak. BuBueHHs oToueHHs. IneHTHdikamis TOMONOTIT
Mmepexi. Inentudikamis By3nmiB. [geHTmdikamis  cepBiciB  abo
CKaHyBaHHS NOPTIB. [neHTHdiKkawis onepamniiHoi cucreMu. BusHaueHHs
poni By3na. BusHaueHHs Bpa3nuBOCTI Bysna. Peamizamis arak:
MIPOHUKHEHHsI, BCTAaHOBJICHHS KOHTpomto. [lim peamizamii aTak.
3aBepIeHHs aTaku. 3acoOM JOCSATHEHHS METH aTakh. 3aCTOCYBAaHHS
TEXHOJIOT1H O€3MeYHOr0 MPOrpaMyBaHHS.

JIir.: [6]- [7]; [9]- [12]; [8]; [14].




OCHOBHI MOHATTS MPO CUCTEMHU BUSBICHHS BTOprHeHb. Kimacuikarris
cucteM BHABICHHS aTak. CHCTEeMM BHSBJICHHS aTak pPiBHSI MEpexi.
Knacudixkamist cuctem BUSBIEHHS BTOPTHEHb. XapaKTEPUCTUKU CUCTEM
BHUSIBJICHHSI BTOpHEHb. CHCTEMH KOHTPOJIIO IILTiICHOCTI. MoHiTOpH
peecTpaniiHux QaiiaiB. ApXITEKTypa CHCTEM BUSBICHHS BTOPTHEHbD.
OCHOBHI €NEMEHTH JIOKaJIbHOI Ta TJIO0ANbHOI apXiTEeKTyp CHCTEM
BUSIBJICHHS BTOPTHEHb.

Jlir.: [6]-[12]; [14]

Jexyis 3. Texnonoeii nobyoosu cucmem GUs1eHHSA AMAK.

OCHOBHI TOHSATTA TPO CHUCTEMH BHSBIECHHS aTaKk 1 TEXHOJOTI]
BUSBJICHHA. ICHyIOYl TEXHONOIll CHUCTEM BHSBIEHHS BTOPTHEHb.
Metoau, siKi BUKOPHCTOBYIOTH CHUTHAaTYypH BTOPTHEHb. lIpomykmiiiHi
(excrepTHi) CUCTEMM BUSIBJICHHS BTOPTHEHb. BUSBIEHHS BTOPrHEHb,
mo 0a3yeTbcs Ha Mojelni. AHaii3 Iepexoay CHCTEMH i3 CTaHy B CTaH.
Kontponbs HatucHeHHs KiaBim. KoHueniiss BUSBIECHHS KOMIT'TOTEPHUX
3arpo3. [linsumnieHHst eeKTHBHOCTI CHCTeM BUsBIICHHS atak. da3oBwuii
MPOCTip KOMITIOTEPHUX aTak. XapaKTEepUCTHKA HANpSMKIB 1 Tpyn
METO/IB BUSBJIECHHS BTOPrHEHb. TuIOBa apxiTeKTypa CHUCTEMH
BUSIBJICHHSA aTak. | pynu MeTO/iB 3 BUSBJICHHS aHOMAJIH 1 37I0BXKHBaHb:
3 KOHTpPOJbOBAHUM HaBYaHHAM («HABYAaHHSA 3 Y4yUTeIeM») 1 3
HEKOHTPOJIbOBAaHUM  HaBYaHHSIM  («HaBYaHHS  0€3  YUMUTEIsn»).
HexomepuiiiHi cUCTeMH BHSBIEHHS KOMII'IOTEpHMX aTak. AHami3
MepexHoro Tpadiky i koHTeHTy. IIporpamu aHamizy Ta MOHITOPHHTY
MepexHoro Tpagiky. OTpyUMaHHS 1 HIATOTOBKA BUXIJHMX JAaHUX JUIS
aHaJli3y BJIACTUBOCTEW aHOManmiil Tpadiky. AHami3 3pas3kiB Tpadiky.
Tpacu 1 ix anami3. TecTyBaHHS mporpamMHoOro 3abesnedeHHs. MepexHi
araku Portsweep, Neptune, Nmap, Mailbomb, Smurf. Tumu

CKaHyBaHHS MOPTIB.
Jlir.: [6]-[12]; [14].

Jlexkyia 4. Cmamucmuyni memoou UsGIEHH AHOMAIbHOI NOBEOIHKU
mpaghiky mepesxrci.

3acToCyBaHHS CTATHYHUX METOJIB B CHCTEMaX BUSBJICHHS BTOPTHCHb.
CraTUCTHYHI METOAM BHSBJICHHS aHOMalbHOI MoBemiHKU. [Ipodins
THTIOBOI TOBEHIHKK 00'ekTy. MeETOoau MaTreMaTWdHOi CTaTHCTHKH.
Knacudikarist MeTo1iB BUsiBlieHHs 3MiH. [[OMUIKU mepmioro i gpyroro
poay B OMIHII €(QEeKTUBHOCTI aJITOPUTMIB BHSBIEHHSA. PiBeHb
3HAYyMIOCTI 1 MOTYXHICTh Kputepito. Cratuctuyni tectH. Kpurepii
BIIMOBITHOCTI Ta oxHOpiAHOCTI. Kpurtepiit xi-kBaapar. Kputepii sroam.
Kpurepiit Konmoroposa-CmipHoBa. Kpurepii OLIIHIOBAHHS
onHopigHOCTI  Binkokcona-Manna-YitHi. [lapamerpuunuit  meton
peectpanii 3miH. KonrtponbHi kaptu. Kontponsni kaptu Ilyxapra,
CUSUM. Bussnenns DDoS-arak 13 3acTOCYBaHHSM aJTrOpPUTMY
CUSUM. Po3snozineHe BTOprHeHHS. Tpu OCHOBHI TpYyNU MeETOJIIB
BusiBiieHHs: DDoS-artak. Bussnennss DDoS-atak  Ha  OCHOBI
BIAMIOBIZHOCTI  MDK  3'€QHAHHSAMH, 10  BCTAHOBIIOIOTBCA 1
3aKpuBalOThCsA. Bubip mapamerpi anroputmy CUSUM. MoniTopuHT
piznux IP-agpec y BxiqHomy tpadiky. Hemapamerpuuni 6araToBuMipHi
CUSUM Ttectu n1st MIBUAKOTO BUSBICHHS DoS-atak B KOMI'FOTEpHUX
Mmepexax. Hemapamerpuunmii 6aratoBumipaniit CUMSUM anroputwm.
Hemapamerpuuni wmetonu. KontpoasHi kaptu  EWMA. Kpurepii




aHOMaJIbHOI MOBEIIHKM Ta IX MpPaKTUYHE 3acCTOCyBaHHS. BincoTkose
BinxwieHHsa. Entpomis. Meroau omnucoBoi cratuctuku. I[lokasHuk
aKTUBHOCTI. Po3mofinn akTHBHOCTI B 3amucax ayauTy. BumiproBanHs
kareropiit. [lopsakosi BuMipy. [lomyk 1 oriHka aHOMaJiii MEPEKHOTO
Tpadiky Ha OCHOBI IUKIIYHOrO aHamizy. IlepeBipka IUKIIB 3 TOYKU
30py cTaTUCTU4YHOI 3Hauymocti. KomOiHyBaHHS 1 TPOEKTyBaHHS
IUKIIB B MaiiOyTHe. BusBICHHS aHOMalii METOJOM TOJIOBHHX
KoMroHeHT. CHHTYJSApHUNM CHEKTpajJbHUN aHami3. MeToJ TOJOBHHX
KOMIIOHEHT 1 BUSBJICHHS aHOMAJIH y BEJIMKUX PO3MOIIIEHUX CHCTEMAaX.
[lepeBaru Ta HEeOONIKM CTATUCTUYHUX MeTOMIB. [IpoexTyBaHHs cucTeM
BUSIBJICHHS BTOPTHEHb 13 3aCTOCYBAaHHSAM CTaTUCTHYHUX METOJIB
BHSIBJICHHSI aHOMAJIBHOT IMTOBEIIHKH MEPEKHOTO TpadikKy.

Jlir.: [6]-[12]; [14].

Jlexyia 5. Buaenenns aHOMAnbHUX GUKUOIE MePetCHo20 mpagiKy
Memooamu KpamHoMacumabHo20 ananisy.

3acTocyBaHHS METOJMIB KPAaTHOMACIITAOHOTO aHalli3y B CHCTEMax
BUsIBJICHHS BTOprHeHb. OcHoBH Teopil BeiiBneriB. HemepepsHe
BEHBIIET-TIEPETBOPEHHS. JJUCKpeTHE BeHBIET-IEPETBOPEHHS. AJITOPUTM
Masuta. AHaniz METO/iB BUSIBJICHHSI aHOMAIid MEPEXHOTO Tpadiky Ha
OCHOB1  BeHBIeT. AJTOPUTM  BHUSBIECHHS aHOMalil  METOAOM
JMCKPETHOTO BEHBIICT-TIEPETBOPEHHSI. AJITOPUTM BUSIBJICHHS aHOMAJIii
3a kpurepiem dimepa I BUKUIIB AUCIEPCIH. AJITOPUTM BUSABICHHS
aHomatiii Ha ocHOBI Kputepito Koxpana—Kokca. AIroput™ BUSBICHHS
aHomaJtiii 3a kputepiem dimiepa 1 BUKUIIB CepeIHIX 3HaueHb. Bubip
nmoporiB  BUsBIEHHS. J[MCKpeTHE BeHBIIET-MIAKETHE IEPETBOPEHHS.
Bussnenns DoS- 1 DDoS-arak wmeronamu MyJibTH(paKTaIbHOTO
aHayizy. @pakTanbHl BJIACTUBOCTI TEJIEKOMYHIKAaLIHHOTO Tpagiky.
Bussnenns Do0S- 1 DDoS-atak meronoM MyJIbTH(paKTalIbHOTO
anamizy. IIpoexTyBaHHS  cHCTEeM  BHSBICHHS  BTOPTHEHb i3
3aCTOCYBaHHSAM METOJIB KpPaTHOMACUITaOHOTO aHalli3y JJisi BUSABICHHS
aHOMaJIbHUX BUKH/IIB MEPEKHOTO TpadiKy.

Jir.: [6]-[12]; [14]; [16].

Jlexyiss 6. Memoou inmenexmyanvHo2co aHanisy OAHUX 8 cucmemax
BUSABNIEHHSL BMOPSHEHD.

BukopucranHss METOJIB I1HTEJEKTYaJbHOTO aHaNi3y JaHUX MpU
MPOEKTYBaHHI MIJCHCTEM CHCTEM BHSBICHHsS BTOpreHb. Meroam Data
Mining. Meron onopHuX BeKTOpiB. BusiBnenHs anomanmiii Tpadiky i3
3aCTOCYBAaHHSM HEHPOHHUX MepeX. BusBIEeHHS aHOMaliii MepeKHOT
aKTHUBHOCTI 13 3aCTOCYBaHHSM amapaTy HITyYHUX HEHPOHHUX MEpex.
3acTocyBaHHS HEHPOHHHX MEpEX B 3ajJadax BUSBICHHS BTOPTHEHb.
ApxitektypHi pimeHHss CBB. Pesynbratu ekcrepumeHTiB. Metoau
LITYYHOTO 1HTEJIEKTY B 3a/ayax 3a0e3rnedyeHHs] 0e3MeKH KOMIT'FOTEpHHUX
Mmepex. bararoarentHi cucremu. CHCTEMH aHami3y 3axHIIEHOCTI.
Metoau WITyYHUX IMYHHHX CHCTEM 1 HEUPOHHUX MeEpex s
BUSIBJICHHS KOMIT'IOTepHUX aTak. [loOynoBa mTy4HOI IMyHHOI CUCTEMHU
IUIsl BUSIBJIEHHS KOMII'FOTEpHUX aTak. MeToJ (GyHKIIOHYBaHHS IMyHHUX
HEHPOMEPEKHUX JETEKTOPiB. ANTOPUTM (YHKIIOHYBaHHS CHUCTEMHU
BHUSIBJICHHST BTOPTHEHb HAa OCHOBI MITYYHHUX IMYHHHUX CHCTEM 1
HEHpOHHUX MepexX. BizyanpHuil anamiz pmaHux. AHalmi3 MeTOJIB
Bi3yauri3aiiii.




Jhit.: [6]-[12]; [14].

Tema 3. MaremaTnuHi acnekTH O€3MEKH Ta 3aXUCTY KOMIT IOTEPHHX
CHCTEM.

Jexyis 1. Dopmanvni modeni Komn romepuux 6ipycie, mooeni
NOUlUpeHHsA GIPYCi6 8 KOMN TOMEPHUX MePeHCax.

Bu3HayeHHsT KOMIT FOTEpHOTO BipyCy Ha OCHOBI MOJEIBHOTO MiIXOIY.
Mopneni @. Koena. Mognens JI. Amnemana. «®paHiy3pKay MOICIb.
[ dopmanbai Mozeni. Mojens KuTaiicbkux aBTopiB Z. Zuo 1 M.
Zhou. Bekropna mozens /1. 3erkau. Mojeni Ha OCHOBI aOCTpakTHUX
«obumncioBauiBy. «Ex3ornuni» Bipycu. Midiuni Bipycu. Batch-Bipycwu.
Bipycu B mouarkoBux Ttekcrax. ['padiuni Bipycu. Bipycu B iHImHIX
omnepariiiinux cucremax. Bipycu B UNIX-noni6nux cucremax. Bipycu
it MoOUTbHUX TenedoHiB. [Hma BipycHa «ex3oTuka». llommpeHHs
BipyciB. Emimemii wmepexnux worm-BipyciB. IIpocra SI-moxens
eKCTIOHEHITIATbHOTO PO3MHOXKEHHS. SI-MO/Ieb PO3MHOKEHHS B YMOBaxX
obMexeHocTi pecypciB. SIS-monens npumituBHOTO TpOoTHAil. SIR-
Mozenb  KBalmipikoBaHoi  OopoTeOW. IHII  Momeni  emigeMiid.
MogenmoBanHsl ~ 3aXO/AiB  MAacHUBHOiI  mpoTuiii.  MonenroBaHHs
«KOHTpuepBs». Emigemii mnomrToBux worm-BipyciB, daiimoBux i
3aBaHTaXyBaJIbHUX BipyciB. Emigemii MoOLTBHUX WOrM-BipyciB.

Jlir.: [9]-[10]; [13]; [8]

Jlexyia 8. Memoou 3abe3neuennsn b6e3neku ma 3axXucmy KOMN 10MepHUx
cucmem 8i0 Pi3HUX MUNI8 KOMN TOMEPHUX 8IPYCIE.

BusiBneHHs KOMIT'IOTEpHUX BipyciB. AHaii3 HempsMux o3Hak. IIpocti
curHatypu. KontponbHi cymu. Ilutanns edextuBHocTi. BuOip
¢aitnoBux mnosunid. PineTp bnyma. Meton MOMTOBUHHOTO IiNEHHS.
Po36utTs Ha cropiHkH. BuKopHCTaHHS CHUTHATYp UIS JCTEKTYyBaHHS
nojiMoppHUX BipyciB. AmapaTHe TpacyBaHHs. EMynsuis mporpam.
[Mporumiss  emynsamii.  «['mmbuHa»  TpacyBaHHS 1 eMYJISIIi.
«PenTrenockornis» nomiMoppHux BipyciB. MertamopdHi Bipycu 1 ix
nerekTyBaHHA. ETam «BumiieHHS Ta 300py XapakTepucTuk». Ertam
«00poOKM 1 aHamizy». AHalI3 CTaTUCTMYHUX 3aKOHOMIPHOCTEH.
EBpuctuuHi MeTonu NeTeKTyBaHHs BipyciB. BuniieHHS XapakTepHHX
o3Hak. Jloriuni meromu. CHHTAKCHYHI MeTOoaM. MeTonau Ha OCHOBI
¢opmynu baiteca. MeTtoau, SiKi BUKOPUCTOBYIOTH IUTY4YHI HEHpPOHHI
Mepexi. KoHmenis cydacHOro aHTHBIpyCHOTO JeTekropa. bopoTsba 3
BipycaMu ©€3 BHKOPUCTaHHS aHTUBIpYyCiB. DaillloBl «peBi3OpH».
[TomiTuku  po3mexyBaHHs jgoctynmy. Kpunrorpadiyai  MeToqu.
lapBapaceka  apxitektypa EOM. IlepcriekTuBH  pPO3BUTKY 1
BUKOPHUCTaHHA KOMI'IOTEpHUX BipyciB. Bipycu sk «kibep30pos».
Kopuchi 3acrocyBanHs BipyciB. 3acoOu 1 METOAM 3axHCTy BIf
NPOrpaMHUX 3aKiafioK. [IpoekTyBaHHS cCHCTEM 3aXUCTy iH(opmauii 3
BUKOPHCTaHHIM «mpuManok» (honeypots, honeynet).

Jlir.: [6]-[12]; [15].

Pazowm 3a 3-mii cemectp:
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5.2 3micT J1abopaTOpPHUX 3aHSITH

No Kinbkictb
Tema mabopaToOpHOTO 3AHSITTS

/o TOIUH

1 Bukopucrannss mporpamHoro 3abe3nedeHHs YARA s BUSBICHHS 4
3JI0BMUCHOTO MPOTPAMHOTO 3a0€3MEYCHHS Ha OCHOBI IIPABHII

2 Buxopucranns moaynis PE ta Cuckoo miis YARA 4

3 [IpoexTyBaHHs Ta IporpamMHa peaiizailisi po3MnoAUICHOT CHCTEMH BUSIBICHHS 4
3JI0BMUCHOTO TIPOTPAMHOTO 3a0€3MeYeHHs Ta KOMIT IOTEPHHX aTak B
KOMIT IOTEPHHUX Mepexax

4 Peanizaris  curHaTypHOro  aHajily il BHSIBJICHHS  3JIOBMHCHOTO 4
nmporpaMHOTO 3a0e3neueHHs y BukoHyBaHuX ¢aimax PE EXE 3
BUKOPHUCTAHHSIM PO3MOJIICHOT CUCTEMH BHSIBJIICHHS

5 Peanizamis  €BpUCTHYHOTO  aHaNi3y JJIS BHSBJICHHS  3JIOBMHUCHOTO 4
nporpaMHOro 3a0e3meyeHHs Yy BUKOHyBaHux (¢aiitax PE EXE 3
BUKOPUCTAHHSIM PO3MOJIIEHOT CUCTEMHU BUSIBIICHHS

6 Peamizamis  aHamizatopa MepexHOro Tpadiky 3  BHKOPHCTaHHIM 4
PO3MOJIIJICHOI CUCTEMH BHSIBJICHHSI

7 Busienienns DDoS artak Ha OCHOBI aHaii3y MEpEeKHOTo Tpadiky 3 4
BUKOPHUCTAHHSM PO3MO/IIIEHOT CHCTEMHU BUSBICHHS

8 Oprani3arist MOMTHK O€3MeKHn KOMIT IOTEPHUX CHCTEM Ta HaJaIITyBaHHS iX 4
napameTpiB *

9 3aJ1iKOBE 3aHSITTS 2

Pa3om: 34

Hpumimxka: ™ JlabopaTopHa poOoTa Moke OyTH 3apaxOBaHa 3a HAsABHOCTI cepThdikaTip 3
TIPOXOJKCHHS KypcCiB (Cisco Networking
https://www.netacad.com/ru/courses/cybersecurity/network-security ta in.).

5.3 3micT camocTiitHoi (Y T.4. iIHIMBiAyaaLHOT) po60TH 37100yBaYa BUILOI OCBITH

Academy,

OO6csr camocrtiiiHO1 pobotn 3 aucnmiuiind B 3 cemectpi craHoButh 100 romuH. Bin
BKJIIOYA€ OTpAIfOBaHHS JIEKLIHHOTO MaTepialy, MiArOTOBKY O BUKOHAHHS JJAOOpaTOPHUX POOIT
11X 3aXHUCTY, NIATOTOBKY IO MOTOYHOTO KOHTPOJIIO.

KepiBHMLITBO caMOCTiifHOIO poOOTOI0 3AIMCHIOE BHKJIAAAa4y 3TiTHO 3 PO3KIAJIOM
KOHCYJIbTaIllll B I03aypOYHHIl yac.

Howmep Bun camocriiiHoi po6oTH K-t
THKHS TOJIMH
1 OmnpaitoBanHs JekiiifHoro Matepiany. IliaroroBka po maGopaTopHOl 6
poborn Nel. CawmocriiiHa poOoTa Haa pPO3POOKOI TMPOrpaMH 10

nabopatopHoi podotu Nel.

2 OmparroBanHsi ~ JIeKIiitHOTOo  Martepiany. (CaMoOcCTiiiHE  OMpaIfOBaHHSA 6
TEOpPEeTUYHOro Marepiany. IlinrotToBka 10 3axucty jgabopaTopHOi poOoTH
Nel.

3 OmnpaifoBanHs  JekiiifHoro Matepiany. IligroroBka po maGopaTopHOl 6
poborn Ne2. CawmocriiiHa poboTa Hax pPO3POOKOID MPOrpaMH 10
nabopaTtopHoi podotu Ne2.

4 OmpairoBanHsl  JIEKIiHHOTO  Martepiany. (CaMOCTiiHE  ONpalroBaHHS 6

10




10

11

12

13

14

15

16

17

TEOpeTUYHOro Marepiany. IlinrotroBka 10 3axucty iabopaTopHoi poOoTh
Ne2.

OmnpaifoBanHst  JekiiiiHoro Matepiany. IliaroroBka npo maGopaTopHOl
poborn Ne3. CawmocriiiHa poOoTa Hax pPO3POOKO MPOrpaMH 10
nmaboparoproi  pobotu Ne3. CamocriiiHa poboTa 3  BUKOHAHHS
1H/IMBITyaJIbHOTO JIOMAITHHOTO 3aBIaHHSI.

OmnpaifoBanHst ~ JekmiiiHoro  marepiamy. IlizroroBka [0  3axucry
naboparopnoi podotu Ne3. CamocTiliHEe OIpaIOBaHHSI TEOPETUYHOTO
Mmatepiamy. CamocriiHa po0OoTa 3  BUKOHAHHS  IHJUBITYadbHOTO
JOMAIITHBOTO 3aBJIaHHS.

OmnpaifoBanHs  JekiiifHoro Matepiany. IliaroroBka no maGopaTopHOl
pobotn Ne4. CamocriiiHa poboTa Hax pPoO3pPOOKO TMPOrpaMH 10
nmaboparoproi  pobotu Ne4. CamocriiiHa poboTa 3  BUKOHAHHS
1H/IMBITyaJIbHOTO JIOMAITHHOTO 3aBIaHHS.

OmnpairoBanHst ~ JekmiiiHoro  wmarepiamy. IlimrotoBka 1o  3axucry
naboparopHoi pobotu  Ne4. CamocrTiiiHa po0OoTa 3 BHKOHAHHA
1HIMBIYaTbHOTO JOMAITHLOTO 3aBIAHHS.

OmnpairoBanHs  JekiiifHoro Matepiamy. IliaroroBka mo maGopaTopHOl
podotu Ne5. CamocriiiHa poOGoTa Haa pPO3pOOKOI MporpamMu 10
nmaboparoproi  pobotu  Ne5. CamocriiiHa poboTa 3  BUKOHAHHS
1H/IMBITyaJIbHOTO JIOMAITHHOTO 3aBIaHHS.

OmnpairoBanHst ~ JekmiiiHoro  wmarepiany. IlimrotoBka 1o  3axucry
naboparopuoi pobGotu Ne5. CamocTiiiHe OMNpaIlOBaHHSI TEOPETUYHOTO
Mmatepianmy. CamocriiHa po0OoTa 3  BUKOHAHHS  IHJWBITYaJbHOTO
JIOMAIIIHBOTO 3aBJIaHHS.

OmparroBanHst  JIeKIiHOTO Marepiany. IliarotoBka 10 sabopaTtopHOi
pobotu Ne6. CamocriiiHa poOoTa HaJ po3poOKOK MporpamMu 10
nabopatopuoi  pobotru Ne6. CamocriiiHa pobOoTa 3  BUKOHAHHS
1H/1MB1TyaJIbHOT'0 IOMALIHBOIO 3aBAAHHS.

OmnpawroBanHHs  JekmiiiHoro Marepiany. [liaroroBka 10  3axucry
nabopaTopHoi pobotu Ne6. CamocTiiiHe oOmnpalfoBaHHS TEOPETUUYHOTO
marepiany. CamoctiiiHa poOoTa 3 BUKOHAaHHS  IHIWBIIYyaJIbHOTO
JIOMAIIIHBOTO 3aB/IaHHS.

OmpairoBanHst  JIeKIiiHOT0 Marepiany. IliarotoBka g0 sabopaTopHOi
pobotu Ne7. CamocriiiHa poOoTa HajJ po3poOKOK Mporpamu 0
nabopatopnoi po6otu Ne7. IliAroTOBKa 10 3aXHCTy 1HIWBIIYaJIHHOTO
goMamiHboro  3aBmaHHsa.  CamocrtiiHa  poboTa 3 BUKOHAHHS
1HIUBITyaTbHOTO JIOMAlTHBOTO 3aBAaHHS.

OmnpaifoBanHst ~ JekuiiiHoro  marepiany. IliaroroBka 10  3axucry
nabopatoproi podotu Ne7. CamMocTiiiHE OIpaIOBaHHSI TEOPETUYHOTO
Mmatepiamy. CamocriiHa po0OoTa 3  BUKOHAHHS  IHIUBITYadbHOTO
JIOMAIHBOTO 3aBnaHHs. [ligroroBka 10 TecTyBaHHS.

OmnpaifoBanHs  JekiiifHoro Matepiany. IligroroBka no maGopaTopHOl
podotu Ne8. CamocriiiHa poboTa Haa pPoO3poOKOIO MporpamMu 10
nabopaTtopHoi podotu Ne§.

OmnpawroBaHHs  JekIiiiHoro Marepiany. IliaroroBka 10  3axucTy
nabopaTtopHoi podotu Ne§.

CamocrTiifHe OoTpaIffoBaHHsI TEOPETUYHOTO MaTepiay.

Pazowm 3a 3-uii cemectp:

100

6. TexHoJiorii Ta METOAU HABYAHHSA
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[Iporiec HaB4aHHS 3 MAUCHUIUTIHM TPYHTYEThCS HA BHKOPHCTAaHHI TPaguIlifHUX Ta
Cy4acHUX TEXHOJIOTi Ta METOJIB HaBUYaHHS, 30KpeMa: JEeKIii (3 BUKOPUCTAHHSM METOJIiB
Bisyamisamii, mpoOJEMHOro ¥ IHTEPaKTHMBHOTO HaBYaHHs);, J1a0opaTopHi 3aHATTS (3
BUKOPUCTAHHSM IHCTPYKTYBaHHS, JEMOHCTPYBAHHS, PO3B’S3yBaHHS THUIOBHX 1 MPUKIATHUX
3a/1a4u, CUTYalliHUX 3aBllaHb, €JIEMEHTIB JHMCKYCii TOINO); caMOCTiiiHa poOoTa (OoIpartoBaHHs
TEOPETUYHOTO Marepiaidy, MiATOTOBKA /10 BHKOHAHHS JaOOpaTOpHHX poOIT, MOTOYHOTO Ta
MiJICYMKOBOTO  KOHTPOJIIO, BHUKOHAHHS IHAMBIAyaJbHHX Ta JOMAIHIX 3aBJaHb), 3
BUKOPUCTAHHAM 1H(POPMAaLiHHO-KOMII FOTEPHUX TEXHOJIOTIH.

7. MeTOoau KOHTPOJII0

[ToTounuit KOHTPOJIb 3AIMCHIOETHCA MiJT YaC ayTUTOPHUX JTa0OPATOPHUX 3aHSTh, & TAKOXK
y JHI TPOBEACHHS KOHTPOJBHHUX 3aXOiB, BCTAHOBJICHHX pPOOOYOI0 MpOrpamoro i rpadikom
OCBITHBOT'O TPOILECY, B T.4. 3 BUKOPUCTaHHSIM MOAylIbHOrO cepeloBHILa s HaB4aHHA. [lpu
[bOMY BUKOPHCTOBYIOTHCS TaKi METOU TTOTOYHOTO KOHTPOJIIO:

— TECTOBUH KOHTPOJIb 3aCBOEHHS TCOPSTHYHOTO Ta IPAKTHYHOTO MaTepiay;,

— OLIIHIOBaHHS pe3y/IbTaTiB BUKOHAHHS 1HIMBIAYalIbHOTO JOMAITHHOTO 3aBIaHHS,

— OIIIHIOBaHHs  JlaOopaTopHUX poOiT (YCHE ONHWTYBaHHS Tiepel JOIYCKOM [0
71a60paTOPHOTO 3aHATTS; OLIHIOBAHHS PE3yJIbTATIB 3aXKCTY Ja0OpATOPHHUX POOIT).

[Ipn BHBemeHHI MiJCYMKOBOI CEMECTPOBOI OIlIHKH BPaxXxOBYIOThCS PpE3YJIbTATH SIK
MOTOYHOT'O KOHTPOJIIO, TaK 1 MiJICYMKOBOTO KOHTPOJIO, SIKUW MPOBOAMUTHCS 3 YChOTO Marepiaity
JUCLUILIIHY 3a OljeTaMu, IMONEPEHBO PO3POOIICHUMH 1 3aTBEP/PKCHUMH Ha 3acilaHH] KadeapH.
3m00yBay BHIOiI OCBITH, sSIKMii HaOpaB 3 OyIb-KOTO BUAY HaBYAIBHOI poOOTH, cymy OaiiB
HUOK4y 3a 60 BIACOTKIB BiJl MaKCHUMAalbHOTO Oany, He OOnyCKAeEmwvcsa 10 CEMECTPOBOIO
KOHTPOJIIO, MTIOKK HE BHKOHA€ oOcsAr poOotu, mependadenuit Pobodoro mporpamoro. 3100yBau
BUIIIOT OCBITH, KWW HaOpaB MO3UTHBHUMN cepenHbo3BakeHU Oan (60 BiACOTKIB 1 Oiyble Bif
MaKCHUMaJIBHOTO 0aiy) 3 yCiX BHJIIB MMOTOYHOTO KOHTPOJIIO 1 HE CKJIAB ICTIUT, BBAXKAETHCS TAKHUM,
AKUI mae akaneMiuyHy 3a0oproBanicTh. JlikBimamis akajgeMidyHOi 3a00proBaHOCTI 13
CEMECTPOBOTO KOHTPOJIIO 3IACHIOETHCS Yy TEpioJl eK3aMeHaIlliHOi cecii abo 3a rpadikom,
BCTAHOBJICHUM JIEKaHATOM BIANOBIAHO a0 «[lomokeHHS ©pO KOHTPOJb 1 OLIIHIOBAaHHS
pe3yJbTaTiB HaBYaHHS 37100yBadiB BUIIOI 0cBITH Y XHVY».

8. IMoiTnka IUCHMILITIHI

[TonmiTrika HaBYANBHOI JAWCIUIUIIHM 3arajloM BH3HAYA€ThCS CHCTEMOIO BHMOT [0
3100yBaya BUILNOI OCBITH, L0 MepeadadeHi YUHHUMU TMOJOXEHHAMHU YHIBEPCUTETY Ipo
OpraHizalil0o 1 HaBYaJIbHO-METOJUYHE 3a0e3MeueHHs OCBITHBOIO Ipolecy. 30Kpema,
NPOXO/KEHHS I1HCTPYKTaXy 3 TEXHIKM Oe3MeKkH; BiJBiAyBaHHS 3aHATh 3 JUCHUIUIIHUA €
000B’SI3KOBUM. 3a 00 ’€KTUBHUX TMPUYMH (IIATBEPIKEHUX JIOKYMEHTAJbHO) TEOPETHUHE
HaBYaHHS 3a TOTOKEHHSM 13 JIEKTOPOM MOXE BiIOYBaTHUCh B OH-JIAMH pexumi. YcCHillHe
OTNaHyBaHHS JTUCHMILIIHM 1 opMyBaHHS (PaXxOBUX KOMIIETEHTHOCTEH 1 MPOrpaMHUX Pe3yJIbTaTiB
HaBYaHHS Mependavae HEOOXIIHICTh MIATOTOBKM 1O J1a0OpaTOpPHUX 3aHATh (BUBUEHHSA
TEOPETUYHOI0 MaTepialy 3 TeMH poOOTH, IMONEPEeIHI0 MiATOTOBKY HPOTOKONY pPOOOTH,
MiATOTOBKY /IO YCHOTO ONHTYBaHHSA JUIS JIOMYCKY IO 3aHATTS (HaBemeHi y MeToauvHuX
PEKOMEHAIlIAX 70 JabOpaTOPHHUX 3aHATh)), AKTHBHO MPAIfOBATH HA 3aHATTI, SKICHO
HIJArOTYBATH 3BIT, 3aXUCTUTH Pe3yibTaTH BUKOHAHOI poOOTH, OpaTH ydacTh y IUCKYCISIX IOJI0
OPURHATHX KOHCTPYKTUBHHX pillleHb IPU BUKOHAHHI 3700yBayaMu J1ab0OpaToOpHUX PoOIT TOLIO.

3n00yBaui BHUIIOi OCBITH MalOTh JOTPUMYBATHCS BCTAaHOBJICHHUX TEPMiHIB BHKOHAHHS
BCIX BUIB HaBYaJbHOI poOOTH BIANOBIAHO 10 poOOUYOi MporpamMu HaBYAIBHOI JAUCHUILIIHH.
[Tponymiene nabopaTopHe 3aHATTA CTYACHT 3000B’S3aHWN BIAMPAIIOBATH Y BCTAHOBJIEHUU
BHUKJIQJIaueM TEpMiH, aje He Ti3HiIe, HDK 3a JBa TWIXKHI 10 KIHISI TCOPETUYHUX 3aHATH Y
cemMecTpi.

3acBOEHHSI CTYICHTOM TEOPETHMYHOIO Martepiasly 3 JUCHMIUIIHM OIIHIOETHCS 32
pe3yJabTaTaMH ONMTYBaHHA Mix Yac Ja0OpaTOPHMX 3aHATh, TECTYBAaHHS W BHKOHAHHS
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1HIMB1TyaJIbHOTO JOMAITHBOTO 3aBAaHHsA. BUKOHAHHS 1HAMBITyaIbHOTO 3aBIaHHS 3aBEPIIYETHCS
Horo 31a4ero Ha MePEBIPKY Y TEPMiHH, BCTAHOBIICHI Tpa)ikoM CaMOCTIHHOT pOoOOTH.

3n00yBau BUIIOI OCBITH, BUKOHYIOUH CaMOCTiiHYy po0OoTy abo iHAMBigyadbHY pOOOTY 3
JTUCHHUIIIIHA, Ma€ JOTPUMYBATHUCS TOJITHKA J0OpPOUYECHOCTI (3a00pOHEH1 CIMCYBaHHS, ILJIariat
(B T.4. 13 BUKOPHUCTAaHHSM MOOUIBLHUX JEBaicCiB)). Y pa3i BHUSBJICHHS IMOPYUIECHHS IOJITHKA
aKaJIeMiuHOi JOOpPOYECHOCTI B Oyab-SIKMX BUJAX HABYAJIBbHOI poOOTH 3/100yBad BHINOI OCBITH
OTPUMYE HE3aJIOBUTbHY OIIHKY 1 Ma€ MOBTOPHO BHKOHATH 3aBJIaHHS 3 BIAMOBITHOI TeMHU (BUAY
pobotu), mo mependadeHi pobodoro mporpamoro. byap-ski GhopMu MOpYHICHHS akaJIeMidHOi
TOOPOYECHOCTI He OOnYCKAIOmbC.

VY Mexax BUBYCHHS HaBYAIbHOI JUCHUILTIHM 37100yBayaM BUIIOI OCBITH Iepen0adyeHo
BU3HAHHS 1 3apaxXyBaHHS pe3yJIbTaTiB HaBYaHHS, HAOYTUX IUIIXOM He(opManbHOI OCBITH, IO
PO3MIIICHI Ha JOCTYITHUX miatdopmax (Cisco Networking Academy,
https://www.netacad.com/ru/courses/cybersecurity/network-security), SKi CIIPUSIFOTh
dbopMyBaHHS KOMIIETCHTHOCTEH 1 MOTIUOJICHHIO PE3yJIbTATIB HABYAHHS, BU3HAYCHUX POOOUYOIO
pOrpaMoI0 JUCIHILIIHU, a00 3a0e3MeuyoTh BUBUYCHHS BiMOBIAHOI Temu Ta/abo Buay poOiT 3
nporpaMH HaBYAIBLHOI NUCIHMILTIHK (IeTanbHime y [loJoXeHHI Mpo MOpSIOK BU3HAHHS Ta
3apaxyBaHHs pe3yJbTaTiB HaBYaHHA 3100yBayiB BUILOI ocBiTH y XHY).

9. OuinoBaHHSA pe3yJIbTATIB HABYAHHA CTY/JAEHTIB y ceMecTpi

OuiHIOBaHHA aKaJIeMIYHUX JIOCSTHEHb 3/100yBaya BHINOI OCBITH 3I1HCHIOETHCS
BiAnoBiAHO 10 «[lonoXkeHHs MpPO KOHTPOJb 1 OI[IHIOBaHHS Pe3yJbTaTiB HaBYAaHHA 3/100yBayiB
Bumioi ocBiTi y XHY». [Ipu moToyHOMY OIliHIOBaHHI BUKOHAHO1 3100yBaueM poOOTH 3 KOKHOT
CTPYKTYpHOI OJWHHWII 1 OTPUMAHUX HUM pe3yJIbTaTiB BHUKJIAJad BHCTaBIsE€ WHOMY IIEBHY
KUIBKICTh OalliB 13 BCTaHOBJIEHHX P00040r0 mporpamoro s 1boro Bumay poootu. [Ipu mpomy
KOXKHA CTPYKTypHA OJIMHHWIIS HAaBUAIbHOI poOOTH MoOke OyTH 3apaxoBaHa, SIKIIO 3700yBad
HaOpaB He MeHIe 60 BiACOTKIB (MiHIMANbHUHN PiBEHb IS TO3UTUBHOI OIIIHKH) BiJl MAKCUMAJIBHO
MOYJIMBOT CyMH 0alliB, MPU3HAYEHOI CTPYKTYPHIM OJMHUILL.

IIpu ouiHIOBaHHI pe3yJbTaTiB HaBYaHHs 3/100yBauiB BHUILOI OCBITH 3 Oy/b-SKOTO BUIY
HaBYaJIbHOI POOOTH (CTPYKTYpHOI OJIMHHUII) PEKOMEHJYEThCS BHKOPUCTOBYBATU HaBEIECHI
HIDKYE y3arajJbHEHI KpUTEpIi:

Taboauus — Kputepii ouiHioBaHHS HABYAJbHHUX I0CATHEHD 3100yBaya BUIIOI OCBIiTH

Ouinka Ta piBeHb
JNOCSATHEHHS
3100yBavemM

3alIAaHOBAHHUX Y3arajibHeHuH 3MIiCT KpUTEpisi OIHIOBAHHA

ITPH T1a
chopmoBaHux

KOMIIETEHTHOCTEel

BigMminHO
(BUCOKMIT)

3n00yBay BHUIIOI OCBITM TJIMOOKO 1 y TOBHOMY 00cCs31 ONaHyBaB 3MiCT
HaBYaJIbHOTO Martepiaiy, JIETKO B HbOMY OPIEHTYETHCSI 1 BMUJIO BHKOPHUCTOBYE
MOHATIMHUIA amapaT; yMi€ TMOB’SI3yBaTH TEOPII0 3 TMPAKTUKOK, BHPIIIYBAaTH
MpPaKTU4HI 3aBJaHHS, BIIEBHEHO BHUCIIOBIIOBATH 1 OOIPYHTOBYBAaTH CBOIi
Cy/UkeHHs. BimMmiHHA oIliHKa mependadae JOTIYHHUN BUKIAJ BIAMOBIAI MOBOIO
BUKJQMaHHSA (B YyCHI abo y mNHChMOBIH ¢opmi), IEMOHCTPYE SKICHE
opopmileHHs  poOOTH 1  BOJOMIHHA  CHOEMiallbHUMU  MpWIaJlaMd  Ta
IHCTpyMEHTaMH, MPUKIAJHUMU MporpamMamu. 3100yBau HE BaraeTbesl IMpuU
BHUJIO3MIHI 3allUTaHHS, BMI€ POOWTH JETalbHI Ta y3araabHIOIOUl BHUCHOBKH,
JIEMOHCTPY€E TIPaKTUYHI HABUYKH 3 BUPIICHHS ()axoBUX 3aBaaHb. [Ipu BiamoBimi
JIONTYCTUB JIBi—TPU HECYTTEBI HOXUOKU.
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Jo6pe (cepenHiit)

3n00yBau BHIIOI OCBITH BHSIBHB IIOBHE 3aCBOEHHS HABYAJIHHOIO MaTepiaiy,
BOJIOJII€ TIOHATIMHUM arapaToM, OPIEHTYEThCS Y BUBUEHOMY MaTepiaii; CB1JIOMO
BUKOPUCTOBYE TEOPETHYHI 3HAHHS /IS BUPIMICHHS MPAKTHYHUX 3a]a9; BUKIAJ
BIAMOBII TPaMOTHHH, ajie y 3MicTi 1 (opmi BIAMOBiI MOXYTh MaTH MicCIIe
OKpeMi HETOYHOCTI, HeUiTKi (POPMYITIOBAaHHS MpPaBWII, 3aKOHOMIpPHOCTEH TOIIO.
BianoBige 3m00yBavya BHUIOI OCBITHU OYIye€ThCsl Ha OCHOBI CaMOCTIHHOTO
MUCJICHHS. 37100yBayd BHUIOi OCBITH y BIAIOBIAL TOMYCTUB JIBi—TPU HECYmMEGL
HOMUTIKU.

3a/10BLIHLHO
(mocraTHii)

3100yBay BUIIOI OCBITH BHUSIBUB 3HAHHS OCHOBHOTO MPOTPAMHOIO Marepiary B
00cs131, HEOOXITHOMY JIJIsI TTOJAJIBIIIONO HaBYAaHHS Ta MPAKTHYHOI MISUIBHOCTI 3a
npodeciero, CrpaBISIETHCS 3 BUKOHAHHSAM NMPAKTHYHUX 3aBIaHb, Mepea0adeHUX
nporpamoro. Sk mpaBuiIo, BiAINOBIAb 3/00yBada BHUIOI OCBITH OYyIye€ThCs Ha
PiBHI pEenpOyKTHBHOTO MHUCIIEHHS, 3100yBay BHUIOI OCBITH Ma€ claOKi 3HaHHS
CTPYKTYPH HABUYAIILHOI JAUCIUILTIHY, TOMYCKAE HETOUHOCTI 1 CYMMESI NOMUTIKU
y BIJITIOBi/Ti, Bara€ThCs MPH BIANOBIII HA BUIO3MIHCHE 3aTUTaHHs. PazoM 3 TuMm,
HaOyB HABUYOK, HEOOXIHHX JJIsi BUKOHAHHS HECKJIAIHUX MPAKTHYHUX 3aBJIaHb,
SIK1 BIJIIOBIIAIOTh MiHIMAJILHUM KPHUTEPISM OI[IHIOBAHHS 1 BOJIOJIE 3HAHHSIMH,
IO JIO3BOJISIIOTH WOMY ITiJi KEPIBHUIITBOM BHKJIaJaya yCYHYTH HETOYHOCTI y
BIAIIOBIII.

HezangoBiiabpHO
(HemocTaTHIN)

3nm00yBay BUIIOI OCBITH BUSBHB PO3pi3HEHi, O€3CHCTEMHI 3HAHHS, HE BMI€
BHJIUISTH TOJIOBHE 1 IPYTOPsITHE, JTOMYCKAETHCS TIOMUJIOK Y BU3HAYCHHI TIOHSATB,
MepeKpydye iX 3MICT, XaOTUYHO 1 HEBIEBHEHO BHUKJIAJIA€ Marepiali, HE MOXe
BUKOPUCTOBYBAaTH 3HAHHS TPU BUPINICHHI MPAKTUYHUX 3aBIaHb. SIK TpaBHIIO,
OIlIHKA «HE3aJI0OBUIbHO» BHCTABISETHCS 3700yBaueBl BHILOI OCBITH, SKUUA HE
MOJKE TPOJIOBXHUTH HaBYAHHS 0€3 J0JaTKOBOI POOOTH 3 BUBUEHHS HABYAIBHOI
MUCHUILIIHHA.

CTpyKTypyBaHHS IUCHUILTIHU 32 BUIAMU HABYAJIbHOI POOOTH i OLIHIOBaHHS pe3y/bTaTiB
HABYAHHS CTY/IEHTIB JeHHOI ¢popMHu 3100yTTH OCBITH Y ceMecTpi

K .| Camoc-| Cemectpo | Pazom
OHTPOJIBHI - .
AynuropHa pobora TIHA -BUH
3axo0/u
po0oTa| KOHTPOJIb
Tpemiii cemecmp
JlaGopaTopHi 3aHATTS TeCTOBI/II/I' 3 Terr Cyma
KOHTPOJIb: .
T 1-2 6amniB
1 2 3 4 5 6 7 8
KinpkicTh OaniB 3a BU HaBYAJIbHOI pOOOTH (MIHIMYM-MaKCHUMYyM)
35|35(35|35| 35 | 35 | 35 | 35 6-10 6-10 | 24-40
24-40 6-10 6-10 24-40 60-100"

Hpumimku: “3a Habpany 3 Oyab-KOr0 BHAY HABUANbHOI POOOTH 3 JUCHHUIUTIHU
KUIBKICTh 0alliB, HUYKYE BCTAaHOBJIEHOTO MIHIMyMY, 3100yBay OTpUMY€ HE3aJOBUIbHY OI[IHKY 1
Mae i mepe3faTd y BCTAaHOBJIEHUHM BHKIaZaueM (JekaHOM) TepMiH. [HCTHTYyliHHA OIliHKa

BCTaHOBJIFOETHCA

BIAMOBIMHO g0 Tabmuimi «CniBBiIHOIIEHHS IHCTUTYHiliHOI mIKAJM

oliHIBaHHA i mkaan oninoBanua €CKTCy;
T — TeMa gUCIUAILIIHM.

OuinoBaHHS pe3yJbTaTiB 3aXHCTY J1a0OpaTOPHOI poOOTH.
Bukonana i odopmiieHa BiAMOBIIHO 10 BCTAHOBJICHUX METOIUYHUMHU PEKOMEHAIISIMU

BUMOT JIabopatopHa poOOTa KOMIUIEKCHO OIIIHIOEThCS BHUKIAMadeM TpH il

3aXUCTI 3

ypaxyBaHHSIM TaKHX KpUTEpiiB: CAMOCTIHHICTh Ta MPAaBUJIbHICTh BUKOHAHHS; IIOBHOTA BiAMOBiI
Ta 3HAHHA METOAMKH JOTPUMAHHS BUMOT IIPpU 0(pOPMIICHHI.
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Pesynbrar BukOHaHHA 1 3axUCTy 3700yBaueM BHIINOiI OCBITH KOXHOI J1abopaTopHOI
pPOOOTH OILIHIOETHCS BIANOBIAHO 10 Tabiuui KpurepiiB OLiHIOBaHHS HAaBYAJIBHUX JOCSITHEHb
3100yBayva BHINOI OCBITH.

Y Bumangky BUSBIEHHS 3700yBadueM pIiBHS 3HAHb, HUXKYOTO HiXK 60 BIJCOTKIB Bif
MaKCHMaJbHOro 0aiy, BCTaHOBJIEHOTO PoO04O0I0 MPOrpaMoro Juist KOKHOT CTPYKTYPHOT OJIMHUIL,
naboparopHa poOoTa WOMYy He 3apaxogyemupca 1 Uil 1l 3aXUCTy BIH Mae JIeTajlbHIiIIe
OTpaIIOBATH MaTepiall 3 TEMU pPOOOTH, METOAMKY i1 BUKOHAHHS, BUIIPABUTH Ipy0l MOMUIIKU Ta
IIOBTOPHO BUWTH Ha i1 3aXUCT y IPU3HAYEHUH JJI LbOI'O BUKJIAJa4yeM 4ac.

OuiHlOBaHHA pPe3yJbTATIB TECTOBOI0 KOHTPOJIIO

Koxnuii 3 tecriB, nependadyeHux PoOo4oro mporpamoro, CKIAIAeThes 13 25 TECTOBUX
3aBJ/IaHb, KOXKHE 3 SIKUX € PIBHOSHAYHUM.

BinnoBigHo 1o TaGnuIli CTpyKTypyBaHHS BUIIB POOIT 32 TECTOBUN KOHTPOJb 3100yBau
3aJIe)KHO BiJ KITBKOCTI MPaBWIIBHKUX BiJNOBIIeH Moke oTpumarH Bijx 6 1o 10 Gamis.

Po3noais 0ajsiB B 3a/1esKHOCTI Bil HaJaHUX NMPABWJIBLHMX BilNOBigeil Ha TeCTOBI
3aBJaHHS

KinbKicTs MpaBHIbHIX 1-13 14-16 | 17-18 | 1920 | 2122 | 2325
B1JITIOB1JICH

Blncotox npasmibHux 0-59 60-65 66-72 73-82 83-89 90-100
B1JITIOB1JICH

KinpkicTs OaniB - 6 7 8 9 10

Ha TectyBanns BimBomutbesi 40 xBuiamH. CTyIEHT NMPOXOIUTHh TECTYBAaHHS B OH-JIAiH
pexxumi 'y MoaynbHOMY cepeloBMILI Ui HaBYaHHA. TakoX, CTYyIEHT MOXE IPOXOAUTH
TECTYyBaHHS MHCHbMOBO, 3alMCYIOYM NPAaBWIbHI BIAMOBIAI y TajoH1 BianmoBineil. Ilpu orpumanHhi
HETaTUBHOI OI[IHKU TECT CJIiJI Iepe3/1aTh JI0 TEPMIHY HACHIYRHO20 KOHTPOIIIO.

OuiHoBaHHS pe3y/bTATIB BHKOHAHHS IHAMBIIYaJIbHOIO JOMAIIHLOIO 3aBJAAaHHS

(113).

Bukonane Tta odopmiieHe BINOBIAHO [O BHMOT, BHM3HAYEHMX METOJANYHUMU PEKOMEHAAIISIMH,
iHauBiqyaabHe AomainHe 3aBaaHHs (IJ]3) KOMIUICKCHO OMIHIOEThCS BHUKIAJAa4eM 3 ypaxyBaHHSIM TaKUX KPHUTEPIlB:
CaMOCTIHHICTh BHKOHAHHS; NPaBWJIbHICTH PO3B’SI3aHHS IIOCTaBJICHHX 3ajia4y; OOIPYHTOBaHICTH BHOOPY METOZIB
PO3B’si3aHHS; MOBHOTA MOSICHEHb Ta apryMEHTOBAHICTh BiJIOBiNEil; SKICTh 0OPMIICHHS Ta AOTPUMAHHS BUMOT JI0
CTPYKTYPH 1 3MiCTYy pOOOTH.

Pesynbrar BHKOHaHHsS 37M00yBadueM BHIIOI OCBITH KOKHOTO /I3 OIIIHIOETHCS BIATIOBIAHO A0 TaOMNHIl
KpurepiiB oninoBaHHsI HaBYAJTbHUX JO0CATHEHBb 3100yBaya BHINOI OCBITH 3 ypaXyBaHHAM PiBHS JOCSITHEHHS
3aIUTaHOBAHUX NPOTPAMHMX PE3yJbTaTiB HABYAHHS Ta C(POPMOBAHMX KOMIETEHTHOCTEH. 3a MiACYMKaMH 3aXHCTy
MPUCBOIOETHCS BIATIOBITHA cyMa OaitiB (MiHIMaJIbHHI MMO3UTUBHUH Oan — 6 6anm, Mmakcumanbauii — 10 6anis).

VY pasi, skmo 3100yBad BHINOI OCBITH BUSABUB piBEHb 3HAaHb 1 BHKOHaHHA [/I3, mo Hmkumid HiX 60
BIJICOTKIB Bil MAKCHMaJIbHOI KiJIbKOCTI OaiB, BCTaHOBJIEHOI P06090I0 mporpamoro A i€l CTPYyKTYPHOI OMHUII,
3aBIaHHS HE 3apaxOBYETHCA. Y TAaKOMY BHIAAKY CTYACHT Ma€ MOBTOPHO OIPAIIOBATH 3MICT 3aBAAaHHS, YCYHYTH
MOMMJIKH Ta 3/1aTH Ha TepeBipKy goompansoBane /13 y TepMiHH, TOTOPKEH] 3 BUKJIATaueM.

OuiHoBaHHs pe3yJbTaTiB MiICYMKOBOI0 CEMeCTPOBOI0 KOHTPOJIIO (iCIHUT)

OcgiTHs Tporpama mnepeadadae MiACYMKOBUM CEMECTPOBUI KOHTPOIb 3 JAUCHHUILIIHHU Y
dbopmi icnuTy, 3aBJAHHSAM SKOTO € CHCTEMHE W 00’ €KTHBHE OIIIHIOBAHHS SK TCOPETUYHOI, TaK 1
MPaKTUYHOI MiITOTOBKH 3/100yBava 3 HaBYaJIbHOI AucHMILTIHA. CKIIaJIaHHs ICTTUTY BiI0yBA€ThHCS
3a MoTepeaHkO PO3pOO0ICHUMH 1 3aTBEP/KEHUMHU Ha 3acijmanHi kadenpu Oureramu. BiamoBigHo
JI0 IbOTO B €K3aMEeHallIHHOMY O171eTi IPONOHYEThCS MOEAHAHHS TUTAHb SIK TEOPETHYHOTO (B T.4U.
y TECTOBIi# opMmi), TaK 1 MPAKTHIHOTO XapaKTEPY.
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Taoiuusa — OuiHOBaHHS Pe3yJbTATIiB MiJICYMKOBOI0 CEMECTPOBOI0 KOHTPOJIIO

3100yBa4iB 1eHHOI popmu HaBuaHHS (40 0aJiB 1J1s1 MIICYMKOBOr0 KOHTPOJII0)

JIJ15l KOKHOT0 OKPEeMOro BUAY 3aB1aHb
T —— MinimaanHauii HOTe}iuil“mi MO3UTHBHI MakcuMajJdbHul
(nocratHiii) 6an 0aan” (cepenHiii 6as) (BuCOKMii) Oan
(3a10BiJIbHO) (mo0pe) (BigMiHHO)

Teopetnune nutanHs Ne 1 3 4 B
Teopernune nutanus Ne 2 3 4 5
Teopernune nuranus Ne 3 3 4 B
[IpaxkTruHe 3aBaaHHS 15 20 25
(5 3amau o 3-5 GauriB)

Pazom: 24 32 40

Hpumimka. “Io3umuenuit 6an 3a icnum, eiominnuil 6i0 minimansvnozo (24 6anu) ma
Mmakcumanwvhozo (40 oanis), 3naxooumuca ¢ mexcax 25-39 danie ma po3paxogycmoca ak cyma
oanie 3a yci cmpykmypHi eiemenmu (3a60aHHs) icnumy.

JInsi KOXKHOTO OKpEeMOIro BHIY 3aBAaHb ITIJICYMKOBOTO CEMECTPOBOTO KOHTPOJIIO
3aCTOCOBYIOTBCSI KPHUTEpii OIIHIOBAaHHS HaBYAJbHHX JOCSITHEHb 3700yBada BHUIIOI OCBITH,
HaBeneHi Bumie (Tadauusi — Kpurepii omiHioBaHHS HaBYaJIbHHUX JOCSATHEHb 3700yBauya
BHIIIOI OCBIiTH).

[lincymkoBa cemecTpoBa OIliHKa 3a IHCTUTYHiHHOIO mKanor 1 mkaigoww E€KTC
BU3HAUYAETHCS B aBTOMATHM30BAaHOMY pEeXHMI IMiclis BHECEHHS BHKJIAJadeM pe3yJbTaTiB
OLIHIOBaHHS y Oanax 3 YycCiX BHUIIB HaBYaJIbHOI POOOTH [0 EJIEKTPOHHOIO >KypHamy.
CriBBiHOIIEHHS 1HCTUTYLIMHOI IIKanu ouiHioBaHHS 1 mkamu omiHioBaHHS €KTC nHaBeneHi
HIKk4ge y Ta0ymii «CriBBiTHOIICHHS.

CeMecTpoBuUll ICIIUT BUCTABIISIEThCA, AKINO 3arajibHa cyma OaiiB, siky HaOpaB CTYIEHT 3
TUCITUILIIHM 32 pe3yJbTaTaMU MOTOYHOTO KOHTPOIIO, 3HAXOAUThCS y Mexax Big 60 mo 100
6aniB. [Ipy 1bOMy 3a IHCTUTYIIITHOIO LIKAJIOI0 CTAaBUTHCA OIIHKA «B1AMIHHO/I00PE/3a10BLIILHOY,
a 3a mkanoro €KTC — OykBeHe MO3HaYEHHsI OLIHKM, 1110 BIJANOBiJa€e HaOpaHii CTYAEHTOM CyMi
OayiB BignmoBigHo g0 Tadaumi CiBBIAHOIICHHS.

Tadoauus — CrniBBiTHOIIEHHS IHCTUTYHIHHOI IIKAJIH ONIHIOBAHHA | IIKAJIM OLiHIOBAHHS
€EKTC

Ouink Pei IncTuTyniiina ouinka (piBeHb TOCATHEHHS 3100yBaueM BHINOI OCBITH
a erriirona 3aIUIaHOBAHUX PE3YJIbTATIB HABYAHHS 3 HABYAIBHOI JUCITUTIIIIHH)
mKaJja 6aiiB . P v .
€EKTC 3aiik Icnut/nndepenuiiioBanmii 3aj1ik
Biominno/Excellent —  Bucokuit  piBeHb  JTOCATHEHHS
3alJTAHOBAHMX  PE3yJIbTAaTiB  HAaBUaHHS 3  HaBYaJIbHOI
A 90-100 TUCIUIUTIHK, IO CBIIYUTH TPO OE3yMOBHY TOTOBHICTh
° 3n100yBaya 10 MOJAJIBLIOrO HaBYaHHA Ta/abo mpodeciiiHol
T | ASUIBHOCTI 3a haxoMm
B 83-89 8 | HoopelGood — cepenniii (MakCUMaJbHO OCTaTHi) piBeHb
% | mocATHEHHA  3aITAHOBAHMX  pE3YNBTATIB  HABYAHHS
C 73-82 o% HABYAJIBHOI JUCIUIUIIHE Ta T[OTOBHOCTI JO ITOJAJIBIIOTO
HaBYaHHS Ta/a00 npodeciiftHoi AiSTBHOCTI 3a haxom
D 66-72 3aoosinvnolSatisfactory — HasBai MiHIMaabHO JOCTAaTHI IS
E 60-65 MOJAJIBIIOr0 HaBYaHHS Ta/abo HpO(l)eCiI\{I‘HO'I' HiSIJ'II?HOCTi 3a
(haxoM pe3yJbTaTH HaBYAHHS 3 HABYAJIBHOI JIUCITUILTIHH
. Heszaoosinvno/Fail — Hwuska 3amuiaHoOBaHHX pPe3yJIbTATiB
T | HABYAHHS 3 HABYAJILHOT JUCIHMIUIIHKA BiACyTHsS. PiBeHb
FX 40-59 2 | HaOyTHX pe3ynbTaTiB HAaBYaHHA € HENOCTaTHIM  JUIA
é MOJAIBIIONO HaBUaHHS Ta/abo mpodeciiiHoi AisTBHOCTI 3a
g haxom
F 0-39 T | HezaooeinbnolFail — Pe3ynbTaTi HABUAHHS BifCyTHI
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10. TIuTaHHs 1JIsi CAMOKOHTPOJIIO Pe3yJ/IbTaTiB HABYAHHS
1. OcHOBHI TOHATTSA 1 TEPMIHM 3axHUCTy iH(popMalii Ta OE3MEeKH KOMIT IOTEPHUX CHCTEM.
[TonsrTs: iHopmarniitHa 6e3neka, kibepHeTnuHa Oe3rneka (kibepOesneka), 3axucT iHpopmartii.
2. BnactuBocti iH(popmariiinoi 6e3neku. ITpuHiunu 3abesneueHHs iHGopMaIiiHOi Oe3MeKH.
Kputépii oriuky iHpopMaLiiHoi 6e3méK.
3. Merononoriuva 6a3a i BU3HAYEHHS BUMOI 3aXHUCTYy KOMHI'FOTEPHUX CHCTEM BiJ
HECAaHKIIIOHOBAHOTO JOCTYIy, CTBOPEHHSI 3aXHCHHX CHCTEM Ta OLIHKU CTYINEHS 3aXHUILIEHOCTI.
YoT1upu rpynu BUMOT 3aXUCTy MPOTH NeBHUX TUMIB 3arpo3. Ctanmapt ISO/IEC 15408 «3aranbHi
KpHUTepil OiHKHU Oe3reku iHpopMaliiHUX TEXHOIOTII.
4. 3arpo3u Oesmeni iHpopMmamii. Bumu 3axucry iHdopmanii. PyiiHyrodi nmporpaMHi BIUIMBH.
[lpuyrHM TPYJOMICTKOCTI pIlIEHHs 3anadi 3a0e3meyeHHs Oe3NMeKH NPOTrPaMHUX CHCTEM.
3710BMHUCHE NTporpaMHe 3a0e3MeUeHHs Ta KOMIT FOTEPHI aTaKH.
5. Meronu 3axMcTy BiJl PYyHHYIOUMX NpPOTPAMHUX BIUIMBIB Ta iX BUSBJICHHS. [lOKOMiHHS
aHTHUBIPYCHUX Iporpam. THUIOBa apXiTeKTypa NpPOrpaMHUX 3ac00iB aHTHUBIPYCHOT'O 3aXHCTY.
Hepmomikn icHyrounx 3aco0iB 3aXMCTy Ta IEPCIEKTHBHI METOAM 3aXUCTy BiJ PYHHYHOUHX
IPOTrpaMHUX BILJIMBIB.
6. Kpurepii epexkTuBHOCTI mporpaMHuX 3aco0iB aHTHBipycHOTO 3axucty. ROC-anaini3 B 3agayax
BUSIBJICHHS 3JI0BMUCHOI'O IIPOTPaMHOTO 3a0€31e€UeHHsI Ta KOMIT IOTEPHUX aTaK.
7. IIOHATTS PO KOMIT IOTEpHI aTaku.
8. Mixmepexni ekpanu (firewall), antuBipycu, cucremu BusiBieHas arak (CBA) (Intrusion
Detection System, IDS), cuctemu KOHTPOJITIO ITICHOCTI, KpunTorpadivyni 3aco0u 3aXUCTYy.
9. Tunm arak. Mogem artak. Knacudikamis komn’ rotepaux atak. OCHOBHI THIIHM aHOMaii B IP-
mepexax. ETanm peanizarmii aTax.
10. OcHoBHi MexaHi3MH peaiizaiii aTak. BuBdeHHs oToueHHs. [neHTrdikaris Tomoaorii Mepexi.
Inentudikamis By3miB. InenTudikamis cepBiciB ad0 CkaHyBaHHS MOpTIB. I[aeHTHdikaris
onepauiiHoi cucremu. BusHaueHHs pomi By3na. BusHaueHHs Bpa3nMBOCTI By3ina. Peanizanis
aTak: TPOHMKHEHHs, BCTAHOBJEHHS KoHTpomtoo. Llium peamizamii arak. 3aBeplleHHS aTaku.
3aco0u TOCSTHEHHSI METH aTaKy.
11. 3acTocyBaHHS TEXHOJIOT1H O€3MIEYHOr0 IPOrpaMyBaHHs.
12. Ilpuniunu noGy10BU CUCTEM BHUSBJIEHHS BTOPTHEHb.
13. OcHOBHI NMOHATTS MPO CUCTEMM BUSIBJIEHHSA BTOprHeHb. Kitacugikaiiisi cucteM BHSBIECHHS
aTaxK.
14. Cuctemu BUsIBICHHS aTak piBHA Mepexi. Knacudikanis cucrem BUSIBIEHHS BTOPTHEHb.
15. XapakTepuCTUKU CHCTEM BHSIBIIEHHS BTOpHEHb. CHCTEMHU KOHTPOJIIO IITICHOCTI. MOHITOpH
peecTpaniiiHux aiis.
16. ApxiTekTypa cUCTeM BHSBIEHHsS BTOpPrHeHb. OCHOBHI €JI€MEHTH JIOKAIbHOI Ta TI00anbHOl
apXITEKTyp CUCTEM BUSBJICHHS BTOPTHEHb.
17. Texnonorii moOy/I0BM CHCTEM BUSBIICHHS aTaK.
18. OcCHOBHI TOHSATTS MPO CUCTEMH BHSBJICHHS aTak 1 TEXHOJIOTii BHsBIEHHA. IcHyroul
TEXHOJIOT1i CUCTEM BHSIBIICHHS BTOPT'HEHb.
19. Meronu, siKi BUKOPHCTOBYIOTH CHTHATypW BTOPTHEHb. [IpomykiiiiHi (eKCIepTHi) cHCTEMH
BUSIBJICHHSI BTOPTHEHb. BUSBIEHHS BTOPTHEHb, 110 0a3zyeTbCs Ha MoOJeNi. AHali3 Nepexony
CHCTEMH 13 cTaHy B cTaH. KOHTpOJIb HAaTUCHEHHS KJIABilIl.
20. Konuemnuis BuUSBIEHHS KOMI'IOTepHUX 3arpo3. IligBuiieHHs eQeKTHBHOCTI CHUCTEM
BUSIBJICHHS aTaK.
21. ®a3oBuii MpocTip KOMIT'IOTEPHUX aTaK.
22. XapakTepUCTHKa HaNpsSMKIB 1 TPyl METOJIB BHUSBJIECHHS BTOPTHEHb. THIOBa apXiTEKTypa
CHCTEMHU BHSBIJICHHS aTak.
23. I'pynu MeToniB 3 BHSBICHHS aHOMAail 1 3JIOBKHMBaHb: 3 KOHTPOJBOBAaHMM HAaBYAHHSIM
(«HaBYaHHS 3 yUYHUTEIIEM») 1 3 HEKOHTPOJHLOBAHUM HaBYAHHSIM («HABYAHHS 0€3 YUUTEIID).
24. Hexomep11iifHi CHCTEMH BUSBIICHHS KOMIT IOTEPHUX aTaK.
25. Anani3z mepexxnoro tpadiky 1 KoHTeHTY. [Iporpamu anamizy Ta MOHITOPHHTY MeEpPEesKHOT0
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Tpadiky. OTpuMaHHsA 1 MIATOTOBKA BUXIMHUX JaHWX JJIS aHAJi3y BJIACTHBOCTEH aHOMAaJii
Tpadiky. Anamni3 3pa3kiB Tpadiky. Tpacu i ix anamis.

26. TecryBanHs mnporpamHoro 3a0esmnedeHHs. Mepexni ataku Portsweep, Neptune, Nmap,
Mailbomb, Smurf. Tunu ckanyBaHHS MOPTIB.

27. 3aCTOCYBaHHS CTAaTUYHUX METOJIIB B CUCTEMaX BUSBJIECHHS BTOPrHeHb. CTaTUCTUYHI METOIU
BUSIBJICHHSI aHOMaJIbHOT MoBeNiHKU. [Ipodiste THIIOBOT MOBEAIHKH 00'€KTY.

28. Metonu MareMaTudHO1 cTaTUcTUKK. Kitacudikaiiss METO 1B BUSBIICHHS 3MiH.

29. IloMUIKY TIEPIIOTO 1 APYTOrO POY B OIIHII €)EKTUBHOCTI aJITOPUTMIB BUSBICHHS.

30. PiBeHb 3HAUYIIOCTI 1 TOTY>KHICTh KPUTEPIIO.

31. Craructnuni tectu. Kputepii BimmoimHocTi Ta onxHopimHocti. Kputepiit xi-kBazapar.
Kpurepii 3roau.

32. Kpurepiit Kommoroposa-CmipHoBa.

33. Kpurepii omiHtoBaHHs oHOPiAHOCTI Binkokcona-ManHa- YiTHi.

34. IlapameTpu4YHUN METON peeCcTparlii 3MiH.

35. Kontponshi kaptu. Kontponsai kaptu Hlyxapra, CUSUM.

36. Bussnennst DDoS-ataxk i3 3acrocyBanHsM ainroputmy CUSUM.

37. Po3nofinene BTopraeHHs. Tpu OCHOBHI Tpynu MeToiB BusiBieHHS DDoS-atak. BusBnenus
DDoS-arak Ha OCHOBI BIAIOBITHOCTI MiXK 3'€THAHHSMH, III0 BCTAHOBJIFOIOTHCS 1 3aKPHUBAIOTHCS.
Bu6ip napamerpis anropurmy CUSUM. Monitopunr pizaux [P-agpec y BxigHoMy Tpadiky.

38. Hemapamerpuuni 6aratoBumipHi CUSUM Ttectu ans mBuAKOro BusiBneHHs DoS-atak B
KOMITIOTepHHUX Mepekax. Hemapamerpuunwmii 6ararosumipaniit CUMSUM anroputwm.

39. HenapameTrpuuni metoau. KontpoasHi kaptu EWMA.

40. Kpurepii aHoManpbHOI MOBEIIHKM Ta iX MPaKTUYHE 3aCTOCYBaHHA. BiJCOTKOBE BiIAXHMIICHHS.
EnTpomis. Metonu omucoBoi craTUCTUKH. IlokasHMK akTUBHOCTI. Po3mosin akTMBHOCTI B
3anucax ayauTy. BumiproBanus kareropiil. Ilopsinkosi Bumipy. [lomyk 1 omiHka aHomaiii
MEpeXXHOTo Tpadiky Ha OCHOBI LUKJIIUYHOro anamzy. llepeBipka HMKIIB 3 TOYKH 30pY
CTaTHUCTUYHOI 3HauymocTi. KoMOiHyBaHHs 1 MPOEKTYBaHHS UKJIIB B MallOYyTHE.

41. BusiBleHHs1 aHOMaJIiil METOJIOM TOJIOBHUX KOMITOHEHT.

42. CUHTYJSIpHUNA CIIEKTpaJIbHUN aHai3.

43. MeTo/1 rOJIOBHUX KOMIIOHEHT 1 BUSIBJICHHS aHOMAJIIH y BEJIMKHUX PO3MOJUIEHUX CUCTEMAX.

44. IlepeBaru Ta HEAOMIKH CTATUCTUYHUX METOIIB.

45. TIpoexTyBaHHSI CHUCTEM BUSBJICHHS BTOPTHEHb 13 3aCTOCYBAHHSM CTATUCTUYHHMX METO[IB
BUSIBJICHHSI aHOMAJIBHOT TTOBEIIHKH MEPEKHOTO TpadiKy.

46. 3acTocyBaHHS METO/lIB KPAaTHOMACLITAOHOTO aHAJII3y B CUCTEMaX BUSBJICHHS BTOPIHEHb.

47. OcnoBu Teopii BeiiBneriB. HemepepBHe BeliBieT-iepeTBOpeHHs. [[UCKpeTHE BeUBieT-
nepeTBopeHHs. Anroput™ Majuia.

48. AHaini3 MeTO/1B BUSIBJICHHS aHOMaJii MepeKHOTo TpadiKy Ha OCHOBI BEHBJIET.

49. AnropuTM BUSIBIIEHHS aHOMAJIiil METOJJOM JUCKPETHOTO BEHBIIET-IIEPETBOPEHHS.

50. AnropuT™m BUSIBIIEHHS aHOMaJIii 3a KpuTtepieM Dimiepa Jiisi BAKUIIB JUCTIEPCIi.

S51. AnroputMm BUsIBJICHHS aHOMaJIiii Ha OCHOBI Kputepito Koxpana—Koxca.

52. Aaroput™ BUSIBJICHHS aHOMaliii 3a kpurepiem Dimiepa Uis BUKHAIB CEPEIHIX 3HAYEHb.
BuGip noporiB BUsBIEHHS.

53. JIuckpeTHe BEUBIET-NIAKETHE TEPETBOPEHHS.

54. Busnenns Do0S- i DDo0S-arak metomamu MyibTH(dpakTampHOro asamizy. dpaxranbHi
BJIACTUBOCTI TEJIEKOMYHIKaIHHOTO TpadiKy.

55. BUKOpUCTaHHS METOJIB IHTENEKTYaJbHOI'O aHaNi3y JaHUX MpPHU NMPOEKTYBaHHI IiJICUCTEM
CHCTeM BHUSBJIEHH:S BTOpredb. Meroau Data Mining. Merox omopHuX BEKTOPIB.

56. BusiBnenHs aHoMainii Tpadiky i3 3aCTOCYBaHHAM HEWPOHHUX MepeX. BUsBICHHS aHOMaii
MEpEeXKHOT aKTUBHOCTI 13 3aCTOCYBaHHSM amnapaTy LITYy4HHUX HEHPOHHUX Mepexk. 3aCTOCYBaHHS
HEHPOHHUX MepexX B 3a/1a4ax BUABICHHS BTOPTHEHb. ApxiTekTypHi pimenHs CBB. Pesynsratn
EKCTICPUMECHTIB.

57. Metoau IITy4HOTO IHTENEKTY B 3ajjauax 3a0e3neueHHs 0e3MeKH KOMIT'TOTePHUX MEPEeX.
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58. baratoarenTtHi cuctremu. CUCTEMU aHAI3y 3aXUIIEHOCTI.

59. Mertoau IWTYYHUX IMYHHHUX CHUCTEM 1 HEWPOHHUX MEpPEX JJs BUSBICHHS KOMITIOTEPHHUX
atak. [loOymoBa IITYy4yHOi IMYyHHOI CHCTEMH JUIsl BHSBJIEHHS KOMII'FOTEpPHUX arak. Merox
(yHKLIOHYBaHHS IMyHHUX HEHPOMEPEKHUX JETEKTOPIiB. ANTOpUTM (YHKIIOHYBaHHS CHCTEMHU
BUSIBJICHHS BTOPTHEHb HAa OCHOBI IITYYHUX IMYHHUX CUCTEM 1 HEHPOHHUX MEPEX.

60. BisyanbHuii anamni3 gaHux. AHaji3 METOAIB Bi3yai3arlii.

61. MaTemaTH4H1 aClIEKTH O€3MEeKH Ta 3aXUCTy KOMIT IOTEPHUX CHCTEM.

62. ®opmanbHi MOZENi KOMIT IOTEPHHUX BipyciB. Bu3HaueHHS KOMI' FOTEPHOTO BipyCy Ha OCHOBI
MozenbHoro maxoay. Moneni @. Koena. Mogens JI. Annemana. «@panity3bpkay Mojaenb. [Hi
dopmanpHi Mojaeni. Monenb KUTalcbkuxX aBTOpiB Z. Zuo i M. Zhou. Bekropna moxens /.
3erkau. Mojierni Ha OCHOB1 aOCTPaKTHHX «O0OYHCITFOBAYIBY.

63. Mogeni mNOMMUpPEHHS BIpyCiB B KOMITIOTEPHHUX MEpexKax. [Ipocra Sl-monens
€KCIOHEHI[IaJIbHOIO PO3MHOXKEHHS. SI-Mo/ieb PO3MHOKEHHSI B yMOBaxX 0OMEKEHOCTI pecypciB.
SIS-monens npumituBHOro mpotuaii. SIR-moxens kBamidikoBaHoi 60poThOM. IHmII Mozmemni
eniIeMIN.

64. «Ex3otnuni» Bipycu. Midiuni Bipycu. Batch-Bipycu. Bipycn B mouyaTKOBHX TEKCTax.
['padiuni Bipycu. Bipycu B iHmmx onepaniiiaux cuctemax. Bipycu B UNIX-momaioHmx
cucremax. Bipycu mis moOinpHEX TenedoHiB. [HIIa BipycHa «EK30THKAY.

65. [Tomupenns BipyciB. Emigemii MepexxHux worm-BipyciB MojienroBaHHs 3aXO/iB MaCHBHOT
npoTtuii. MonenroBaHHsS «KOHTpYepBs». Emimemii momroBux worm-BipyciB, (ainoBux i
3aBaHTaXyBaJIbHUX BipyciB. EminemMii MOOLTEHUX WOrm-BipyciB.

66. Meronu 3a0e3nedeHHs OE3MEKM Ta 3aXUCTY KOMIT IOTEPHHX CHUCTEM BiJ PI3HHX THUIIB
KOMIT FOTEPHUX BipYCiB.

67. BusBieHHS KOMIT'IOTEpHUX BIpyciB. AHami3 HenpsaMuX oO3HaK. IIpocTi curHarypw.
Kontponsni cymu. [lutannsa edpexrtuBnocti. Bubip ¢aitnosux nozuniid. ®@inetp biyma. Meron
MIOJIOBUHHOTO JIiJIeHHS. PO30WTTS Ha CTOpiHKW. BHUKOpHCTaHHS CUTHATyp Uil JIETEKTYBaHHS
noiaiMoppHUX BipyciB. AmapaTtHe TpacyBaHHs. Emymsauis nporpam. Ilpotuais emyssmii.
«I'nmnOuHay TpacyBaHHS 1 eMyJIALII.

68. «PenTrenockomnis» 1noyiiMoppHUX BipycCiB.

69. MetamopHi BipycH i1 iX JEeTEKTyBaHHS.

70. Eran «BuuiieHHs Ta 300py XapakTepucTuk». Etam «o0poOku 1 aHamizy». AHami3
CTaTUCTUYHUX 3aKOHOMIpHOCTEW. EBpUCTMYHI METOAM JAETEeKTyBaHHS BipyciB. BunineHHs
XapaKTepHUX O3HAK.

71. Jloriuni metonu. CuHTakcuyHi Metoau. Meroau Ha ocHOB1 Gopmynu baiteca. Metonu, siki
BUKOPUCTOBYIOTh IITY4YHI HEHPOHHI MEpexi.

72. KoHrerniiisi Cy4acHOTO aHTHBIPYCHOTO JeTeKTopa. bopoTe0a 3 Bipycamu 0€3 BUKOPHUCTAHHS
aHTHBipyciB. DalI0BI «PEBIZOPUN.

73. TlomitTuku po3mexyBaHHs noctymy. Kpunrorpadiuni meronu. ['apBapiachka apXiTekTypa
EOM. [IlepcnekTuBM pO3BUTKY 1 BHMKOPHUCTaHHS KOMM'IOTEpHHX BipyciB. Bipycu sk
«x10ep30pos». KopucHi 3acTocyBaHHS BIpYCIB.

74. 3acobu 1 MeToaM 3axHUCTy BiJ NMPOTPaMHUX 3aKiagoK. [IpOoeKTyBaHHS CUCTEM 3aXHUCTY
indopmartii 3 BUKOpHCTaHHIM «mpuManok» (honeypots, honeynet).

75. IlpuHuunu Ta TexXHOJOTI MOOYyAOBM 1 oprasizaiii 3aXUCTy Ta O€3MEeKH KOPIOPATHBHHUX
MEpEeK.

75. Puzuku indopmaiiiiftHoi 6e3meKu Ta iX OliHIOBaHHSL.

76. TexHomorii 3a0e3neyeHHs 6e3mekn MepexHoi [T-iHppacTpyKTypH.

77. HagmipHocTi B iHpOpMaLiifHUX TEXHOJIOTIAX Ta iX BUKOPUCTAaHHs npHu cTBopeHHi IC cTiiikux
JI0 3JIOBMUCHUX TIPOSIBIB.

19



11. HaByaabHO-MeTOANYHE 3a0e3IMeYeHHsT

OcBiTHIIl Tpollec 3 JTUCHUILUIIHM TOBHICTIO 1 B JIOCTaTHIA KiTBKOCTI 3abe3nedyeHuit
HEOOXITHOI0 HABUAIBHO-METOJUYHOIO JITEPAaTyporo. 30KpeMa, BHKIagadamMu Kadeapu
MirOTOBJIEH] 1 BUJIaH1 Takl poOOTH:
1.be3dmexka Ta 3aXHCT KOMII'IOTEPHUX CHCTEM: METOJWYHI BKAa3iBKU JIO BUKOHAHHS
nabopatopHux poOIT s cTyAeHTIB cnenianbHocTi “Komm’torepHa imxkenepis”/ O. C. CaBeHko,
A. O. Hiuenopyk, /I. M. Menzatuii. — Xmenpaunbkuii: XHY, 2021. — 86 c.

12. MaTepiajJbHO-TeXHiUHe Ta MporpamMHe 3a0e3nevYeHHsT TUCHUILIIHA (32 OTPedu)

[apopmamiitna Tta xomm’rorepHa miarpuMmka: [IK, mmanmer, cmaptdoH abo iHIIHI
MOOUTBHUI TpUcCTpidd, TpoekTop. [Iporpamue 3abe3neuenns: nporpamu Microsoft Office a6o
aHaJIOTI4H1, JOCTYI 0 Mepexi [HTepHeT, poOdoTa 3 mpe3eHTAIlISIMH.
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AHoOTAILIIA AMCHUILIIHA
Be3neKa TAa 3AXHUCT KOMH’IOTCDHI/IX CUCTEM

Tun gucHUIIiHT O00B’s13K0Ba

PiBenb BUIIOI 0CBITH Hpyruit (MaricTepchKuii)
MoBa BUKJIaAaHHA VYkpaiHcbka

Cemectp 3

KinbkicTs BeranoBiaenux kpeaurtis EKTC 5,0

DopMHU HABYAHHSA, 1JIl IKMX BUKJIAJAETHCS JUCHUIJIIHA Ou4Ha (I[eHHa)

PesyabraTn naBuyanHs: [licns BUBYEHHS OUCHUILTIHM CTYAEHT NMOBMHEH: JOCKOHAJIO BOJIOAITH mHpodeciifHoro
TEpMIHOJIOTI€I0 Ta OCHOBHMMHU IOHSTTSAMH 00’€KTY, MPEAMETy, 3a/1ad, MpoOIeMaTuKy JUCHUILTIHN Ta 1 OCHOBHUX
pO3MiNmiB, 3HATH TOHATIHHUEI amapar mnpeaMeTHoi obnacti 3 iHpoOpManiiHOi Oe3nekw, opraHizamii 3axucty
iHpopMalii B KOMIT'IOTEPHUX CHUCTEMax, METOAM IPOEKTYBAHHS MPOTPAMHUX CHCTEM BHSBJICHHS 3J0BMHCHOTO
NPOTPaMHOro 3a0e3MeyYeHHs] 1 KOMIT'IOTEPHHX arak; BMITH BHKOPHUCTOBYBATH METOAM (YyHIAMEHTAJIbHUX 1
MPUKIAIHUX AACHUILIIH IHKEeHepil mporpaMHOro 3a0e3NeueHHs MpU MPOEKTYBAaHHI Ta PO3POOJICHHI MPOTpaMHUX
CHCTEM 3axHCTy iH(popMamii B KOMI'IOTEPHUX CHCTEMaX Ta MEpeXax, BUABJICHHS HECAHKIIOHOBAaHUX BTOPTHEHb Ta
aHOMAJIi{, TPOSBIB 3JTOBMHCHOTO IPOTPAMHOTO 3a0e3meueHHs, KiOep-3arpo3 Ta KibOep-atak; OyTH 3TaTHUM:
pO3B’sA3yBaTH 3ajadi i3 3a0e3NeUeHHsT OC3MEeKH Ta 3aXHCTy KOMII'IOTEPHHX CHUCTEM, NPOEKTYBAaTH Ta CTBOPIOBATH
MPOTPaMHi CHCTEMH 3aXUCTy 1H(popMaIlii Ta iX KOMIIOHCHTH.

3mict HaBuajgbHOi aumcuumiaian.  CToxacTMYHa KOMII'IOTEpHa Bipycoioris. TeHOeHmii pPO3BUTKY 3arpos
iHpopmauiiiHoi Oe3neku. Knacudikanis arak. OpraHizanis 3axoliB 0e3nekrd B KOMIT FOTEpHUX cucremax. Kpurepii
e(peKTHBHOCTI aHTHBIpYCHUX 3ac00iB. [IpuHIMIN TOOYAOBH CHCTEM BHSBICHHA BTOPTHEHB. TeXHOJOTII moOyIoBI
CHCTEM BUSBIICHHS aTaK. llepCrieKTHBHI METOH NPOTUAIT 3I0BMUCHUM MporpamaM. MeToan BUSBICHHS aHOMAaiH.
3aco0m 1 METOM 3aXUCTY BiJl MPOrpaMHUX 3aKaafok. [IpoekTyBaHHS cucTeM 3aXuCTy iH(pOpMaLlil 3 BAKOPUCTaHHAM
«mpumanok» (honeypots, honeynet). Merou iHTENEKTyalbHOTO aHANI3y JAHUX B CHCTEMax BHUSBJICHHS BTOPTHEHb.
TexHoorii 6e31me4HOro MPOrpaMyBaHHS.

Ilpepexsizumu —iHo3eMHa MOBa 3a NPOQECIHHMM CHPSIMYBAaHHSAM, TEOPis i NMPOEKTYBaHHS KOMIT'FOTEPHHX Ta
KiOep(hi3HIHUX CHCTEM 1 MEpPeX, TEOPis I TEXHOJIOTIi MPOEKTYBAHHSI CIEIialli30BaHUX ONEPAIIHHAX CUCTEM.
Kopexeizumu — HayKOBO-I0CITiIHA TIPAKTHKA.

3anaHoBaHa HaBYAJbHA NisUIbHICTB: JIEKWil - 16 rox., maboparopHi 3aHATTS — 34 TOI., camocTiitHa poboTta - 100
roj.; pazom — 150 rox.

MeToau HaBYAHHS: CIIOBecHi, TPOOIIEMHOTO 1 IHTEPAKTUBHOTO HABYAHHS, iHTEPAKTUBHI, MOSCHIOBAIBHO-
LTFOCTPaTUBHI

®opMH OL[IHIOBAHHS Pe3yJbTATIiB HABYAHHS: YCHE OIUTYBAHHS, 3aXWUCTH JIabOpaTOpHHMX pOOIT, TecTOBHI
KOHTPOJIb; NepeBipKa BUKOHAHHSI iHANBIyalIbHOTO JOMAIIHBOTO 3aBJIAHHS
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