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Anomauyia oucuuniinu

B  mHCHMIUTIHI IUIAHYETBCS OCBOEHHS CTYISHTAMH MaTepialy 3 CTOXacTHUHOI KOMII'IOTEpPHOI Bipycomorii. 3arpos
iHpopmariiinoi Ge3meKkn, opraHizamii 3axo/liB 0e31IeKHI B KOMII'FOTepPHHUX CHCTeMax, KpHTepiiB e(heKTHBHOCTI aHTHBIPYCHIX
3aco0iB, IPHHININB MOGYIOBH CICTEM BHIABIEHHS BTOPTHEHb, TEXHOJOTIl MOOVIOBM CHCTEM BHIBIeHHS aTak,
TMepCIeKTHBHIX METOIB IPOTHIIl 3TOBMICHHM IIpoTpaMaM, METOMIB BHUSBICHHA aHOMalliil, 3aco0iB 1 METOMIB 3aXHCTY Bifg
TPOrpaMHNX 3aKIaJoK, IPOEKTYBAHHS CHCTEM 3axICTy iHdopMalii 3 BHKOpHCTaHHAM «IpuMaHok» (honeypots, honeynet),
METO/IIB IHTEJIEeKTYalbHOTO aHANII3Y JaHHX B CHCTEMaX BHABICHHS BTOPrHEHb, TEXHOIOTI O€3IeYHOro MporpaMyBaHH.

JIICINIITiHA BUKIAJAEThCA IS CTYJASHTIB JeHHOI (opMH HaBUaHHA. IIpH BHKIAJaHHI JUCIIHINTIHN BHKOPHCTOBYIOTBCA
aKTHBHI 1 TBOpUi (OpMIH NMpOBeIcHHS 3aHATE.



Ilpepexeizumu. iHO3eMHa MOBa 3a MPOQECIHHUM CHPSIMYBAaHHSIM, METOHOJOTIYHI OCHOBH CTBOPEHHS iH(OpMAIiiHIX
CHCTEM 1 TEeXHOJIOTii, TeOpis i TEXHOJOTI] IPOEKTYBaHHS CIEiali30BaHMUX ONEPAliHHUX CHUCTEM; KOPeK@i3umu:. TeXHOIOT i1
MIPOEKTYBaHHS iHQOPMAIIIHHUX CHCTEM; HAYKOBO-AOCIiTHA MPAaKTHKA.

Mema oucyunninu: 1) GopMyBaHHI KOMIIETEHTHOCTEH, HEOOXiTHUX Iy aOCTPAaKTHOTO MUCJICHHS, aHANI3y Ta CHHTE3Y
Ha BiJMOBiTHUX PIBHAX PO3pOOJICHHA CHCTEM 3aXHUCTy iH(popMaIlii Ta iX KOMIIOHEHTIB; 2) pO3BUTOK Y CTYIEHTIB PO3YMIiHHSA
TIPOIIECiB, AKi MPOTIKAIOTH B KOMIT IOTEPHHUX CHCTEMAax i Mepexax, 3 MeToro 3a0e3nedeHHs Oe3rekn Ta 3aXucTy iHdopMariii B
HUX; 3) HaZaHHS 3HAHb, HEOOXIMHUX UL MOJANBIIOTO BUBYCHHS CIEHiaIbHAX MUCIHIDIH Ta JJIS MPAKTHIHOI 1HXKEHEepHOL
IisuTbHOCTI; 4) BHPOONCHHA y CTYICHTIB BMiHHS BHKOPHCTOBYBAaTH HAOyTi 3HAHHS MpH PO3poOIi MporpamMHHUX 3aco0iB
CHeLiaJli30BaHOTO MPU3HAYCHHSI.

3agoanns oucyunninu. Hanatu cTyseHTaM 3HAaHHS IPO OpraHizalliro 3axucty iHopmauii Ta Ge3neku iHpopMamiiHUX
CHCTEM, a TAKOXX PO NPOEKTYBAHHS CHCTEM BHSBJICHHS BTOPTHEHb 1 iX €JIEMEHTIB.

OuiKyeani pe3ynbmamu HAGUAHHAA.

CtyaeHT, AIKuii ycminIHO 3aBepUIMB BUBYEHHS AMCIHMILIIHU, MOBHHEH 3aCTOCOBYBATH 3HAHHS 3 TAKMX OTPHMAHUX
pesyabtatiB HaBuanHsi: [[PHOl. BimmykoByBaTi HeoOXimHy iHpoOpMamito B HAyKOBiH i TexHI4HIN niTepaTypi, Oa3ax
JMaHWUX, IHIINX JDKepesax, aHaNi3yBaTH Ta OIiHIoBaTH If0 iHopmamito. [TPHO2. BinbHO crinkyBaTHCh Iep>KaBHOIO Ta
iHO3eMHOI0O MOBaMH B HAayKOBil, BHPOOHHYII Ta comiansHO-cycninbHil chepax mismpHOCTI. [TPHO3. [puitMat edexTuBHI
pimmenHs 3 mpoOieM po3BUTKY iH(opMariifHOi iHpacTpykTypHu, ctBopeHHS 1 3actocyBanHs ICT. ITPHO04. Ympasmsatu
mporiecaMu po3poOKH, BIIPOBaKeHHA Ta ekciuryararii y cdepi ICT, ski € ckiragHuMu, Helepen0adyBaHUMH i IOTPEOYIOTh
HOBHX CTpaTeTidyHMX Ta KoMaHAHuX mimxoxiB. [TPH06. OOrpyHToByBaTH BHOIp TEXHIYHHX Ta IMPOTPAMHHX PIlICHb 3
ypaxyBaHHAM iX B3a€MOJil Ta MOTEHUIHHOrO BIUIMBY Ha BHPIIICHHS OpraHi3aliiHUX MNpoOJieM, OpraHi3oByBaTH iX
BIpoBa/pkeHHs1 Ta BukopuctaHHs. [IPH10. 3abesneuyBatn sikicuuii kiGepsaxuct ICT, mnanyBaTH, OpraHi3oByBaT,
BIIPOBAJKYBaTH Ta KOHTPOJIIOBATH (DyHKIIOHYBaHHs CHCTEM 3aXUCTy iH(pOpMALIl.

Temamuunuit i Ka1eHOAPHUTL NIAH 6UEHEHHA OUCYUUNTINU

Ne TeMma JeKmii Tema CamocriiiHa po0oTa CTy/1eHTIB
THK J1a0OopaTOPHOro 3micT ' | Jlirepary
Hs 3aHATTS 0 pa
a
1 2 3 4 6
1 Beryn bi(o) BukopucranHs OmnparroBaHHs nexuiiinoro | 6 | [1]-[7];
iHpopMaIiiHOT Ta | MPOrpaMHOro Mmarepiainy. [Miaroroska 110 [9]-[12];
KiOep- Oesmeku. 3abesneueHHss  YARA | mabGopatopHoi pobotu Nel. [8].
JUTS BusiBIeHHS | CamocTiitHa po0oTa Hall po3pOOKOI0
3JI0BMHCHOT'O nporpaMu A0 JabopaTopHOi poOOTH
HIPOTPaMHOTO Nel.
3a0e3Me4YeHHs Ha OCHOBI
paBUII
2 OnpartroBaHHs nekiitinoro | 6 | [1]-[7];
Mmarepiainy. Camocriiine [9]-[12];
OIIPAlIOBAHHS TEOPETUIHOTO [8].
Matepianmy. IliaroToBka 110 3axmcTy
naboparopHoi pobotu Nel.
3 [onsTTs npo BukopucranHs OmnpantoBaHHs nekuiitnoro | 6 | [6]-  [7];
KOMIT FOTEpPHI aTaKH. mozyniB PE Ta Cuckoo Mmarepiaiy. [MixroToBka bi (4] [9]- [12];
1t YARA 71a00paTOpHOI poboTn Ne2. [8], [14].
CamocriiiHa po0OoTa Haa PO3pOOKOIO
nporpamu 10 JiabopaTtopHoi poOOTH
Ne2.
4 OnpartroBaHHs nekuiiiHoro | 6 | [6]- [7];
Marepiaiy. Camocriiine [9]- [12];
OIpalOBaHHs TEOPETUYHOIO [8], [14].
Matepiany. IliaroToBka 110 3aXHCTy




naboparopHoi podotu Ne2.

5 [puHUMNH [IpoekryBaHHs Ta OmnpanroBaHHs JIEKLiIHHOTO [6]-[12];
no0yoBH cUCTEM | mporpamMHa  peaji3awis | MaTepiaiy. [MixroroBka J10 [14].
BUSBJICHHS BTOPTHCHb. | PO3MOJUICHOI  CHUCTEMH | J1abOpaToOpHOL pobotu No3.

BHSBJICHHS 310BMECHOTO | CaMocTiiiHa poOoTa Hax po3poOKoI0

MIPOTPaAMHOTO poTpaMu 10 J1a0opaTopHOi POOOTH

3a0e3nedeHHs Ta | Ne3.

KOMII'IOTepHHX aTaK B

KOMIT IOTEPHHUX Mepekax

6 OrmparfoBasHs JEKLIHHOro [6]-[12];

Mmarepiany. IlifroroBka 1o 3axucry [14].
nabopaTopHoi pobotn Ne3.
CamocriiiHe OIPAIFOBaHHS
TEOPETHYHOT'O Marepiaiy.

7 TexHos0ril Peaizaris OmnparroBaHHs JICKIIITHOTO [6]-[12];
no0y10BU CUCTEM | CHUTHATYPHOTO aHAIIi3y MaTepiaiy. ITinroroBka 1o [14].
BUSBJICHHS aTaK. IS BUSIBJICHHS JIabopatopHoOi pobotu Ne4.

3JI0BMHCHOTO CamocriliHa poboTa HaJl po3pOOKOI0

TIPOTPaMHOrO MporpaMu 710 J1abopaTopHOi poOoTH

3a0e3neyeHHs y Ne4.

BUKOHYBaHUX (haiimax

PE EXE 3

BHUKOPHUCTaHHIM

PO3NOALICHOT CHCTEMH

BUSIBJICHHS

8 OmnpauroBaHHs JIEKIiIHHOTO [6]-[12];

Mmarepiany. IlinroroBka mo 3axucry [14].
nabopaTopHoi podotu Ned,

9 Craructnysi Peanizauis OmnpantoBaHHs JEKIIHHOTO [6]-[12];
METOAH BUSIBJICHHA | €BPUCTUYHOTO aHAJI3y Mmarepiainy. [MixroToBka JI0 [14],
aHOMAaJIbHOT TIOBEIIHKH | 117151 BUSIBJICHHS nmabopaTopHO1 pobotu Nes. C.80-137.
Tpadiky Mepexi. 3ITOBMHCHOTO CamocriiiHa poOoTa Haa PO3pOOKOIO

TIPOTPAMHOTO poTrpaMu 10 J1adOpaTopHOi POOOTH

3a0e3neueHHs y Nes.

BUKOHYBaHUX (aiimax

PE EXE 3

BHKOPHCTAHHAM

PO3NOALICHOT CHCTEMH

BUSIBJICHHS

10 OnpartroBaHHs JIEKLiIHHOTO [6]-[12];

marepiany. IlinroroBka 10 3axucry [14].
nabopaTtopHOi poboTu No5.
CamocriitHe OTIpaIFOBAHHS
TEOPETUIHOTO MaTepiaiy.

11 BusiBneHHs Peanizanis OnpartroBaHHs JeKLiHHOTO [6]-[12];
AaHOMAaJbHUX  BHKH[IIB | aHAIi3aToOpa MEPEXXHOr0 | marepiany. ITinroToBka 10 [14].
MepexxHoro  Tpadiky | Tpadiky 3 1a60paTOpPHOT poboTn Noé6.

METOJIaMH BUKOPUCTaHHAM Camocriiina poboTa HajJ po3poOKOI0
KpaTHOMacImTabHOTO PO3MOILNIEHOT CHCTEMH MporpaMu 710 J1abopaTopHOi poOoTH

aHazy.

BUABJICHHSA

Ne6.




12 OrmparroBasHs nekuiitnoro | 6 | [6]-[12];

marepiaiy. IliArOTOBKa IO 3aXHCTY [14].
nabopaTopHoi pobotn Ne6.
CamocriitHe OTIpalFOBAHHS

TEOPETHIHOTO MaTepiainy.

13 Meroau Busisnenns DDoS OrmparfoBasHs nekuiiinoro | 6 | [6]-[12];
IHTETEKTYaIbHOTO aTak Ha OCHOBI aHAII3y MaTepiaiy. ITinroroBka bi o) [14, 16].
aHamizy TAHAX B | MepexHoro Tpadiky 3 1a60paTopHOI pobotu Ne7.

CHUCTeMaX  BHABJICHHS | BUKOPHUCTAHHAM CamocriiiHa po6oTa HaJ po3poOKOI0
BTOPIHEHb. PO3IOMLNEHOT CHCTEMH mporpamMu 70 J1adopaTopHOi poOOTH
BUSIBJICHHS Ne7.

14 OmnpauroBaHHs nekuiitaoro | 6 | [6]-[12];
Mmarepiany. IlirroroBka 1o 3axucry [14].
nabopaTopHoi pobotn Ne7.

CamocriiiHe OTIPaIIOBaHHS

TEOPETHYHOTO MaTepiaiy.

15 dopmanbHi  MojEi Oprasizaitist MOJITHK OnparroBaHHs nexuiiinoro | 5 | [9]-[10];
KOMIT FOTEpHHX BIpYCiB, | Oe3leKkn KOMIT'IOTEPHUX | Marepiaiy. [MiaroroBka 110 [13]; [8].
MoIei MIOIIMPEHHS | CUCTEM Ta nabopaTtopHOi pobotu Ne§.

BipycCiB B | HAJAIITYBaHHA IX CamocriliHa poboTa HaJi po3poOKOI0
KOMIT FOTEPHUX napameTpiB** mporpamMu 10 jabopatopHoi poOoTH
MEpexax. Ne8.
16 OrmparfoBasHs nekuiiigoro | 5 | [9]-[10];
Matepianmy. IliarotoBka mo 3axucry [13]; [8].

nabopaTopHoi pobotu Ne§.

17 Meroau 3aJiKoBe 3aHATTS OnparttoBaHHs JIEKIIHHOTO 5 | [6]-[12];
3a0e3nedyeHHs Oe3lexu Mmarepiany. Camocriiine [15].
Ta 3aXHCTY OIIPAIFOBaHHS TEOPETHIHOTO
iH(pOpMAIIHHUX CUCTEM MaTepiaiy.

Bi pizHUX THIIIB
KOMIT FOTEPHUX BipYCiB.

Hpumimxa: ™ Jlexuii no asi roguam (oJMH pa3 B ABa THXKHI) i 1aGOPATOPHI 3aHATTA MPOBOIATHCS IO ABi TOAUHM (OIHUH
pas 1Mo YOTHPH TOJMHU B J(BA THIKHI); MOCIIIOBHICTh MPOBEIEHHS 3aHATh BU3HAYAETHCS PO3KIAAOM (MOXKE HE BiANOBiAaTH
HYMEPOBaHHM THUKHSIM)

** JlabopatopHa poOoTa MoXe OyTH 3apaxoBaHa 3a HasBHOCTI cepTudikariB 3 mpoxomxenHs kypcis (Cisco Networking
Academy, https://www.netacad.com/ru/courses/cybersecurity/network-security ta in.)

Ilonimuka oucuyunninu.

Oprasizailis OCBITHBOIO MPOIECY 3 MUCIMIUTIHMA BIAMOBIZa€ BHMOIraM IIOJOXEHb PO OpraHizaifiiiie i HaBYaIbHO-
MeToan4He 3a0e3eYeHHsT OCBITHROTO TIPOLIECY, OCBITHIM Mporpami Ta HaB4aJbHOMY IUTaHy. CTyIeHT 3000B’s3aHMI BiBiTyBaTH
JIeKIil, J]a00paTOpHi 3aHATTS 3TITHO 3 PO3KJIAZOM, HE 3alli3HIOBATHCS HA 3aHSTTS, 3aBIAHHS BHKOHYBAaTH BiIOBIIHO 10 rpadika.
[pormymene mabopaTopHe 3aHATTS CTYACHT 3000B’S3aHMI OMPAIFOBATH CaMOCTIHHO y MOBHOMY 00cs3i i Bi/I3BITYBaTH Iepen
BHKJIAJIaYeM He Ii3HIllle, HiX 3a TIDKACHb J0 4eproBoi arecrailii. HaOyTTi 0co00r0 3HaHHS 3 AMCIUILTIHE a00 ii OKpemMHx
po3niniB y HedopManbHIN OCBITI 3apaxoOBYIOThCA BiAmoBinHO 10 IlomoKeHHS HPO TOPSIOK Mepe3apaxyBaHHS Pe3ylbTaTiB
HaBuanHs y XHY (http://khnu.km.ua/root/files/01/06/03/006.pdf).

Kpumepii ouinioeanns pezynsmamie HA64aHHA.

[ToTroyHnit KOHTpONB 3IIMCHIOETBCS INiJ Yac JIEKUIHHWX Ta Ja00OpaTOpHHUX 3aHATh, a TaKOX Yy JHI INPOBEICHHS
KOHTPOJIPHUX 3aXOJiB, BCTAHOBICHHX POOOYMM IITAHOM AMCIUILIIHA. CeMecTpOBHHl KOHTPOJbh MPOBOAUTHECA Y (opMi
icnuTy. [Tpy oMy npu BHBEIEHHI OCTaTOYHOI OIL[IHKH BPaXOBYIOTHCSA PE3YIBTATH MOTOYHOTO KOHTPOJIO.

[Ipn BuKIamaHHI TUCHMIUTIHM BUKOPUCTOBYIOTHCSA TaKi BUAM HABYAIBHUX 3aHATH, AK JIEKIii, jabopaTopHi poOOTH,
iHAMBiqyaTbHE KOHCYIBTYBAaHHS 1 KEPIBHUITBO CAMOCTIITHOIO pOOOTOIO CTyACHTA.



http://khnu.km.ua/root/files/01/06/03/006.pdf

KoxHuii BuI poOOTH 3 NUCIUIUTIHU OIIHIOETHCS 3a uomupubaivroio TiKanow. CeMmecTpoBa MiJCYMKOBa OIIHKA
BU3HAYAETHCS SIK CEPETHHO3BAKEHA 3 YCIX BHJIB HaBUAIBHOI POOOTH, BUKOHAHMX 1 3JIaHUX MO3UMUEHO 3 BPaXyBaHHIM
KoedimieHTa BaroMocTi. Barosi xoe(illi€eHTH 3MIHIOIOTBCS 3aJISKHO B CTPYKTYPH IUCIHIUIIHM i BaXKJIMBOCTI OKPEMHX ii
BuAiB poOit. CTyneHT, skuii HaOpaB MO3UTHUBHHUHA CEpPEeIHBO3BAKCHHU Oall 3a MOTOYHY POOOTY i HE 3[aB MiACYMKOBHI
KOHTPOJBHUH 3aXif (iCIIUT), BBAKAETHCS HEBCTUTAIOUNM.

IIpu ouiHIOBaHHI 3HAHB CTYICHTIB BUKOPHUCTOBYIOTHCS Pi3HI 3aCO0M KOHTPOJIO, 30KpeMa: YCHE ONMUTYBaHHS Mepen
JIOITyCKOM JI0 BHKOHAHHA Ja00opaTOpHOI poOOTH — 3ifICHIOETRCS HA i TIOYATKY; SIKICTh BUKOHAHHS, HAOYTTS TEOPETHIHHIX
3HAHb 1 IPAaKTUYHUX HABHYOK IEPEBIPAETHCA MUITXOM 3aXUCTY KOKHOI T1abopaTopHOi poOOTH 3riHO 3 pOOOUOI0 MPOTPaMoro
JUCLUILTIHY.

O1iHKa, sIKa BUCTABIISIETHCS 32 J1aO0pamopue 3aHammsi, CKIAJAEThCS 3 TAKUX EIEMEHTIB: YCHE ONUTYBAaHHS CTYICHTIB
nepen JIOMyCKOM JI0 BUKOHAHHS JJAOOpaTopHOT poOOTH; 3HAHHS TEOPETHYHOTO MaTepialy 3 TeMH; SIKICTh O(OPMIICHHS 3BITY 1
rpadivyHOT YaCTHHY; BMIHHS CTy/eHTa OOIPYHTYBAaTH NPUIHATI KOHCTPYKTHUBHI PIILICHHS; CBOEYACHUH 3aXUCT J1abOpaToOpHOT
pobGoTu. [{ysi BUKOHAHHS IPOrpaMH JUCLHUILIIHU CTYICHT IOBUHEH OTPUMATH 8 TO3UTHBHUX OIIHOK 3a J1abopaTopHi poOOTH
B CEMECTPI.

[Ipomymiene nabopaTopHE 3aHATTS CTYACHT NOBHHEH BiANpamioBaTH B JabopaTopisx kadeapu y BCTaHOBICHHN
BUKJIaJITaYeM TEPMiH 3 PEECTpAIli€l0 Y BIAMOBIIHOMY XypHaii Kadenpw, ane He Mi3Hile, HiK 3a TIDKICHb O 3aBEepIICHHS
TCOPETHYHHX 3aHITh Y CEMECTPI.

Ipu oyiniosanni 3nans CTYACHTIB BUKIIAaAad KEPYETHCS TAKIMH KPUTEPIIMHU.

Omisky ,,BizMiaHO”, 3a mKanow ECTS — A (muB. mkamy OIiHOK), OTPHUMY€ CTYACHT 3a TIHOOKE i MOBHE OMAaHyBaHHS
3MiCTy HaBYAIFHOT'O MaTepialy, B SIKOMY BiH JIETKO OPi€HTYEThCS, MOHATIHHOTO amapaTy, 3a YMIHHS 3B’SI3yBaTH TECODIIO 3
MPAKTUKOIO, BUPINIYBAaTH TPAKTHYHI 3aBIaHHS, BUCIIOBIIOBATH 1 OOIPYHTOBYBaTH CBOi Cy/DKCHHS. BiamiHHa omiHKa
nependavyae TpaMOTHHM, JIOTIYHUK BUKJIAJ BIINOBIAL (K B YCHii, Tak 1 B MUChbMOBIH (opmi), siKicHe 30BHINIHE 0(OPMIICHHSI.
CTyneHT NOBMHEH HaOyTH INPaKTHYHMX HABUYOK 13 CKJIAJaHHS DI3HMX alrOPUTMIB Ta PO3pOOKH MporpaMm 3a LUMHU
anmroputMamu. OmiHka "BigMIHHO" BHCTaBISIETBCS  CTYJCHTY, SIKMH TJIMOOKO 3acBOIB IpenMeTHy o0nacTb Ta BMi€
3aCcTOCOBYBATH ii Ha mpakTuili. CTYJCHT HE NMOBHMHCH BaraTUCs MpPH BUA03MIHI 3allUTaHHS, IOBUHEH POOUTH JCTalbHI Ta
y3araJibHIOI04Yi BUCHOBKH.

OuiHky ,,m00pe”, 3a mkanoww ECTS — B, oTpuMye CTyIEHT 3a IOBHE 3aCBOEHHS HABYAJILHOIO MaTepially, BOJIOAIHHS
TIOHATIHHUM arapaToM, OpiEHTYBaHHS B BUBYEHOMY Marepiall, CBiloME BUKOPHUCTAHHS 3HaHb IS BUPIMICHHS MPaKTHYHMX
3aBIaHb, TPAMOTHU BUKJIQJ BIIIOBIII, aie y 3MicTi 1 popMi BIAMOBIAI Malld MicIle OKpeMi HETOYHOCTI (TOXHOKH), HEUiTKi
(hopMyTIOBaHHS 3aKOHOMIpHOCTEH TOIO. BifmoBias CTyAeHTa MOBHHHA Oy IyBaTHCh Ha OCHOBI CAMOCTIHHOT'O MUCIICHHS.

Orisky ,,100pe”, 3a mkanoio ECTS — C, oTpuMye CTYICHT 3a MPaBHIbHY BiMOBIAb 3 OJHIEI0 CYTTEBOIO MOMUIIKOIO.

Orminku "3amoBineHO", 3a mikanorww ECTS — D, 3aciayroBye CTYICHT, SKHi BHSBUB 3HAHHS OCHOBHOTO HaBYaJIbHO-
IIPOrPAaMHOTO Matepiany B 00Cs3i, HEOOXiJHOMY JUIsS MOJAIBIIOr0 HABYAHHS Ta MPAKTHYHOI )Z[iSIJ'II)HOCTi 3a mpodeciero, 1o
CIABIISETECS 3 BAKOHAHHSAM IPAKTHYHUX 3aBJaHb, IEPEAOAUCHNX NIPOrpamMoro. SIK MpaBuio, BiIIOBib CTYACHTA OyLy€ThCs
Ha PIBHI PENPOLYKTHBHOTO MHUCJICHHS, CTYACHT C1abo 3Ha€ CTPYKTYpy Kypey, JOIYCKae MOMHIKH y BiIIOBIAL, 3aCBOIB i
Ha0yB NMPAaKTUYHUX HABUYOK, ajie JIOIyCTHB HETOUHOCTI. BaraeTbes mpu BiAMOBiAl HA BUAO3MIHEHE 3allUTaHHSI, Pa3oM 3 TUM
CTYZEHT BOJIOAI€ 3HAHHSMH, 110 JIO3BOJITIOTH HOMY ITiJ] KEpiBHUIITBOM BHKJIa1a4a YCYHYTH HETOYHOCTI Y BiIMOBI.

Oninku "3an0BiTEHO", 32 mikajoto ECTS — E, 3aciyroBye cTyIeHT 32 HEMTOBHE ONaHyBaHHS MPOTPaMHOr0 MaTepiay, aje
OTpHMaHi 3HaHHS 1 Ha6yTi npaKTHqu HaBUYKH.

OHIHKa »HE3a10BLIbHO”, 32 mKan0io ECTS — FX, BuCTaBIIs€TECS, KOH CTY/ICHT Ma€ Ppo3pi3HeHi, 6e3cuCTeMHI 3HAHHS, HEe
BMi€ BHJIATH TOJOBHE i JAPYropsi/iHe, JOIYCKAEThCS MOMUJIOK y BU3HAYCHHI IHOHATH, NMEPEKPYYye iX 3MICT, XaOTHYHO i
HEBIIEBHEHO BHKIIQJIA€ Marepiall, He MOX€ BHKOPUCTOBYBATH 3HAHHS IPH BHUPIIIEHHI NMPAKTUYHHUX 3aBlaHb. SIK mpaBumio,
OliHKA "HE3aJ0BUIFHO" BUCTABIETHCS CTYACHTY, IKAH HE MOJKE ITPOIOBKUTH HAaBUAHHS 0€3 JOJAaTKOBUX 3HAHb 3 KypCy.

Ominka ,,He3aqoBUTbHO”, 3a mKkamoro ECTS — F, BuCTaBIsf€TbCS CTYNEHTY 3a IMOBHE HE3HAHHSI 1 HEPO3yMiHHS
HaBYAJIBHOTO MaTepiany abo BiIMOBY BiJ BIAMOBiAI i Iepepbadae MOBTOPHE HABYAHHS CTYICHTA 3 JUCIIUTLTIHH.

Koxxuuii BuJ pOOOTH OLIHIOEThCS 32 4OTHpHOaNbHOIO miKanow. CeMecTpoBa IMiJICYMKOBA OIiHKA BHU3HAYAETBHCS SIK
CepeqHbO3BaXKEHA 3 YCIX BHAIB POOIT.

CTpyKTypYBaHHS THCHMILIIHM 32 BUIAMHU POOIT i OlliHIOBaHHSA pe3yJIbTATIB HABYAHHS CTYIEHTIB y ceMecTpi 3a
BaroBMMH KoegimieHTamu

AyautopHa pobora CamocriitHa, iHIUBIyaIbHA ITimcymroBmit
pobora KOHTPOJIBHUH 3aXif
1 cemectp
JlaGopatopHni poboTu Ne: [Mpaktuani podotu Ne TecToBuii KP Icnur
KOHTPOJIb:
1[2]3fafsfef7]e] | [ [ [ [ [ [ |
BK: 0,6 0,4

IHpumimka: T — Tema puctmrntian; BK — BaroBuit koedimieHT;
SIKIIO CTyNIEeHT OTpMMAaB HETaTHBHY OIIIHKY, TO BiH Ma€ Mepe3[aTH ii B yCTAaHOBICHOMY HMOPSAKY, ajieé 000B’S3KOBO 10



TEPMiHy HACTYITHOTO KOHTPOJIO. Y BUMIAIKY, KOJH CTYICHT HE BUKOHAB 1HIMBITyalbHUH IUTaH 3 AUCIUIUIIHY Y 3aIUIAHOBaH|
TepMiHH 0€3 NOBaXHWX NPHWYMH, TO IIJ Yac BiAMpamOBaHHSA 3a00pProBaHOCTI TNPH TO3WTHUBHIA BiAMOBiAI oMy
BHCTABJIETHCS OLHKA ,,3a0BIJILHO”.

[lincymKoBa cemecTpoBa OIiHKa 3a HamiOHAJNHHOIO ImKajoro i mkaigolo €KTC BCTaHOBIIOETBECS B aBTOMATH30BAaHOMY
PEKHUMI TiCIIst BHECEHHS YCIX OLIHOK JIO €JIEKTPOHHOTO KypHary. CriBBiTHOIIEHHS BITYM3HSHOI IIKANX OI[IHIOBAHHS 1 IIIKaJIN
ouintoBanHs €KTC HaBezneHi y HacTynHii Tabnuii.

Jyis mepexo/y BiA BITUM3HSHOI OLIHKU /10 OUiHKHU 3a mkanor ECTS HeoOXiqHO 3HAUTH cepeAHbOAPUPMETHIHY OIIHKY
3a BITYM3HSHOIO LIKAJIO0, TOMHOHUTH 11 Ha BiJNIOBIIHUN BaroBUi KOeQIlieHT 1, TOJaBIIM BCi CKJIAJ0BI, OTPUMAEMO CyMy
OauiB, sIKi BU3HaYaTh KOHKpeTHY oiiHky ECTS.

ChiBBiZHOIIEHHS BiTUNM3HAHOI INKAJIH OMiHIOBaHHA i mKkajau oninoBannsa EKTC

Owinka banu Bitun3HsaHa oriHka
ECTS
A 4,75-5,00 | 5 | BIAMIHHO — rmmboke i MOBHE ONMaHyBaHHS HABYAIBHOTO MaTepiaidy i BHSBICHHS BiAIIOBITHUX

YMiHb Ta HABUKIB

B 4,25-4,74 | 4 | JOBPE — noBHe 3HaHHS HABYAJIBHOTO MaTEPialy 3 KiJJbKOMa HE3HAYHUMHU TOMHIIKAMHU

C 3,75-4,24 | 4 | AOBPE — B 3arajibHOMY MpaBHJIbHA BiAMOBIAb 3 OJHIEID CYTTEBOK MOMHUJIKOIO

D 3,25-3,74 | 3 | 3AZIOBIJIbHO — HemoBHe omnaHyBaHHsS MPOrPaMHOrO Marepially, ajie JOCTaTHE Uil MpPaKTHYHOT
JUSUTBHOCTI 3a mpodeciero

E 3,00-3,24 | 3 | 3AZIOBIJIbHO — HemoBHe omaHyBaHHS NPOrPaMHOrO Marepiany, L0 3aJ0BOJIbHSE MiHIMalbHI

KpHTEpil OIliHIOBaHHS

FX 2,00-2,99 | 2 | HEBAJOBIJIBHO — 6e3cHCTeMHICTh OJIepKAHUX 3HAHBb 1 HEMOXKIIUBICTD MTPOJIOBKHUTH HaBUAHHS 0¢3

JOJAaTKOBHX 3HAHb 3 }II/ICHI/IHJ'IiHI/I

F 0,00-1,99 | 2 | HESAJJOBUJIBHO — HeoOximHa cepiio3Ha mojaasbiia podoTa i MOBTOPHE BUBYCHHS AUCIMILIIHH

MNUTAHHS 1151 CAMOKOHTPOJIIO CTYJAEHTIB

1. OCHOBHI HOHATTA i TEPMIHH 3aXUCTy iHpOpMamii Ta Oe3lmeKH KOMII'IOTepHUX cucTteM. [IoHATTSA: iH(popMariiiHa
Oesmeka, KibepHeTHYHA Oe3reka (KibepOesreka), 3aXucT iHpopmaii.

2. BmactuBocTi iH(opmariiinoi Gesmexu. Ilpunimnu 3aGesmedeHHs iHpopMamiiinoi Gesmexn. Kpurépii ouinku
iHpopMmariittoi Ge3néky.

3. Metopmonoriuna 6a3a Iyl BU3HAYEHHS BHUMOI 3aXHCTY KOMITTOTEPHHX CHCTEM BiJ] HECAHKIIOHOBAHOTO JOCTYITY,
CTBOPEHHS 3aXMCHUX CHUCTEM Ta OLIHKH CTYTIEHs 3aXUINEHOCTi. YOTHUPHM TPy BUMOT 3aXHCTY NMPOTH MEBHUX THIIIB 3arpo3.
Cranpapt ISO/IEC 15408 «3aranbHi KpuTepii ouiHku Oe3neku iHpopManifHUX TEXHOIOTIi.

4. 3arpo3u Oesneui inpopmauii. Bunu 3axucty iHpopmauii. PyiiHyroui nporpamHi BIuMBH. [IpHYMHM TPyIOMICTKOCTI
pileHHs 3aa4i 3a0e3nedueHHs Oe3MeKy MPOrpaMHHX CUCTEM. 3JI0BMHUCHE IIPOrpaMHe 3a0e3MeueHHs Ta KOMIT I0TepHI aTaku.

5. Meroau 3aXMCTy Bii pyHHYIOUNX MPOTPaMHUX BIUIMBIB Ta IX BUsiBIEHHs. [[OKOJIHHS aHTUBIpYCHUX mporpaM. Tumnosa
apxiTeKTypa MPOrpaMHUX 3aCO0IB aHTHUBIPYCHOTO 3axXUCTy. Heaomiku iCHyrounX 3ac00iB 3aXKCTy Ta MEPCIECKTUBHI METOIU
3aXHCTY BiJ] pyHHYIOUMX IIPOrPaMHHX BIUIMBIB.

6. Kpurepii edexTHBHOCTI mporpaMHHX 3aco0iB aHTHBipycHOTo 3axucty. ROC-aHami3 B 3amadax BHSBICHHS
3JI0BMHCHOTO ITPOTPAMHOT0 3a0€3Me4eHHs Ta KOMIT FOTEPHHX aTak.

7. IIoHATTS PO KOMIT FOTEPHI aTaKH.

8. Mixwmepexni expanu (firewall), antusipycu, cucremu Busisienust atak (CBA) (Intrusion Detection System, 1DS),
CHCTEMH KOHTPOIIIO IUTICHOCTI, KpUnTOrpadivHi 3aCO0H 3aXHCTy.

9. Tunu arak. Mogeni artak. Kiacudikamiss xomm’torepHux arak. OcHOBHI Tumnu aHomaiid B IP-mepexax. Ertamm
peautizariii arax.

10. OcHoBHI MexaHi3Mu peaiizalliil atak. BuBdeHHs otodyeHHns. [nenTudikarist Tomosorii mepexi. Inenrudikamis By3IiB.
InenTudikamist cepBiciB abo ckaHyBaHHA NOpPTiB. IneHTn¢ikamis omneparmiiiHoi cuctemn. Bu3HadeHHS poii Bys3ia.
BusnaueHHs Bpa3nmBocTi By3na. Peamizamis aTak: NPOHMKHEHHS, BCTAaHOBJEHHA KoHTpoimio. lLlimi peamizamii arak.
3aBepiieHHs aTaku. 3aCO0M TOCATHEHHS METH aTaKH.

11. 3acrocyBaHHs TEXHOJIOTiH OE€3MIeYHOT0 IIPOrpaMyBaHHsL.

12. [puHumnu noOy10BH CUCTEM BHSBICHHS BTOPTHEHb.

13. OCHOBHI IOHATTS PO CUCTEMH BHSBIICHHS BTOPrHeHb. Kiacudikauis cucteM BUSBICHHS aTak.

14. Cucremu BUSIBIICHHS aTak piBH Mepexi. Knacudikamis cucteM BUABIEHHS BTOPTHEHb.

15. XapakTepUCTHKN CHCTEM BHSBIECHHs BTOpHEHb. CHCTEMH KOHTPOJIIO IslicHOCTI. MOHITOpH peecTpauiiHux (aiis.

16. ApxiTekTypa CHCTEM BHABJIEHHS BTOpPrHeHb. OCHOBHI €JIE€MEHTH JIOKAJIBHOI Ta TJI00aNbHOI apXiTEeKTyp CHCTEM
BUSIBJICHHSI BTOPTHEHb.

17. Texnosorii TOOYZOBU CUCTEM BUSBICHHS aTakK.




18. OCHOBHI MOHSATTS NPO CHCTEMH BUSBIICHHS aTaK 1 TEXHOJIOTI] BUSBICHHS. ICHYIOYI TEXHOJIOTIi CHCTEM BHUSIBIICHHS
BTOPTHEHb.

19. Metoau, siKi BUKOPUCTOBYIOTH CHTHATypW BTOPTHEHb. [IpomykimiiiHi (€kcmepTHi) CHCTEMH BHUSBIICHHS BTOPTHEHb.
BusBnenHs BTOprHEHb, 0 0a3yeThCs HAa MoOJeNi. AHami3 Mepexoay CHUCTeMH i3 CTaHy B craH. KOHTpOJIb HaTHCHEHHS
KJIaBimI.

20. KoHnenist BUSBICHHS KOMITTOTEpHUX 3arpo3. [ligBuimeHas e(eKTHBHOCTI CHCTEM BUSBIICHHS aTak.

21. ®a3oBuif IPOCTip KOMI'TOTEPHUX aTakK.

22. XapaxkTepHucTHKa HAIPSIMKIB 1 TPyl METO/IB BUSBICHHS BTOPTHEHb. THIIOBA apXiTEKTypa CHCTEMH BUSBICHHS aTak.

23. I'pynu METO/IB 3 BUSIBIICHHS aHOMAJIIH 1 3JI0B)KUBAHb: 3 KOHTPOJILOBAHNM HAaBYaHHAM («HABYAHHS 3 yYUTEIEM») 1 3
HEKOHTPOJIbOBAHUM HaBYaHHSM («HaBUaHHS 0€3 YUUTEIS»).

24. HexoMepiliHi CCTEMH BUSBJICHHS KOMIT FOTEPHUX aTak.

25. Ananiz MepexxHoro tpagiky i koHteHty. IIporpamu aHamizy Ta MOHITOpPUHrY MepexHoro Tpadiky. OTpumaHHS i
MITOTOBKA BUXIJHHUX JaHUX JUIS aHANI3y BJIaCTHBOCTEH aHOMalii Tpadiky. AHaii3 3paskiB Tpadiky. Tpacu i 1x anamis.

26. TecTyBaHHS HporpamMHOro 3adesmedycHHs. MepexHi ataku Portsweep, Neptune, Nmap, Mailbomb, Smurf. Tunu
CKaHyBaHHS TIOPTIB.

27. 3acToCyBaHHS CTaTHYHHX METOJIB B CHCTEMax BUSBJICHHS BTOPTHEHb. CTATHCTHYHI METOAM BHSABJICHHS aHOMAJIBHOI
noBeiHKH. [Ipo¢inb THIIOBOT MOBENIHKH 00'€KTY.

28. Mertoan MaTeMaTHaHOI cTaTHCTUKHU. Kimacudikamist MEeToiB BUSBICHHS 3MiH.

29. TToMHUITIKH TIEPIIOTO i APYTOTr0 POAY B OMIHIlI €PEKTHBHOCTI ATOPUTMIB BUSBICHHS.

30. PiBeHb 3HAUYIIOCTI 1 MOTYXHICTH KPUTEPIIO.

31. Crarucruuni tectu. Kpurepii BignosigHocTi Ta onHopigHocti. Kpurepiit xi-kBaapar. Kpurepii 3roau.

32. Kputepiit Koamoroposa-CmipHoBa.

33. Kpurepii oriHrOBaHHs 0 HOPiAHOCTI BinkokcoHa-ManHa- YiTHi.

34. [TapaMeTpUUHHUI METO PEECTpaLil 3MiH.

35. KontponbHi kaptu. Kontponbshi kaptu llyxapra, CUSUM.

36. Busenenns DDoS-arak i3 3actocyBanasaM anroputMy CUSUM.

37. PosnonineHe BTOPTHEHHS. TpHu OCHOBHI rpynu metoniB BusBieHHsA DDoS-arak. Bussienns DDoS-atak Ha OCHOBI
BIIMOBITHOCTI MIX 3'€JHAHHSAMH, IO BCTAHOBIIOIOTHCH 1 3aKpHBAarOThCA. Bubip mapamerpiB amroputmy CUSUM.
MositopuHr pizHux [P-agpec y BximHOoMy Tpadiky.

38. Hemapamerpuuni OararoBumipai CUSUM TecTu ans OIBHIKOTO BHABICHHS Do0S-aTak B KOMITIOTEPHUX MeEpeKax.
Henapamerpranmii 6araroBumipauit CUMSUM anroputM.

39. Henapamerpuuni Metoau. Konrposnbai kaptu EWMA.

40. Kpurepii aHOMaybHOT MOBEIIHKM Ta IX NpaKTHYHE 3acTOCyBaHHs. BincoTkoBe BinxwienHs. Enrpomis. Meronu
OIUCOBOI CTATUCTHKH. [10Ka3HUK akTUBHOCTI. P0O310/ii akTUBHOCTI B 3anucax aynuty. BumiproBanus kateropiid. [Topsiikosi
Bumipy. Ilomryk i oniHka aHomaliii MepexHoro Tpadiky Ha OCHOBI LMKIIYHOTO aHaiizy. [lepeBipka HUKIIB 3 TOYKH 30py
CTaTUCTUYHOI 3HauyIocTi. KoMOIHyBaHHS 1 TPOEKTYBaHHS LIMKIIIB B MallOyTHE.

41. BusiBieHHsI aHOMaJlili METOZIOM I'OJIOBHUX KOMITOHEHT.

42. CUHTYISpHUHN CICKTPATBHUHN aHAI3.

43. MeTto/ rOJIOBHUX KOMITOHEHT 1 BUSIBJIICHHS aHOMaNIH Y BEJIMKHUX PO3MOIIICHUX CHCTEMAX.

44. TlepeBaru Ta HEJJOJMIKU CTATHCTUYHUX METO/IB.

45. TIpo€ekTyBaHHS CHCTEM BHSBICHHS BTOPTHEHb i3 3aCTOCYBAHHSAM CTATHCTHYHHMX METOJIB BHSIBICHHS aHOMAaJIbHOI
MTOBEIIHKK MEPEKHOTO Tpadiky.

46. 3acToCcyBaHHS METO/IIB KpaTHOMACIITAOHOTO aHalli3y B CHCTeMaX BHSBJICHHS BTOPTHEHb.

47. OcHoBu Teopil BeiiBieriB. HenepepBHe BeiiBieT-riepeTBOpeHHs. J[MCKpeTHe BeWBIET-NEPETBOPEHHS. AJTOPUTM
Mainna.

48. AHaii3 MeTO/1iB BUSIBJICHHS aHOMaJTiil MepesKHOro Tpadiky Ha OCHOBI BEUBIIET.

49. AnropuT™M BHSBIICHHS aHOMAJIif METOJIOM JUCKPETHOTO BEUBIIET-TIEPETBOPEHHSI.

50. AnropuT™ BUSBICHHS aHOMAJIiH 3a KpuTepieMm Dimepa A BUKUIIB AUCHIEPCiii.

51. AnroputM BHSIBJIEHHS aHOMaJIii Ha ocHOBI kpuTepito Koxpana—Kokca.

52. AnroputM BUSIBIEHHS aHOMaJIiH 3a kpuTepiem Dimepa Juist BUKHIIB cepeiHiX 3HaueHb. Bubip moporis BUSBICHHS.

53. JluckpeTHe BeHBIET-MIAKETHE IEPETBOPEHHS.

54. Bwussnenns DoS- 1 DDoS-atak wMeromamu MynbTH(PaKTAIBHOTO aHammidy. ®pakraibHi  BIACTHBOCTI
TEJICKOMYHIKaIiHHOTO Tpadiky.

55. BukopucTaHHS METOAIB IHTENEKTYyaJbHOTO aHANi3y JaHHX IPH IPOEKTYBAaHHI ITIJICUCTEM CHUCTEM BHSBICHHS
BToprens. Metoau Data Mining. MeTox ormopHHX BEKTOPIB.



56. BusiBnenHst anoMaiiii Tpagiky i3 3aCTOCyBaHHSIM HEHPOHHHMX Mepex. BUsBICHHST aHOMaJIi MEpeKHOi aKTUBHOCTI 13
3aCTOCYBaHHSM amapary IITYYHUX HEHPOHHUX MepexX. 3aCTOCYBaHHS HEHPOHHHMX MEpEX B 3a7adyax BHUSBICHHS BTOPTHEHb.
ApxitextypHi pimenns CBB. Pesynsratn excriepuMeHTiB.

57. MeToau MITYyYHOTO iHTEJIEKTY B 3a/1a4ax 3a0e3rnedeHHs Oe3ekn KOMITIOTePHUX MepekK.

58. bararoarentHi cuctemu. CHCTEMH aHAaJi3y 3aXHUIEHOCT.

59. Meromu WITyYHUX IMYHHHX CHCTEM i HEHPOHHMX MEPEX IS BUSBJICHHS KOMITIOTEpHHX arak. [loOymoBa mTydHOi
IMYHHOI CHCTeMH IJIs BUSBJICHHS KOMI'IOTEPHHX aTak. Merox (QyHKIIOHyBaHHS IMyHHHX HEHPOMEPEKHHX ICTEKTOPIB.
Anroput™ (YHKIIOHYBaHHS CHCTEMH BUSBJICHHS BTOPTHEHb HA OCHOBI IITYYHHUX IMyHHHX CHCTEM 1 HEHPOHHHUX MEpEK.

60. BisyanbHuil aHami3 qaHuX. AHANII3 METO/IB Bizyai3alril.

61. MaTemMaTHuHI acTieKTH OS3MEKHU Ta 3aXUCTY KOMIT IOTCPHUX CHCTEM.

62. ®opmManpHi MozeNi KOMIT IOTEPHUX BipyciB. BH3HaueHHs KOMIT'IOTEPHOTO BipyCy Ha OCHOBI MOJEJBHOTO ITiJXOIY.
Mogeni @. Koena. Mozens JI. Annemana. «®panity3pka» Mojens. [Hin GopmanbHi Mogeni. Moaenb KHTalChbKUX aBTOPIB Z.
Zuo i M. Zhou. Bexropna mozeins /1. 3ersxan. Mozeni Ha OCHOBI aOCTPaKTHUX «OOYHCITIOBAYIBY.

63. Mojeni momupeHHs BipyCiB B KOMIT IOTepHUX Mepexax. [Ipocta SI-Mozenb eKCIOHEHIIAILHOTO PO3MHOXKEHHS. SI-
MOJIeNb PO3MHOKEHHS B YMOBaX 0OMEXEHOCTI pecypciB. SIS-momens nmpuMituBHOTO mpoTuaii. SIR-Monens kBaidikoBaHOi
60poTr0u. [HII MOZeTi emigemii.

64. «Ex3otuuni» Bipycu. Midiuni Bipycu. Batch-sipycu. Bipycu B mouatkoBux Tekcrax. I'padiuni Bipycu. Bipycu B
iHmux omepamiifHux cucreMax. Bipycn B UNIX-momiOHux cucremax. Bipycu mis moOinmpHHX TenedoHiB. [Hma BipycHa
«EK30THKaY.

65. Momupenns BipyciB. EmigeMii MmepexxHuX worm-BipyciB MoeIroBaHHS 3aX0/iB MTACHBHOI MPOTHIi. MoaeroBaHHS
«koHTpYepBs». Eninemii momroBux worm-BipyciB, (aiioBUX i 3aBaHTaXyBaJbHUX BipyciB. Emizemii MoOuIbHHX worm-
BIpYCIB.

66. Mertoau 3a0e3neueHHs O€3IEKH Ta 3aXUCTY KOMIT FOTEPHUX CUCTEM BiJl PI3HHUX THIIIB KOMIT FOTEpPHHX BipYCIB.

67. BusBIeHHS KOMIT'FOTEpPHUX BipyciB. AHami3 HempsMux o3Hak. [Ipocti curnatypu. KontponbHi cymu. [TutaHHs
epexruBHocTi. Bubip daitnoBux mnozumiid. Pinetp biayma. Merton mnonoBuHHOrO AineHHA. Po30MTTS Ha CTOpIHKH.
BukopucTaHHS CHTHaTyp U1 A€TEKTyBaHHS MOJIIMOpGHMX BipyciB. AmapaTHe TpacyBaHHA. EMyrsmis mporpam. [Ipotunis
emyssimii. «[ TuOnHa» TpacyBaHHS 1 eMYJIAIi].

68. «PEHTreHOCKOIIisD TOMIMOPHHX BipyCiB.

69. Metamop®Hi BipycH 1 IX JeTEKTyBaHHS.

70. Etan «BupiieHHS Ta 300py XapakTepuUCTHK». Etam «oOpoOkw i aHami3y». AHalli3 CTaATUCTUYHHX 3aKOHOMIpHOCTEH.
EBpuctnuHi MeTon 1eTeKTyBaHHA BipyciB. BuiineHHs XapakTepHUX O3HAK.

71. Jloriyni metonu. CuHTakcMuHI MeToau. Metoau Ha ocHOBI (¢opmyu Baiteca. Meroju, siki BAKOPUCTOBYIOTh INTY4HI
HEHpOHHI Mepexi.

72. KoHuenuis cy4acHOro aHTUBIpYCHOTO JeTekTopa. bopoThba 3 Bipycamu 0e3 BUKOpUCTaHHs aHTUBIpyciB. DaiiioBi
«pEBI30pU».

73. Tomitnku po3mexyBanHs noctyny. Kpunrorpadiuni meromau. I'apBapaceka apxitektypa EOM. IlepcnexrrBu
PO3BUTKY 1 BUKOPHCTaHHS KOMI'IOTEpHUX BipyciB. Bipycu sik «kibep36posi». KopucHi 3actocyBaHHs BipyciB.

74. 3acobu i MeToM 3aXUCTy BiJ MPOrpaMHUX 3aKiafoK. [IpoekTyBaHHS cuCTeM 3axHCTy iH(pOpMAIii 3 BUKOPUCTAaHHAM
«pumanoky» (honeypots, honeynet).

METOJUYHE 3ABE3IIEYEHHS

HaBuanpHuii mpoliec 3 AMCUMIUIIHM TOBHICTIO 1 B JIOCTaTHiil KinbkocTi 3a0e3neueHnil HEOOXiJHOK HaBYaJbHO-
METOIUYHOIO JIITEPATYPOIO B MOYJIEHOMY CEpPEJIOBHIIL.
1.3aco6u 3axucty iHpopMauii : MeTOMYHI BKa3iBKHM JJO BUKOHAHHS JIaOOPATOPHUX POOIT Ui MaricTpiB crelialbHOCTEN
“Komm’torepHa imxenepis” Ta “ImxeHepis nporpamuoro 3abesmedenus” / C. M. Jlucenko, O. C. Casenko, K. lO.
BobposnikoBa— XmensHunpkuid : XHY, 2017. —42 c.
2.be3nexka Ta 3aXMCT KOMII'IOTEPHMX CHCTEM: METO/MYHI BKa3iBKM 10 BUKOHaHHs J1aDOpPAaTOpPHHUX POOIT AJsl CTYACHTIB
cnenianpHocTi “Komm’rorepna imxkenepia”/ O. C. Casenko, A. O. Hivenopyk, [I. M. Memzaruit. — Xmensaunpkuii: XHY,
2021. - 86 c.
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