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KUTBKICTh CITIBaBTOPIiB — He OlJIbIIe M ATH.

00’eM pYKONHCY TOBHMHEH CKJIaJaTh HE MEHIIE S5 CTOPiHOK, aje HEe IepeBUILyBaTH
12 cTopiHOK, BKIIIOYAIOUN PUCYHKH Ta TaOJUIL;

TUIOINA, 3aifHATa pUCYHKAMHU, MAa€ CTAaHOBUTH He OinbIie 25 % 3aranbHOro 06’emy.
HalilMEeHyBaHHS (DailiTy peKOMeHIy€eThCsl AaBaTu y hopmi: "mipizpuie 1-ro aBTopa" —"1-5 criB
Ha3BH cTaTTi";

PYKOIIUC TTIOBMHEH OyTH IMATOTOBJICHUM 3a AornomMorot penakropa Word for Windows® y
BT eauHOTO (Baitny y popmari DOC a6o DOCX;

IIPU BUKOPUCTAHHI CYMICHOTO pelakTopy Bcl (opMynu Ta iHIIUHI rpadiuHuii MaTepia, 1o
MICTHTBCS y CTaTTi Ma€ OyTH MPECTaBICHO Yy BUTIISAAI OKPEMHX IUTICHUX rpadiyHUX 00’ €KTIB
BEKTOpHOro (hopMaTy, B SIKOMY TEKCT MpPEACTABICHO 3a JOMOMOIOI0 KpHUBHX, abo i3
3aCTOCYBaHHSIM 00’€KTiB pacTpoBoro ¢opmary i3 sikicTro He meHie 200 dpi.

PYKOIIUC IIOBUHEH MAaTH HACKPI3HY HyMEpaLlil0 CTOPIHOK 13 BUIbHUM PO3MILLICHHAM HyMepaii
B JIUCTI;

¢daiin HE IIOBUHEH matu nonepenHix Bepciid, 3a00pOHU Ha pearyBaHHs abo JOCTYITy 3a
mapoJjieM, OOMeXeHHs JOocTyny 3a cuctemoro Microsoft Windows® Rights Management
Services™ (RMS), HassBHOT Ta 111€ HE TPUIHATOT KOPEKTYPHU Y TOKYMEHTA;

¢dopmar cropiaku — A4 (210 x 297), opieHTallisl CTOPIHKY — "KHHZKHA";

moJist: 31iBa— 2,5 cM; crpaBa — 1,5 cM; 3Bepxy — 2,5 cM; 3HH3Y — 2,5 cM; namitypka— 0 cm;
iHTEepBaMI MEX paakamu — 1,3;

iHTEepBaN Mix ab3anamu "mepen”’, "micasa” — 0 o,

BizcTynu "3qiBa", "cnpaBa" — 0 niT;

BijicTyN miepiioi ctpouku — 1,27 cm (momyckaeTnes "1,25 cm");

pucyHku, ¢pororpadii, rpadiku CiIig BCTABISATH B TEKCT CTATTI SIK 00’ €KT; MOJI0KEHHS 00’ €KTY
— "B TekcTi"; HEIH(OOPMATUBHI CKJIAI0BI PUCYHKY, TaKi K MyCTUH MPOCTIP HABKOJIO, MAIOTh
OyTu BUIANICHI;

PHUCYHKH, CTBOpEHi y BOyoBaHOMY Yy peaakropi Word penakTopi puCyHKIB, CIiJl OJaBaTH
SK 3rpyNoOBaHi 00’ €KTH; MMOJIOKEHHS 00’ €KTY — "B TEKCTi';

PUCYHKHM Ta TaOJIMI HE MOBUHHI PO3pHBATU peUeHHs B ab3aili, TOOTO BOHM MalOTh OyTH
po3TamioBaHi micis TOro ad3airy, B IKOMy Ha HUX POOUTHCS MepIie OCHIaHHS B TEKCTI.



ITAPAMETPHU TEKCTY B PYKOIIUCI

@DopMyJIiH B CTATTAX MAOTh OyTH HaOpaHi 3a JOMOMOTOI0 pemakTopa ¢opMy (BHYTPIIIHIN
penaktop ¢Gopmyin y pemxaktopi Microsoft Word for Windows a6o Microsoft Equation). ®opmynu
3aBJOBXKKH MMOHAJ 8§ CM PO30MBAIOTh HA OKpeMi OJIOKH 70 8 ¢M (32 OKpEeMHMH BHHITKaMHU —17 cMm).
dopMyH BiJOKPEMITIOIOTH BiJl TEKCTY 3BEPXY Ta 3HU3Y OAHUM iHTepBasioM. Hymepartist hopmyi, Ha
K1 € TIOCHJIaHHA B TEKCTI, — CIIpaBa B Ay)KKax. Y ci pi3uuni BenuuuHu nogarotbes B cuctemi CI. Llimi
YaCTUHU BiJ JIECATKOBUX BIIOKPEMIIOIOThCSA Kpamkoro. DopMmMynu po3TamoBylOTh MO LEHTPY;
HyMmepanito ¢opMmyn - 1o mpaBoMy Kparo. Ilopsimok mnepepaxyBaHHS 3MIHHHUX (GOpMYJH — 3a
MOPSZIKOM iX MOsIBH y (hopMyJIi 371iBa HAIIpaBo, 3BEpXy BHU3.

Jnst Habopy (opMys1 MOBUHHI 3aCTOCOBYBATHUCS TaKi MapaMeTPH:

Times New Roman, 3suyaitauii - Teker, @yukuis, Uncna;

Times New Roman, xypcus - 3mMiHHAa;

Times New Roman, skupHuii - MaTpuus-BeKTOp;
Symbol - CuMBO.I.

Symbol, - Ctp. rpeuski, IIp. rpeuski.
Po3mipu:

3Buuaiinmii - 10 nr.; Beaukuii ingexc - 9 nr.; Majmi ingexc - 7 ot.; Beauknii cumBoa - 16 nr.;
Mauuii cumBoJ - 12 niT.

Pucynku (miarpamu, GoTo Ta iH.) MOJAIOTHCS Pa30M 13 TEKCTOM Y MICIIX MTOCUJIaHb HA HUX
Ta 000B’SI3KOBO B OKpeMHX (pailiax y KoIp0poBOMY Ta 4opHO-Oitomy 300pakenHi (*. TIFF, *.jpg Ta
iH.) 3 po3aunbHicTio He MeHie 300 dpi. baxkana mmpuna pucyHkiB — 8,15 ¢cM abo He Ginbuie 17 cm
IUIsL KapT, CXeM Ta IHIIHMX 00’ €eMHUX MarepiajiiB. PHCyHOK Mae OyTH po3TamioBaHUi MO LIEHTPY, 0e3
OOTiKaHHS TEKCTOM. PUCYHKH PO3MILIYIOTh «y TEKCTI» (He B Tabmuix). CUMBOMIH, MiIUCH, JIiHIT
PHUCYHKIB CIIiJl BUKOHYBaTH TaKUM UYMHOM, 1100 BOHM CHpPUHMAIUCS MiCIs NMPUBEACHHS pO3Mipy
pucyHka n0 mupuHu 1 kKomoHkH. [lignucy 10 pUCYHKIB MOBHHHI MICTUTH HYMEpPAIlIO B MOPSIKY
PO3MIIIEHHSI B TEKCTI Ta MOSICHIOBAIBHHWM IIJMUC, IO BUIUISIOTHCA KypcuBoM. Hempumyctumo
BKJTIOYATH TIAMUCH IO CAMOTO PUCYHKA.

Tabauui mogarThes y KHIKHIA Opi€HTarlli, BOHM MOBHHHI MaTH TEMaTH4YHI 3arojOBKH 1
HOMepH, OoH TaONMIN IHIIUM KOJTHLOPOM HE BUAUIAIOTH. bakaHa JOBXWHA TaONWI — HE OLUTbIIE
oJHi€T cTopiHky, mupuHa — 8,15 ado 17 cMm. Ha3zu Tadmmup — Times New Roman, mpudt, 10 nr.,
JKUPHUHM, nepuii psaaok 3 Biactynom 0 nt. PekomenoBanuii po3mip cuMBoIIiB y Tabnuisax — 8-9 pt
(U1t eMHUX HE MEHIIIe, HiXK 6 pt). Tabauis 3a MOKIMBOCTI PO3TAIIOBY€ETHCS 110 BCiH IIUPUHI CTOPIHKU
(16,5 cm).

st Habopy ¢parMeHTiB NMpOrpaMHOro koay, ¢ailjiiB HaJalITyBaHb, J103BOJISETHCS
Bukopuctanus mpudtis Courier New (Courier). Hampuknan:
void Error(char *message)

{
printf(""\n%s\n", message); exit(EXIT_FAILURE);
ke

JlitepaTypHi akepesia, 10 UUTYIOTHCS, MOBMHHI OyTH HpPOHYMEpPOBaHI BIAMOBIIHO 3a
MOPSIIKOM 3BEPTAHHS JI0 HUX Y TEKCTI Ta 3 ypaxyBaHHsaM HartionaneHoro crannapty Ykpainu JJCTY
8302:2015 (muB. npukian B Jlomarky b). [Tocumanus Ha JpKepeso MoJaeThCsl Y KBaAPAaTHUX Ty/KKaX,

HanpukiIa: ... Bitomo 3 [4, 5]...." a6o "... posrisHyTO ¥ [4, ¢.203; 5, ¢.44] ...". CamoIuTyBaHHSs 10
20%.



1)
2)
3)

4)
5)
6)
7)
8)
9)

CTPYKTYPA CTATTI

PyKormuc MoBUHEH CTPYKTYPHO BKJIFOYATH (AMB. puKiIaa B JlogaTky A):

innexc YK (y BepxHbOMY JiBOMY KYTKY CTOPIHKH);

iHiIlanm, TIPI3BUIIA BCiX aBTOPiB (He OumbIe, HiX 5 0ci0) Ta Ha3Ba cratTi (10 10 ciiB);
pedepar (200300 ciiB BHKIIOYHO 3arajJbHONMPUNHATOI TEPMIHONOTII) MOBUHEH OyTH
CTPYKTYPOBAaHHM 1 MICTUTH HACTYITHI €JICMCHTH: METa; METOJHMKA; Pe3yJIbTaTH; HAyKOBa
HOBM3HA, NpaKTHYHA 3HauYnMicTh (abstract);

KJIFO4OBI cJioBa (5—8 ciiB);

1HIIIla]K, TIPI3BUIIA BCIX aBTOPIB Ta HA3Ba CTATTI aHTJIIMCHKOIO MOBOIO;

pedepat He mene 1800 3HAKIB aHTIIIHCHKOIO MOBOIO;

KJTIOYOBI CJIOBA (QHMITIHCHKOI0 MOBOIO);

OCHOBHHMH TEKCT CTATTi;

criucok sitepatypu (Reference);

10) Bimomocri nipo aBtopi (Affiliation)

1)
2)
3)
4)
5)
6)

7)

OCHOBHHUI TEKCT CTATTI HOBUHEH MICTATH TaKl HEOOXITHI €JIEMEHTH:

mocraHoBka rmpooaemu (Introduction);

aHaJIi3 OCTaHHIX J0CHipKeHs 1 myoikarii (Related Works/State-of-art);

BHJIUICHHS HEBUPIIICHUX PaHIIIEe YACTHUH 3arajbHOI MpoOIeMH;

(dbopmy TroBaHHS il cTaTTi (MocTaHOBKA 3aBaaHHs)(Purpose);

OIKC MOJEII/MEeTOIUKH/ MeTOTy/crucTeMu/MeToos1orii Tomro (Proposed technique);

BUKJIA] OCHOBHOTO MaTepiany Ta OTpUMaHUX HAYKOBHUX pe3yJIbTaTiB
(Results/Experimments);

BHCHOBKH Ta MEPCIEKTHUBH MOJIATBIIOT0 PO3BUTKY B IIboMy HarpsiMi (Conclusions);

11)Ha3Ba Ta HOMEp MPOEKTY, y paMKax SKOrO OTPHMaHi MPEICTaBIICHI pe3yiabTaTH, Ta, 3a

OakaHHSIM aBTOpa, 3raJyBaHHS OpraHizaiii, JIIOJeH, sIKIi CHOPHUSIIM Y CIIOHCOPYBAJIH
nocnimkeHHs (Acknowledgements).

BigomocTi mpo aBTOpiB MOAAaOTbCS MOBOIO TEKCTYy CTaTTI Ta AHIIIMCHKOIO 1 MOBHUHHI

MICTHTH: IPi3BUIIE, iM’ Ta IO OATHKOBI MOBHICTIO, HAYKOBHH CTYIiHb, BUCHE 3BaHHSI, Miclle poOOTH

(moBHa Ha3Ba Oprasizaiiii), MOBHA Ha3Ba MOCAAH, MICTO, KpaiHa, €eIEKTPOHHA TOIITa, 1IeHTU]IKaTOp
ORCID, mpodini SCOPUS, ResearcherID ta Google Scholar (mus. mpuxian B logaTky A).



Homatok A. IIPUKJIAL OPOPMJIEHHS PYKOITUCY JJISA ITIPEACTABJIEHHS
Y PEJAKIIIO .
(mopanns 3aiicHOeThCs e AHTJIIMCBKOR) MoBo0)

UDC 004.93 (12pt)
SERGII LYSENKO, VIACHESLAV KHARCHENKO, KIRA BOBROVNIKOVA (12n7)

Xmebumisknit nanionamsuuii ynisepenrer (8IT)
(mycrtuii psaok , 10mT)
METHOD FOR CYBER THREATS AND MALWARE DETECTION TO ENSURE THE
COMPUTER SYSTEMS RESILIENCE OF IN CORPORATE NETWORKS BASED ON
SELF-ADAPTIVITY (1207, HamiBKUPHHIA)

(mycrtuit psaok, 10mT)

The paper presents a method for cyber threats and malware detection to ensure the computer systems resilience of in corporate networks
based on self-adaptivity. The resilience is ensured by the adaptive reconfiguration of the network. Answer the question how the network has to be
reconfigured is received by the means of the cluster analysis of the cyberattacks’ features, which are observed in the network and network hosts. In
order to choose the needed security scenarios, the proposed method uses SVM approach. The objects of classification are the feature vectors, which
contain the set of the demonstrations, which may indicate the appearance of cyber threats on the in corporate networks.Experimental results
demonstrated that the implemented principals of proposed technique into show the ability to ensure the resilient network functioning in the situation of

the cyberattacks by botnets at the rate at about 70%. (8HT)
(mycTwmii psaok, 10mT)
Keywords: malware, computer systems, resilience, detection efficiency, network traffic, cyberattack
(9T)
(mycrtuit psaok, 10mT)
C.M. JIUCEHKO, B.C. XAPUEHKO, K.}O. BOEPOBHIKOBA (9HT)
Khmelnytskyi National University, Khmelnytskyi, Ukraine (8HT)
(mycrtuit psaok, 10mT)

METO/I BUABJIEHHS KIBEP-3AT'PO3 TA LII3 JIA 3ABE3INEYEHHSA )KUBYYOCTI KOMII'IOTEPHUX
CUCTEM B KOPITIOPATUBHUX MEPEKAX HA OCHOBI CAMOAJAIITUBHOCTI (9 IIT, HEIHiB)KI/IpHI/Iﬁ)
(mycTwmii psaok, 10mT)

B pobomi npedcmagieno memoo 3a6e3neyerHs HCugyyocni KoMn 1omepHux cucmem 8 yMosax Kibep3azpo3 Ha OCHO8I camoadanmueHoCmi,
sAKUL, 00360J€ 30iliCHIO6amu adanmugne pexonieypyeanns xomnonenmie KC winaxom cyenapiie besnexu ma sabesneuyc 30amuicmov cucmemu
cmitikoeo it ynryionysanns 6 cumyayii nasenocmi kibepamax. JKueyuicmo 3a0e3neuycmvcs adanmusHum gionoenenHsam mepeoici. Lis pexoncmpyryis

npPO60OUMbCA HA OCHOBI cyeHapilo be3neku, NpuiiHAmOo20 HA OCHOSI aHANi3y pauiule 3iOpanux 03HaK, npumamannux xKibepamaxam. O3naxu amax

hopmyromscs K 6eKMOPU 03HAK [ NIOIA2AOMb Kiacupixayii.

Pesymvmamom knacugixayii’ ¢ sionecenns 06’ckmy kracugixkayii 0o 6i0nogionozo kiacy, sakuu eionogioac neeuii kibepamayi. Memoro
Memoody € 6ubip HeobXiOH020 CYeHAapilo 3aXUchy Mepexcedoi peKOHCmpPYKYii 8ionosioHo do Kibepamak. ExcnepumenmanbHi 00CioxiceHHs ceiduamy

npo BUCOKY OOCHIOBIPHICMb 3aNPONOHOBAHO20 MEMOJdy, 30Kpema OOCHOSIpHICMb Guagienns Kibepamax 0o 99% ma 30amnocmi 3a6e3neyenis

arcugynocmi KC 6 cumyayii kibepamax 3 pisnem 0o 70%. (MlHlMYM 1800 3HaKiB, SHT)
(mycrtuit psaok, 10mT)
Knmouosi cnosa: wkionuee npocpamue 3a0€3neyeHHss, JHCUGYHICHb, KOMN HOMeEpHi cucmemu, OOCMOBIPHICMb 6usleHHs, Kibepamaxa,
Mepedichuti mpagix. (8 HT)
Introduction (10mT, HamiBXUPHWUIT)
CLOI‘OHHi AKTYyaJIbHOIO HpO6H€MO}O, sAKa MPU3BOAUTH 10 HETATUBHUX €KOHOMIYHHX Ta COIIiaJ'II)HI/IX HaCJ'Ii,HKiB, €

npo6ema 6opothoH i3 Kibepsarposamu. (10mT)

Related works (10mT, HamiBXKUPHHMIA)



Today, scientific sources widely present various methods of detecting cyberattacks in the COP. In particular,

[1]... (10m)...

Method for cyber threats and malware detection to ensure the computer systems resilience of in
corporate networks based on self-adaptivity (10nT, HamiBKUpHHMIA)
In order to implement the principles of adaptability and ability to evolve to ensure the survivability (resilience)
of the COP in cyberattacks developed a method of ensuring the survivability (resilience) of computer systems in cyber
threats based on self-adaptability, which allows adaptive reconfiguration of COP components through security scenarios

and system of its stable functioning in the situation of cyberattacks... (10mT)

The following nuclei were used to classify feature vectors: linear (1), polynomial (2), Gaussian (3), exponential
(4), and B-spline (5): (10mT)

K(x,x;) =xTx;+c,c €ER @))
K(x,x;) = (ax"x; + c)»,a ER,cER,pEN )
K(x,x;) = e_#”(x_x")llz,a >0 €))
K (e x,) = e 2260l @)
K(x,x;) = Byps1(x — x;),where p € N with B;,1 = B; ® B, (5)

where K - ...

Experiments (10T, HamiBKUPHHIA)

In order to investigate the effectiveness of the method, it was used (10mT)

a) b) ' 0)
Fig.1. The results of SVM classification using different exponential cores: a) malicious traffic / non-malicious traffic; b) malicious traffic /

spoofing traffic; c) malicious traffic / smurf traffic. (81'IT, HaHiBmeHHﬁ)

Table 4
Table name (10nT, HamiBKUpHMIT)

Ne Name

Something

Conclusions (10T, HamiBKUPHHUIA)
The paper presents a method of ensuring the survivability of computer systems in cyber threats based on self-
adaptability, which allows...

References (10nT, HaniBXUpHUIL)



(mycTwit psmok, 8 nr)
1. McAfee Mobile Threat Report Q1, 2020. URL: https://www.mcafee.com/content/dam/cons umer/en-
us/docs/2020-Mobile-Threat-Report.pdf. — 9.12.2019p. (nara 3sepuenns: 10.07.2020). (10mT)
2. Lysenko S.., Bobrovnikova Y., Kharchenko V. Methods of detecting botnets in computer systems. Modern
information systems. 2019. T.3. Ne4. C.87-95.
3.
(myctuii psaaox, 10mT)
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Jlucenko Cepriii MukoJaiioBu4 — KaHIUIaT TEXHIYHUX HAyK, JOLEHT Kadeapu KOMII'IOTEpHOI iHKeHepil Ta
CHCTEMHOTO MPOrpaMyBaHHs, XMeIbHHUIbKHI HallioHaIbHUI yHiBepcuTeT, XMenbHuibkuit, Yipaina. (10mT)
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Honarok b. [IPUKJIAZI O®OPMJIEHHS BIBJIIOT'PAGIYHOI'O OITUCY V¥V CIIMCKY

BUKOPUCTAHUX JDKEPEJI YV PYKOIINCI

3 ypaxyBaHHsaM HartionansHoro cranmaapty Ykpainu JCTY 8302:2015

XapakTepHucTuka

JKepesia

Knurn:

OnuH aBTOpP

JBa aBTOpH

Tpu aBTOpH

Yorupm i

Oinbie aBTOpiB

ABTOp(M) Ta
penakTop(u)/
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