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3arajbHi MOJI0KEeHHA

Berymuuii ¢axoBuii iCTIAT 171 BCTYIy HA HaBYAHHS M1 3J00yTTS CTyIEHS
nokTopa ¢inocodii 3a cremianbHicTIO F6 «[HbOpMaIIiitHI cHCTEMHU Ta TEXHOJIOTI»,
OHII «IudopmariiiHi cUCTEMH Ta TEXHOJOTI» MPOBOAUTHCS MPUIAMAIBHOIO
KoMici€ro XMeIbHUIIPKOTO HAIIIOHAIBHOTO YHIBEPCUTETY.

[Ting yac BUKOHAHHS 3aBlaHHS TEPEBIPAIOTHCS 3HAHHS, BMIHHS Ta HABUYKH
CTYJCHTIB MIOJ0 pO3B’SA3aHHA TICBHUX 3aBlaHb 3 ymnpaBmiHHA [T-mpoekramu,
TEXHOJOT1M mpoekTyBaHHs iHQopMaliitHux cucteMm, [T-iHppacTpykTyp, Oe3neku
Ta 3axXUCTy 1HGOPMAIMHUX CHCTEM 1 TEXHOJIOTiH, METOJOJIOTIYHUX OCHOB
CTBOpEHHS 1HPOPMAIIMHUX CUCTEM 1 TEXHOJIOTIH.

Meta BcTynmHOro (haxoBOTO ICHHUTY TOJIATAE Yy TEPEBIPIl 3JaTHOCTI JO
omanyBanHs OHII «IudopmariiitHi cucTteMu Ta TEXHOJOTI» TPETHOTO (OCBITHBHO-
HAyKOBOTO) PiBHS BUIIOI OCBITH Ha OCHOBI 3J00YTUX paHillle KOMIIETEHTHOCTEH.

TexHoJ10TisA MPOBEACHHS BCTYIIHOIO (paxX0BOI0 iCIIUTY

BerynHuii  icnuT  (BcTynmHe BUIpPOOyBaHHSI) MPOBOIUTHCA Yy  (opmi
TECTYBaHHS 13 KOMII'IOTEpHOIO 00poOKoro pe3ynbrariB. CHcTeMa NpPOBEACHHS
BCTYIHHUX ICMIUTIB € OpUTIHATBEHOIO po3poOkoro XHY 1 3axuiiieHa cBiIONTBOM PO
aBTopchke mpaBo Ne 39534 Bin 08.08.2011 p. Bona po3pobiena Ha mijcTaBi TaKuX
TOKyMeHTIB: 3akoHy Ykpainu «IIpo Buiy ocBity», «[lonoxkeHHs nmpo npuitMaibHy
xomicito XHVY», Ilopsaky npuiioMmy 10 BUIIMX HAaBYAIbHHMX 3aKJaiB YKpaiHU Ta
[IpaBun npuiiomy 10 XMETbHUIILKOTO HALIOHAJIBHOTO YHIBEPCUTETY.

OCHOBHI TOJIOKEHHSI CUCTEMHU TECTYBaHHS 13 KOMIT IOTEPHOIO 0OpOOKOIO
pe3yabpTaTiB BUKJIAACHI HIKYE. ba3su JaHUX TECTOBUX 3aBIaHb CTBOPIOIOTHCS IS
BCIX JUCIUIUTIH, 3 SIKMX MPOBOAUTHCS TECTYBaHHS, IIOPIYHO IMOMOBHIOKOTHCS 1
BIOCKOHAJTFOFOTHCS.

ba3u manux TecToBUX 3aBmIaHbh a00 HaBUAJIbHI MPOTPAMH, 3a SKUMU BOHH
CTBOPEHI, € BIJKPUTUMHU. YHIBEPCUTET HIOPIYHO OMPHIIIOJHIOE iX Yy MarnepoBOMY
a00 B €JIEKTPOHHOMY BUIJISII.

BignoBiganpHICTE 3a 3MICT 1 AKICTh TECTOBHX 3aBIaHb IMOKJIAAA€THLCA Ha
rOJIOBY MPEAMETHOI KOMICII.

Ex3amenamiiinuii OlzeT MOKE€ MICTHUTH TECTOBI 3aBIaHHA OIHOro abo
pi3HMX PpIBHIB ckiagHocTi. [lns  aBromaru3oBaHOro (QopMyBaHHS OIJETIB
BUKOPHCTOBYIOTh KOMILJIEKC KOMIT FOTEPHUX IIPOTPaM, sIKi KOMIIOHYIOTh 0a3u JTaHUX
TECTOBUX 3aBIaHb 3 KOXXHOI MUCHUIUTIHU, (HOPMYIOTh €K3aMEHaIliiiH1 OijeTH 3a
JIOTIOMOT'OI0 BUITaJIKOBOT BUOIPKHU Ta PO3JIPYKOBYIOTH iX.



Ex3amenariiiini OiieTd, 0 BKJIIOYAIOTh TECTOBI 3aBAaHHA, (POPMYIOTH 1
TUPAXYIOTh KOMIT IOTEPHUMH 3aco0aMu Tiepe]] moyatkoM TectyBanHa. CpopmoBaHi
O1J1eTH 3aCBIIUYIOTHCS TIEUYATKOIO TPUMMAabHOT KOMICIi.

Homep koHOTO ek3aMeHaliiHOro OijeTa 30iraeThCsi 3 HOMEPOM TaJOHA
BIJIMOBIJICH, SIKUI J10/1a€THCA IO HHOTO.

Opranizaiiiss aBTOMaTu30BaHOTO (POPMYBaHHSI KOMIUIEKTY €K3aMEHaIlliHUX
O11€TIB 10 BCTYITHUX ICTIMTIB, KOHTPOJIb 32 HUM TOKJIAJA€THCS Ha BIJIMOBIIAIHHOTO
cekpetaps [IpuitmManbHOi KoMicii a00 HOTo 3acTyITHUKA.

TecTyBaHHS TPOBOAUTHCA BIAMOBIMHO A0 PO3KIAAY B ayAWTOPIAX, IO
oOaiHaHI HEOOX1THUMHU TEXHIYHUMH 3aCO0aMHU.

[Ipomyck  BCTYMHWIKIB /O  ayauToOpii  TECTyBaHHS  IPOBOAMTH
BinnoBinansHuil cekperap [IK Ta ¥oro 3actynmuuku. [Ipu npomy mnepeBipseTbCs
MAcMopT Ta MEPEMyCTKa, y sIKii BKa3aHa 0c00a BCTYITHUKA, J]aTa 1 4ac TECTyBaHHS.

KoxHuii ygyacHUK TECTyBaHHSI BUTATYE HOMEp, SIKUM BKazye HOTO MICIE B
aynuTopii. Bei miciis 3a cTojaMu IpoOHYyMEPOBaHi.

B aymuropii TecTyBaHHA JO3BOJIIETHCS TMPHUCYTHICTh TPOMAACHKUX
criocrepiradiB (0aTbKiB BCTYITHUKIB).

BcerymHukaM BUIAIOTBCS TUTYJIBHI JIMCTH 1 TPOBOIUTHCS PO3’ICHEHHS
110/10 1X 3alIOBHEHHS.

[Ticnss  po3milieHHs Y4YacHUKIB TECTyBaHHS B ayIUTOpii BCTYMHUKH
0COOMCTO BUOMPAIOTh €K3aMEeHalliiH1 OUTEeTH, 1110 PO3KJIaIeH] Ha CTOJI.

ITicnst oTpuMaHHS eK3aMEHAIlIMHUX O1UIEeTIB BCTYNHHKH MPAIOIOTh HaJl
PO3B’S3KOM 3aBJIaHb MTPOTATOM BCTAHOBJICHOTO Yacy.

Tamonn BiAmoBimel HAMAIOTHCS KOKHOMY BCTYITHHKY B  OJHOMY
eK3eMIUIsApl. 3a00pOHSETHCS BHUAaYa BCTYMHUKY JApPYyroro TajoHa. TajoH
BI/IMOBIZICH 3alOBHIOETHCS BCTYMHUKOM BIAMOBIIHO A0 PO3’SICHEHHS IIOAO iX
3aIIOBHEHHS.

[Ticns 3akiH4YeHHS PoOOTH HajA TecTamu, ab0 M0OIraHHs JO0 KIHIIS Yacy,
BIJIBEJICHOTO HA TECTyBaHHS, BCTYMHUKH 37al0Th MIJAMUCAaHI pOOOTH pa3oM 3
TaJIOHAMHM BIAMOBIZEH, sIKI 10 TMMOYaTKy CKaHyBaHHS 3HAXOASAThCS Ha CTOJI
eK3aMeHaTopa.

CkaHyBaHHsS TaJOHIB BIAMOBIJEH TMOYMHAETHCS MICHS 3Aa4l poOIT BciMa
BCTyIHUKaMU y 1iX mpucyTHocTi. [lporec ckaHyBaHHS TaJjOHIB BIJAMOBIAEH
JEMOHCTPYETHCS 32 JOTIOMOTOIO TTPOCKTOPY Ha BETUKOMY €KpaHi.

[Ticnss 3akiHYeHHST CKaHyBaHHS Ta KOMITIOTEPHOI OOpOOKM TaJIOHIB
BIJIMOBIJIEH pe3y/lbTaTH TECTYBaHHS JEMOHCTPYIOTbCS Ha €KpaHi Yy BUIJISIL
eK3aMEHAaI[IMHOT BI1IOMOCTI, B SIKIM BIJCYTHI Npi3BUILNA BCTYIHHUKIB, a € JIUIIE
HOMEp eK3aMeHarliiiHoro Oinera. [lani mepcoHan npuiManbHOT KOMICli BHOCUTH B
KoMIT’'toTep 1HdOpMaIlito Tpo BIAMOBIIHICTE HOMEpa €K3aMeHallliHoro OijeTa



NpI3BUIY BCTynmHHMKAa. Ha ekpaHi JEeMOHCTPYEThCS €K3aMeHallliiHa BIJIOMICTh 3
Npi3BUIIAMH BCTYITHUKIB, SIKA PO3IPYKOBYETHCS 1 3aBIPSETHCS BiAMOBIAAIBHUM
CeKpeTapeM NpUIUMaIbHOI KOMICIi.

KpuTtepii ormiHIOBaHHS BCTYIHHUX ICIUTIB 3aTBEP/KYIOTbCS Ha 3aciaHHI
[TputimMaibHOT KOMICii Ta HABOAATHCS B J0AaTKy 10 [IpaBuit npuiiomy.

Tadauus nepeBeleHHs] TeCTOBMX OajdiB (NMpPaBUJIbLHMX BiANOBixel) TeCcTy 3
iHozemMHol moBM Ta (axoBoro icnury mnpu Beryni Ha OHC «/loxTop
distocodiin, mo TNPoBOAATHCA B  XMeJbHMIBKOMY HANIOHAJbHOMY
yHiBepcuTeTi 10 mkaau 100-200

KinekicTh KinbkicThb
TECTOBUX OaIiB ban 3a TECTOBUX OaJIiB ban 3a
(TIpaBUIILHUX nguggg (TpaBUILHUX ngu;gg
) NN — ) NN —

BIJIMOBIICH) BIJINOBIIEH)
1-4 He cknaneno 28 151
5 100 29 152
6 104 30 153
7 108 31 154
8 112 32 155
9 115 33 156
10 118 34 157
11 121 35 158
12 124 36 159
13 127 37 161
14 130 38 163
15 132 39 165
16 134 40 167
17 136 41 169
18 138 42 171
19 140 43 174
20 142 44 177
21 144 45 180
22 145 46 184
23 146 47 188
24 147 48 192
25 148 49 196
26 149 50 200
27 150

* yci Oimetu MicTaTh 50 MUTaHb 3 OHIEI0 MPABUIILHOIO BiIMOBITIO.



IlepeJiik OCBITHIX KOMIIOHEHTIB (HABYAJbHUX AUCIHHUILIIH), HA 0a31 AKMX
CKJIAAETHCS iCIUT

1 Yapagninus IT-npoexkramu

[Ipoext 1 cnenudika npoekTHOT AismbHOCTI. CyTHICTH  YNpaBIIIHHS
npoekTamu. a3y KUTTEBOrO IUKIY MPOEKTY. MeTOAM4HI OCHOBM IJIaHYBaHHS
npoekTy. Opranizauiidi GopMu yIpaBiIiHHS MPOEKTaMU. YTPABIIHHS pecypcamu
NPOEKTY. YTIPABIIHHSA SKICTIO MPOEKTIB. YTIPaBIiHHS MPOEKTHOIO KOMaH/OIO.

[Tomryk nonopis. @anapensunr. XKutreBuil uki npoekty. [ImanyBanus ta
YOpaBJIIHHSA pU3UKaMH B MpoekTax. JlocmigHuubkl mnpoektH. Bubip Temu
HAyKOBOTO JIOCHI/KEHHS. YTPABIIHHS JOCHIJHUIBKOI Tpymnor. bromker
npoekTy. OIIHKa MPOEKTHOT 3aIBKU JJOHOPOM.

IT 613Hec — cnenudika Ta 0coOIUBOCTI oprauizaiii. OcoOIUBOCTI peanizarrii
IT-npoextiB. Pusuku. CraTucThKa YCHIMIHOCTI TMPOEKTIB 3  pO3pOOIEHHS
nporpamHoro 3abe3nedenHs (I13). IlmanyBanHs Ta oro ponb B oprasizamii Ta
BelleHH1 O13Hecy. Bunaxonu. InnoBartii. Ctaptanu. OCHOBHU MiANPUEMHUIITBA. 24
KPOKH B1]1 3aIyCKY JIO CTa0lIbHOTO O13HECY.

KOpunuuni ocobnuBocti BiakputTs [T-613Hecy B Ykpaini. Bigkpurrs IT-
koMmrianii B VYkpaiHi. Po3poOka mporpamHoro 3a0e3reyeHHs: JOTOoBip TIPO
BUKOHAHHS pOOIT Ta HajgaHHSA Mocayr. OcoOnuBI JIOTOBOPHU Ta MOPAId MIOA0 iX
yknaaeHHs B IT-cdepi. Crapran B Ykpaini: morsia 3 mo3urii [T-npasa.

OcHoBHi (a3u po3pobneHHss nporpamHoro 3abesnedeHHs (I13). Cyuachi
TEXHOJIOT1i  TPOEKTYBaHHs  MporpaMHOro  3abesneueHHs.  Mertojosoris
po3pobisiennst 13 Microsoft Solutions Framework (MSF). I'myuki metomosnorii
po3po6nenns I13. dyHkiioHaIbHI MOKIMBOCTI Ta apxitektypa Team Foundation
Server (TFS). Anamiz metonosorii Scrum, po6oui eneMenTu madiaony Microsoft
Visual Studio Scrum. Oprani3aiiisi KOJISKTHBY Y METOI0JIOT1T Scrum.

Crnucok pekoMeHI0BaHO1 JIiTepaTypu

1. Moneni Ta 3aco6u ynpasmiHHs [T npoekramu: HaBy. moci6. / KIIT im.
Irops Cikopeskoro ; yknaa.: B. O. Ky3sminux, O. B. KpBanb, P. A. Tapanenko. —
KuiB : KIII im. Irops Cikopcbkoro, 2023. — 222 c.

2. Kathy Schwalbe. Information Technology Project Management / 9
edition. — Cengage Learning, 2023. — 672 p.

3. Isopxak B.B., Tomka 10.f. Ynpasninns [T-npoekramu. Yactuna 1:
biznec-anani3 ta iHimiamis npoekty / B.B. JIBopxkak, FO.5. Tomka — YepHiBui:
Texnoapyk, 2022 p. — 521 c.

4, Karpenko A. Ynpasmninus [T-nipoexkramu. Kuis, 2021. 550 c.



5. Kormyn H., JIesyn O. Anani3 Ta peasnizaliis NpoeKTiB: HaBYaIbHUN
nocionuk. PiBae: HYBI'TI, 2022. 350 c.

6. Ha nursixy o Oi3Hecy: 6 KpOKiB, SIK CTBOpUTH ycmimrHui [T-cTapran. —
[Enextponnmii pecypce]. — Pesxxum nmoctymy: http://womo.ua/na-puti-v-biznes-6-
shagov-kak-sozdat-uspeshnyiy-it-startap/

2 TexHoorii npoekTyBaHHS 1HGOPMAIIHHUX CUCTEM

OCHOBHI TOHATTS TEXHOJOTIT MPOEKTYBaHHSA 1HPOPMAIITHUX CHUCTEM.
Apxitektypa iHQopmamiiiHMX cucTeM. MeToauka OMHCY  apXITEeKTypu
1H(popmartiiiHux cucteM ((pperiMBopkH). ITaTTepH-TEXHOIIOT1S TPOEKTYBAHHS.

[IpoexTyBanHsl 1H(MOPMAIITHUX CHUCTEM 3 YpaxyBaHHSIM OCOOJIMBOCTEH iX
pU3HAUYEHHS, HEMIOBHOI / HEIOCTaTHBOI 1HPOPMAIII]l Ta CylepewWIMBUX BUMOT.

VYrpasninus Bumoramu 10 IC Ha 0cHOBI aHaI3y O13HEC-TIPOIIECIB Ta aHATI3Y
noTpeO 3aliKaBIEHUX CTOPiH, po3po0Ka TEXHIYHOTO 3aB/IaHHS.

VYrnpaBniHHsS mpoiiecaMu po3poOKH, BIPOBAKEHHS Ta ekcrutyaraiii IC, ski
€ CKJIAJHUMH Ta HemepeaoadyBaHIMHU.

TunoBe  mpoekTyBaHHS  1HpopMauiiHuX  cucreMm. llapameTpuyno-
OpIEHTOBaHE MPOEKTYBaHHS 1HQOpMalIMHUX cUCTeM. MOJEIBHO — OpIEHTOBaHE
MpOeKTyBaHHS  iHGOpMaliiHUX cucTteM. Mertomooriss  (PYHKI[IOHAJIIBHOTO
moaemoBanHss SADT. Meronosnoris IDEF1. CASE-texHoorii.

MopentoBanHs O13HEC-TIPOIIECIB Ta MOTOKIB TAHUX.

MeTtomomnorii rHyuykoro mojentroBaHHsA. OCHOBH THYYKOTO MOJIETIOBAHHSI.
Manudect rayukoi po3pooku. Linnocti Agile. [Tpuunu Agile. ITpaktuku Agile.

[HpopmalliitHi cUCTEMH KPUTUYHOTO 3aCTOCYBaHHSA Ta CEPBIC-OPIEHTOBAHI
1H(popMaIliiiHl cucteMu. SKiCThb, BIAMOBOCTIMKICTD Ta KUBYYICTh 1HPOPMALIMHUX
cucteM. PeimxuHipinr iHbopmMaiiiiHuX cucreM. HanilHICTh, HaIMIPHICTS,
pe3epBYBaHHS Ta CTIMKICTh 1HPOPMAIITHUX CUCTEM.

Cnucok peKOMEHI0BaHO1 JIITepaTypu

1. Rainer R. Kelly Prince Brad. Introduction to Information Systems. JOHN
WILEY & SONS. 2022. 560 p.

2. Briony J Oates, Marie Griffiths, Rachel McLean Researching Information
Systems and Computing. SAGE. 2022. 376 p.

3. IlpoextyBanHs iHGOpMAIIHUX CcHUCTeM: 3arajibHI NHTAHHS TEOPii
npoektyBaHHs IC (koHcmekT jekmii) [Enexrponnuii pecypc]: HaBY. mocib. s
ctyn. cneuianbHocTi 122 «Komm’rotepni Hayku» / KIII im. Iropst Cikopcbkoro;
ykian.: O. C. Kosanenko, JI. M. JloOpoBcbka. — EnexkTponHi TekcToBi nani (1
daiin: 2,02 Moaiit). — Kuis : KIII im. Iropst Cikopcbekoro, 2020. — 192c.
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4, Illaxorcbka H.b., Jluteun B.B. IIpoektyBanHs iHGOpMAaIIHHUX CUCTEM
Hapsuansuwmii nocionuk. — JIpBiB: “Marnonin-2006", 2018. — 380 c.

5. bepko A.IO., Bepec O.M., Ilaciuank B.B. Cuctemu 6a3 qjanux Ta 3HaHb.
Kaura 1. Opranizariss 6a3 gaHux Ta 3HaHb. - 2-¢ BuA. [linpyunwmk. — JIbBiB:
“Marnonia2006, 2018. — 440 c.

6. T. Hovorushchenko, Ye. Hnatchuk, A. Herts, O. Onyshko. Intelligent
Information Technology for Supporting the Medical Decision-Making Considering
the Legal Basis. CEUR-WS. 2021. Vol. 2853. Pp. 72-82. -
https://www.scopus.com/authid/detail.uri?authorld=54420153900 (Q4).

3 IT-indpactpykrypu

[Tousittst IT-indpactpykrypu. Tunu IT-indpactpykryp. Komnonentu IT-
1H(pacTpyKTypu: amapaTHe 3a0e3NEUYeHHs, MpOrpaMHE 3a0e3MEUYEHHS, MEPEXI.
Ilentpu 00poOku nmanux. Xwmapa. Grid. Bumorm g0 IT-iHppacTpykTyp.
ApxiTektypa nignpueMmcrBa Ta Iudpoa TpaHchopmaris. [IpoextyBanus IT-
iH(ppacTpykTyp. Bubip TtexHosorii mnpu mnpoektyBaHHi IT-1HpacTpykTyp.
lepapxiuHa cTpykTypa kKopnopatuBHOi [ T-iHppacTpykTypH.

OcHOBHI cyyacHI1 KOHIEMIi Ta miaxoau A0 HagaHHs [T-nmocayr. Anami3 IT-
1H(}pacTpyKTypH Ta i eeMeHTIB K 00'eKTiB ympaBiiHHsA. Moaeni ynpasininas [T-
1H(}pacTpyKkTyporo. AHa3 CTaHIApTIB, MPOTOKOJIB Ta BIJOMHX CHCTEM
ynpasiiaHsa [T-iHppacTpykTypoto Ta piBHeM mocnyr. 3amada ympaiinus IT-
1H(PACTPYKTYpOIO B pO3pi3l YNPaBIIHHA PIBHEM MOCIYT. Y3TOJKEHHS pPIBHS
nociyr y kopnopatuBHux IT-inppactpykrypax. [lnanyBanss pecypcis.

Meronu MoHiTopunry IT-iHQpacTpykrypu. Meroau OIHKH — SKOCTI
(GyHKLIOHYBaHHSA €JeMeHTIB Ta miacucreM [T-iHdpacTpykTypu. 3araibHi
NPUHIIMIN Ta METPUKH aHamizy ctaHy o0'ektiB IT-indpactpykrypu. Merpuku
OIIIHIOBAHHSI PIBHA OOCITYyrOByBaHHS KOPHCTYBaudiB Ha OCHOBI €KCIIEPTHUX OI[IHOK.
HeuiTke OIiHIOBaHHS Yy 3aBIaHHAX YIPABIIHHA pIBHEM OOCIYrOBYBaHHS.
OuiHioBaHHS cTaHy eneMeHTiB [ T-iHppacTpyKkTypu 3 BUKOPUCTAHHIM HEHPOHHUX
MepexX. YTpaBliHHA MEpexHUM TpadikoM KopropatuBHOi IT-iHPpacTpykTypHu.
VYrnpaBninHg notokamu iHQopMalii y Mepexi. Mozem ymnpaBiiHHS MOTOKaMU
TaHUX.

[TonsitTst kjactepa. ApxiTekTypa kiactepa. Kracudikarliss KiacTepis.
Knacrepu Bucokoi goctymuocti. Kiactrepu  posmosginy  HaBaHTaXEHHS.
O6uucmoBanpHl  knactepu. Cucremu po3nojauvieHux oOumcieHb. Kiacrep
cepBepiB, OpraHizoBaHux nporpamHo. Kmacrep onHoro By3na. Knactep nekiiabkox
By3.iB. [IporpamHi 3acobu 1151 opraHizailii KiacTepHuX cTpykTyp. [IpoexktyBaHHs
Ta posropraHHs kimactepiB B IT-indpactpykrypi. Konnemnmiss Kubernetes.



Knacrepna apxitektypa Kubernetes. Cepsicu Kubernetes.

[IpoOnemn OanaHCyBaHHS HaBaHTaXEHHS B KiacTtepax. AJTOpUTMH
OanmaHCyBaHHS HaBaHTAXKEHHS B KJacTepax. MeToau miIBULIICHHS MPOAYKTUBHOCTI
KJIaCTepiB 3 MWHAMIYHMM OajaHCYyBaHHSM HaBaHTakeHHs. OIiHKAa HaIIHHOCTI
KJIACTEPHUX CTPYKTYP.

Ki1to4oBi BIacTUBOCTI XMapHUX OOYHCIIeHb. Mojeli pO3rOpTaHHs XMapHUX
obunciieHb. Mopen 00CIIyroByBaHHs XMapHUX OOYHCIIeHb. TEXHOJIOr XMapHHUX
obuuncnenb. [IpoBiHI HamaBadyl XMapHUX MOCITYTr. XMapHi MOCIYyrd Ha MPUKIadl
Microsoft Azure. IndpactpykrypHi Ta mnatdopmenHi cepBicu Microsoft Azure.
OO6uncnenns: BipTyanbHi Mamuau (VM), cinyk0a 10omaTKiB, CepBiC XOCTUHTY BeO-
caiitiB, WebJobs. CxoBumie: Storage Services, Queue Service, File Service.
PoGota B Mepexi: BipryanbHa mepexa, Load Balancer, numo3 nomatkiB, VPN-
nuito3, Azure DNS. MoOineHi cepBicu Azure. Memnia-cepBicu Azure. Azure
Quantum. SQL Azure. Azure Kubernetes (AKS). Bipryanbauii pobouuii cTia
Azure. Azure Arc. Azure Blockchain Workbench. BbescepBepni oOuncieHHs,
HNITYYHUH IHTEJIEKT Ta MAIlMHHE HAaBYaHHS, XMapHa Mirpamis Ta MoOJEpHI3allis,
JIaHl1 Ta aHaJIITMKa, riOpUIHa XMapa Ta 1HPPacTpyKTypa, OOMIH MOBIIOMIIEHHSIMH,
InTepHer pedeil, Oe3meka Ta aAMIHICTpyBaHHS sSK cepBicu Azure. [amysesi
pimeHHst Azure. BnpoBamxkeHHss xmapHux oOuucienb B I[T-iHpacTpykTypy.
Knacrepy B rpaHuuyHMx xXMapHUX apxitekrypax. [Ipobrmemu onTumizarii
MPOAYKTUBHOCTI XMapHUX oOuucienb. [Ipobiemu Ta MeToau OanaHCyBaHHS
HABAHTAXKEHHA B CEPEOBUIII XMAapHUX OOYHUCIIEHb. ANroput™Mu OajaHCyBaHHS
HAaBAHTA)KEHHA B CEPENOBUIII XMapHUX oOuucieHb. [IpoakTuBHI miAXoau Ta
pEaKTUBHI MiAXOAU OalaHCYBaHHS HABAaHTAXKEHHS B CEPEAOBUIIN XMapHHUX
oOuucienb. Tunu OanaHCyBaJIbHMKIB HaBaHTakeHHs. [IpoOnemu OanaHcyBaHHS
HABAHTA)KEHHA B XMApHUX LIEHTpax 0OpoOku nanux. Orisa Ta kiaacugikaris
METO/11B IPOTHO3YBaHHS HABAHTAXKEHHS Y XMAPHUX OOYMCIICHHSIX.

OynkiionanpbHa  Oe3neka. [lokasHuku  (yHKIIOHANBHOT O€3MeKu 1
HagiiHocTi. Ayaut IT-inpactpykrypu. HoctynHicts IT-mocayr Ta KOMIOHEHTIB
IT-inppactpykrypu. Hanmipuicte B IT-iHQpacTpykTypi. Pe3epBHe KomitoBaHHS
KPUTUYHO BaXKJIMBOI KOPHOPATUBHOI 1H(OpMaIlli Ta aBapiiiHe BIJHOBJICHHS TAHUX
B IT-indpactpykrypi. XMapHe pe3epBHE KomitoBaHHA. [IpobiemMu Ta meTtoau
OanancyBaHHs HaBaHTaxeHHS B [T-iHppacTpyKTypi.

3abe3neueHHs: O13HEC-TIPOIIECIB pecypcaMu 13 MEBHUM pPiBHEM HAAINMHOCTI.
PiBHi HamiiHOCTI TIEHTPIB OOpoOKM maHuX. Pe3epByBaHHS pecypciB IIEHTPIB
oOpoOKM JaHWX. YTNpaBIiHHA HABAHTAXEHHSAM Ta PO3MOALIOM OOMEXKEHUX
pecypciB. AHami3 MeToAiB noiryky HecnpaBHocTer y IT-iHgpacTpykTypax. Brnus
HECIpPaBHOCTEH B IT-indpactpykrypt Ha skicte IT-mocmyr. IIpoGiema



NOLIMPEHHs BIUIUBY HECTIPaBHOCTI Ha siKicTh [ T-mocmyr.
Crrcok peKOMEH0BaHO1 JIITepaTypu
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4 besneka Ta 3axUCT IHPOPMALIIITHUX CUCTEM 1 TEXHOJIOT1

3aBnaHHs HaBYaIbHOI AUCHUIUTIHU. OCHOBHAa TemaTuka Kypcy. CTpykrypa
Kypcy. [IpoGnemHi 3aBnanHa Kypcy Ta mpeaMeTHoi o6iacti. OCHOBHI MOHSTTS 1
TEPMiHU 3axXuCTy 1H(pOpMaIli Ta OE3MeKu KOMIT IOTEPHUX CHCTEM, KiOep3aXHcTy
iHopmariinux cucrem 1 TexHoJorid. [lonsaTTs: iHdopMmaiiiiHa Oe3meka,
kibepHetnyHa Oe3neka (kiOepOesmeka), 3axuct iHdopmarlii. BracTtuBocTi
iH(popmariiinoi Oe3nexku. [lpuHuumnu 3abe3neueHHs 1H(OpMAIIHOT Oe3MeKu.
Kputépii orinky indopmariitHoi 6e3néku. Meromonoriuna 6asa 1 BUSHAYCHHS
BUMOT 3aXHCTy KOMITIOTEPHHX CHCTEM BiJ HECAHKI[IOHOBAHOTO JOCTYIIY,
CTBOPEHHS 3aXHMCHUX CHUCTEM Ta OI[IHKM CTYIEHs 3axuileHocTi. Yotupu rpymnu
BUMOT 3axXHCTy NpoTu neBHux TumiB 3arpo3. Crangapt ISO/IEC 15408 «3aranbhi
KpuTepii OIHKK Oe3neku i1H(QOopMaIiiHUX TEXHOJOTI». 3arpo3u Oe3merr
iHdopmarii. Bunu 3axucty indopmarrii. Pyiinytoui nporpamai BBy, [Ipuanan
TPYJIOMICTKOCTI DIIICHHS 3ajaul 3a0e3leyeHHs Oe3MeKu NPOrpaMHHUX CHUCTEM.
3JI0BMHUCHE TPOrpaMHE 3a0e3MeUeHHsT Ta KOMIT IOTepHI aTaku. MeTonu 3axucry
BiJl pyHHYIOUYMX MPOrPaMHUX BIUIMBIB Ta iX BUsBJICHHS. [I0KOIIHHS aHTUBIPYCHUX
nporpam. TumoBa apXiTeKTypa MNpPOTrpaMHUX 3aCO0IB AHTUBIPYCHOI'O 3aXHCTY.
Kpurepii edexkTuBHOCTI TporpaMHUX 3aco0iB aHTUBIpycHoro 3axucty. ROC-
aHalli3 B 3a7auyax BHUABIICHHS 3JIOBMHUCHOTO MPOrPaMHOT0 3a0e3leyeHHs Ta
KOMII'FOTepHUX arak. Hemonmiku icHyrO4MX 3ac0o0iB 3aXHMCTy Ta MEPCHEKTHUBHI
METO/IM 3aXKCTY BiJl pyHHYIOUMX MPOTPaMHUX BILIMBIB.

OCHOBHI MOHATTS 1 TEPMIHU 3 MPEIMETHOI 00JIACTI «KOMIT FOTEPHI aTaKm».
Mixmepexni ekpanu (firewall), antuBipycu, cuctemu BusiBieHHs atak (CBA)



(Intrusion  Detection  System, IDS), cucremMun KOHTpPONHO  ITICHOCTI,
kpunrorpadiuni 3acobm 3axumcty. Tumm artak. Mogmeni arak. Kimacudikaris
KoMI'foTepHuX atak. OcHoBHI Tunu anomainiii B IP-mepexxax. Etanu peamnizarii
atak. OCHOBHI MeXaHi3MHu peaiizailii atak. BuBueHHs oroueHHs. [nentudikaris
TonoJiorii Mmepexi. Inentudikariis By3miB. [neHTrdikalis cepBiciB a00 CKaHyBaHHS
nopTiB. I[nenTudikamis omepariiiHoi cucteMu. Bu3zHaueHHs posi  By3Ia.
BusnaueHHsi Bpa3iuMBOCTI By3ia. Peamizaiiisi aTak: MPOHUKHEHHS, BCTaHOBJICHHS
KoHTposto. L{im peamizamii arak. 3aBepiieHHsI aTaku. 3acoOOU TOCSTHEHHS METH
aTaku. 3aCTOCyBaHHS TEXHOJIOT1H OE3MEYHOT0 MPOrpaMyBaHHS.

OCHOBHI TMOHATTS TPO CUCTEMH BUSBICHHS BTOpPrHeHb. Kiacudikaris
CUCTEM BHUsIBJICHHS aTak. CUCTEMU BUSBIICHHS aTak piBHS mepexi. Knacudikamis
CUCTEM BUSBIICHHS BTOPIHEHb. XAapaKTEPUCTUKH CHCTEM BUSIBICHHS BTOPHEHD.
CuctemMu KOHTPOJIO IITiICHOCTI. MOHITOpU peecTpamiiHux ¢aiiaiB. ApxiTeKTypa
CUCTEM BUSIBJICHHS BTOprHeHb. OCHOBHI €JIEMEHTH JOKaJIbHOI Ta IJI00aNbHOI
apXITEKTYp CUCTEM BHUSIBIICHHS BTOPTHEHb.

OCHOBHI MOHATTS NPO CUCTEMHU BHSIBICHHS aTak 1 TEXHOJIOT1i BUSBIICHHS.
[cHyIOU1 TEXHOJOTI] CUCTEM BUSIBICHHS BTOPIrHEHb. MeTOIH, SIKi BUKOPUCTOBYIOTh
CUTHATypH BTOprHEHb. [IpoayKIliiiHi (€KCIEepTHI) CUCTEMH BUSIBJIICHHS BTOPTHEHb.
BusiBiieHHs BTOprHEHb, 10 0a3yeTbcs Ha MoJeNi. AHali3 Mepexo]y CUCTEMH 13
ctrany B cradH. KoHTponb HatucHeHHs kiaBim. KoHmeniliss BUSBICHHS
KOMM'tOTepHUX 3arpo3. IligBuiiieHHs e(QEeKTUBHOCTI CHCTEM BHSBJICHHS aTak.
®da30Buil MPOCTIp KOMM'IOTEPHUX aTaK. XapaKTepUCTUKA HANPSIMKIB 1 Tpyn
METO/IB BHSIBJICHHS BTOPTHEHb. THWIOBa apXiTEKTypa CHCTEMHU BUSBICHHS aTak.
['pyniu MeTomiB 3 BUSBJICHHS aHOMaTiil 1 3JI0BXKMBaHb: 3 KOHTPOJbOBAaHUM
HaBYaHHSIM («HABYaHHS 3 YYHTENIEeM») 1 3 HEKOHTPOJIHOBAHMM HaBUYAHHSIM
(«HaBuaHHs 0e3 yuuTens»). HexomepiiiitHl cucTeMH BUSBICHHS KOMIT FOTEPHUX
aTak. AHaJi3 MepexxHoro Tpadiky 1 koHTeHty. [Iporpamu aHnamizy Ta MOHITOPUHTY
MepexxHoro Tpadiky. OTpuMaHHS 1 TIATOTOBKA BHUXITHUX JaHUX JUIsl aHaJizy
BJIACTUBOCTEN aHoOMaiiid Tpadiky. AHam3 3paskiB Tpadiky. Tpacu 1 ix anamis.
TectyBaHHsi mporpamHoro 3a0e3nedeHHs. Mepexni ataku Portsweep, Neptune,
Nmap, Mailbomb, Smurf. Tunu ckanyBaHHs TOPTIB.

3acTOCyBaHHS CTaTHYHUX METOMIB B CHCTEMax BHSBJICHHS BTOPTHEHb.
CraTUCTUYHI METOAU BHSBJIEHHS AaHOMalbHOI MOBeAIHKH. [Ipodinb Tunosoi
noBeiHKH 00'ekTy. MeTonu mMaremMaTudHOi crtatucTuku. Kiacudikariiss MeToaiB
BUSIBJICHHS 3MiH. [loMWJIKM Tiepmioro i Apyroro poay B OMIHIN €()EeKTHBHOCTI
QITOPUTMIB BUSIBICHHS. PIB€Hb 3HAUYMIOCTI 1 MOTYXHICTh Kputepito. CTaTUCTHUYHI
tectu. Kpurepii BianoBigHocTi Ta ogHopinHocTi. Kpurepiii xi-kBagpar. Kpurepii
srogu. Kputepiii Konmoroposa-CmipHoBa. Kputepii oliHiOBaHHS OJHOPIIHOCTI
Binkokcona-Manna-YitHi. [lapamerpuunuii Meton peectparii 3MiH. KOHTposibHI



kaptu. KoutposnbHi kaptu Illyxapra, CUSUM. Busenenns DDoS-atak i3
3actocyBanHsaM anroputMy CUSUM. Posmopinene BTOprHeHHS. Tpu OCHOBHI
rpynu MertoniB BusBieHHs DDoS-atak. Bussnenns DDoS-atak Ha OCHOBI
BIJIMOBITHOCTI MK 3'€THAHHSMH, 10 BCTAHOBJIIOIOTHCS 1 3aKpHBAIOTHCS. BuOip
napametpiB anroputMy CUSUM. Mownitopunr pizHux I[P-agpec y BxigHOMY
tpadiky. Hemapamerpuuni OararoBumipui CUSUM Tectu [ HIBUIKOTO
BusBiieHHs  DoS-arak B KoMm'roTepHUX  Mepexax. Henapamerpuunuit
oararoBuMipuuit CUMSUM anroputm. Henapamerpuuni metonu. KoHTpolibHi
kaptt EWMA. Kpurepii aHomMansHOi MOBEIIHKY Ta iX MPaKTUYHE 3aCTOCYBaHHS.
BincotkoBe BimxwieHHs. Entpomis. Meroau omucoBoi cratucTuku. IlokasHuk
akTUBHOCTI. Po3moAin akTMBHOCTI B 3amucax ayauTy. BuMiproBaHHsI KaTeTOpiu.
[TopsinkoBi Bumipy. Ilomyk 1 oliHKa aHOMajiii MepexHOro TpadiKy Ha OCHOBI
MUKIIIYHOTO aHami3y. [lepeBipka IUKIIIB 3 TOUYKU 30py CTATUCTHUYHOI 3HAYYIIOCTI.
KoMOiHyBaHHS 1 MNpPOEKTyBaHHS IMKJIIB B MailOyTHe. BusiBieHHs aHomamiit
METOJIOM TOJIOBHUX KOMITIOHEHT. CHHTYJISpHUN CIEKTpaJIbHUNM aHaii3. MeToj
TOJIOBHUX KOMITOHEHT 1 BUSIBJICHHS aHOMAJI y BETUKUX PO3MOIUICHUX CHCTEMaX.
[TepeBaru Ta HEMOMIKMA CTATUCTUYHUX METOMIB. [IpO€KTyBaHHS CUCTEM BHUSBICHHS
BTOPTHEHb 13 3aCTOCYBaHHSIM CTAaTUCTHYHUX METOMIB BHSBICHHS aHOMAJBHOT
MOBEIIHKA MEPEKHOTO Tpadiky.

3acTocyBaHHS METOIB KPaTHOMACIITAOHOTO aHaJi3y B CUCTEMAaX BUSBJICHHS
BTOoprueHb. OcHOBM Teopii BeiBieTiB. HenepepBHe BelBIET-TIEPETBOPEHHS.
Juckperne BeiBier-nepeTBOpeHHs. AsroputM Mamna.  AHamiz  METOJIB
BUSIBJICHHSI aHOMaNiii MepeKHOro Tpadiky Ha OCHOBI BEWBIET. AJITOPUTM
BUSIBJICHHSI aHOMAaJIIi METOJIOM AMCKPETHOTO BEHBIIET-NIEPETBOPEHHS. AJITOPUTM
BUSIBJIICHHSI aHOMaJIIi 3a KputepieM Dimepa sl BUKUAIIB JUCHEpCiil. AJIropuT™M
BUSIBJIICHHS] aHOMaii Ha ocHOBI KpuTepito Koxpana—Kokca. Anroputm BUSIBICHHS
aHoMmatiii 3a kputepiem Dimepa Juisi BUKUIIB CEpeIHIX 3HA4eHb. Bubip moporis
BUSIBJICHHS. JIMCKpeTHE BeiBieT-makeTHE mepeTBOopeHHd. Busisnenuns DoS- 1
DDoS-arak meTogaMu MyJIbTH(PPAKTATHHOTO aHalizy. dpakTabHI BJIACTUBOCTI
TeJleKoMyHikaliiiHoro Tpagiky. BusBnenns DoS- 1 DDoS-arak mMerogom
MYJIBTH(QPAKTATBHOTO aHami3y. IIpoeKTyBaHHS CHCTEM BUSBIICHHS BTOPTHEHB i3
3aCTOCYBaHHSM  METOJIIB  KpPaTHOMACIITAaOHOTO  aHajidy JUisl  BUSIBJICHHS
aHOMAaJIbHUX BUKUIIB MEPEKHOTO TpagikKy.

BukopucranHs ~ METOMIB  IHTEJIEKTyaJbHOTO  aHai3y JaHUuX MpH
MPOEKTYBAaHHI MiJCUCTEM CHUCTEM BHSIBICHHS BTOpreHb. Meroam Data Mining.
Meton omopHuX BeKTOpiB. BusBneHHs anomamniii Tpadiky 13 3aCTOCYBaHHSIM
HEHPOHHUX Mepex. BusBIeHHs] aHOMaITId MEpEXHOT aKTUBHOCTI 13 3aCTOCYBaHHSIM
amapary IITy4HMX HEHUPOHHUX MepexX. 3aCTOCyBaHHA HEHUPOHHUX MEpEeX B
3ajlayaXx BUSBJIEHHS BTOprHeHb. ApxiTektypHi pimenHs CBB. PesynbsraTn



eKCTIIEpUMEHTIB. MeTOIu IITYYHOTO 1HTEJEKTY B 3ajauax 3a0e3reueHHs Oe3IMeKu
KOMI'IOTepHUX Mepex. baratoarenTHi cuctemu. CHcTeMH aHali3y 3aXHILEHOCTI.
MeTonu MTYyYHHX IMYHHUX CHCTEM 1 HEHPOHHHX MEPEX IS BHIBICHHS
KOMI'foTepHux aTak. [loOynoBa MITYy4HOI IMYyHHOI CHUCTEMH JJisi BUSBIICHHS
KOMITIOTEpHUX aTak. Meron (yHKI[IOHYBaHHS IMYHHUX HEWPOMEPEKHHUX
JNETEKTOPiB. AJropuT™M (GYHKIIOHYBAaHHS CHCTEMH BHUSBIICHHS BTOPTHEHb Ha
OCHOBI IITYYHUX IMyHHUX CHUCTEM 1 HEHPOHHUX Mepex. BizyanbHuil aHaIi3 JaHUX.
AHaJi3 METO/IIB Bi3yasi3arlii.

BusHaueHHsT KOMIT'IOTEPHOTO BIpYCy Ha OCHOBI MOJEIBHOTO TMIAXOAY.
Mopeni Ha ocHOBI abCTpakTHUX «oOuncioBayiBy. «Ex3otnuni» Bipycu. Midiuni
BipycH. Batch-Bipycu. Bipycu B mouarkoBux Tekcrax. I'padiuni Bipycu. Bipycu B
1Hmmx onepariitnux cucremax. Bipycu B UNIX-noniOnux cucremax. Bipycu ans
MOOUTbHUX TesedoHiB. [HIIa BipycHa «ek3otukay. [lomupenns BipyciB. Enigemii
MepexkHuX worm-BipyciB. IIpocra SI-Monenb €KCIIOHEHIIATbHOTO PO3MHOYKEHHS.
Sl-mMonenr po3MHOXKEHHS B yMOBaxX OOMEXKEHOCTI pecypciB. SIS-monens
npuMiTUBHOro npotufii. SIR-Mozaens kBamidikoBaHoi O00poThOu. [HIII Mopeni
enigemMid. MopentoBaHHSL 3aXOJ1B MACUBHOI NpOTUAIli. MOZAENIOBaHHA «KOHTP
WOrm-pipycy». Enigemii MOIITOBUX WOrm-Bipycis, (baiinoBux 1
3aBaHTaXyBaJIbHUX BipyciB. Emigemii MOOUTEHUX WOrm-BipyciB.

BusiBnennss komm’roTepHHX BipyciB. AHami3 HemnpsMux o3HaK. [Ipocti
curHarypu. Kontponbai cymu. [Tutanss epexruBHocTi. Bubip daitnoBux mo3urii.
Oinptp bnayma. Mertonq monoBUHHOTO JuieHHA. Po30WTTST Ha  CTOpIHKH.
BukopucranHus curHatyp s JETEKTyBaHHSA MOJMIMOP(PHUX BipyciB. AmapaTHe
TpacyBaHHs. Emymsuis nporpam. [lpotumis emynsiii. «I'muOuHay TpacyBaHHS 1
emyJiLii. AHani3 nonimMopdHUX BIpyciB 1 ix kinacudikanis. MeramopdHi BipycH i
iX neTexkTyBaHHA. Etan «BuIUIeHHs Ta 300py Xapakrtepuctuk». Etanm «oOpoOku 1
aHami3zy». AHal3 CTaTUCTUYHHUX 3aKOHOMIpHOCTEeH. EBpuctuuni mMeroau
JETEKTYBaHHS BIpycCiB. BumineHHs XapakTepHuUX O3HaK. JIoriuHi MeTomaw.
Cunrakcuudi Meroau. Metomu Ha ocHOBI (opmynu baiieca. Meroam, ski
BUKOPUCTOBYIOTh ~ IITY4YHI  HeWpoHHI  Mepexi. KoHuemnmiss  cyyacHOTO
aHTUBIPYCHOrO JieTekTopa. bopoThba 3 Bipycamu 0e3 BUKOPUCTaHHS aHTUBIPYCIB.
@aitnoBi  «peBizopu». llomiTuku po3mexyBaHHs goctymy. Kpunrorpadiyuni
meroau. ["apBapceka apxitektypa EOM. IlepcniekTuBH po3BUTKY 1 BAKOPUCTAHHS
KOMIT'FOTEpHUX BipyciB. Bipycu sik «xibep306pos». KopucHi 3acTocyBaHHS BipyCiB.
3aco0u 1 METOAM 3axXMCTy BiJ TPOTPaMHHX 3aKIagoK. [IpoeKkTyBaHHS CUCTEM
3axucTy iHpOopMaIlii 3 BUKOPUCTAHHAM «puMaHok» (honeypots, honeynet).

Cnucok pekoMeHI0BaHO1 JIiTepaTypu
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BUSBIICHHS ~ 3JIOBMHCHOTO  TpOTpaMHOro  3a0e3meueHHs B JIOKaJIbHHX
KOMIT FOTepHUX Mepexax / Jluc. Ha 3100yTTs HAyK. CTyIeHs JOKT. TEXH. HayK 3a
cunemianpHicTiIO 05.13.05 — kOMI'IOTepHI CHUCTEMH Ta KOMIOHEHTH. — JIbBIB.
HartionansHuit yHiBepcutet «JIbBiBCbKa mosiTexHikay. — 2019.

5 MerononoriyHi  OCHOBM  CTBOPEHHS 1H(MOpMAIIWHUX CHUCTEM 1
TEXHOJIOT11

Metoau po3poOku  Mojaened  1HGOpMaIIMHUX CHCTEM. TexHoJoris
CTPYKTYPHOT'O aHaji3y 1 MpOeKTyBaHHsA iH(popmaliiiHux cucrteM, ctanaapt SADT.
Texnonorig IDEF (Icam Definition). 3acTocyBaHHs aiarpaMu MoTokiB AaHux Data
Flow Diagrams nns ctBopeHHs Mojeneit iHdopMariiaux cucteMm. Jliarpamu
«cyTtHicTh—3B’s130Kk» (Entity-Relationship Diagrams). Jliarpamu mepexoiB CTaHIB
(State Transition Diagrams). Ctparerii po3po0Oku iHGOPMAIITHIX CUCTEM.

MopentoBanHs 1 Mozeni iHdopMmamiiHux cucteM. lloHsTTs Momeni 1
MozentoBaHHsA. Meron "3Hu3y-poropu". Meton "sropu-ponm3sy". IlpuHnunum
"myanizmy" 1 06araTOKOMIIOHEHTHOCTI. BukopucranHs Mopeneld HpH CTBOPEHHI
iHopMmariitnux cucteM. Kackagna monens iHdopmariiinux cuctem. [loeramna
(iTepamiifHa) Monedb 3 TPOMDKHMM  KOoHTpojieM. CripaJibHa — MOJETb.
ABTOMaTH30BaHa cucTemMa MoentoBaHHs. Knacudikariis Mmozaenei iHpopMariifHux
cucreM. [HdopmaniiiHa (KOHIENTyaldbHAa) MOJENb 1HQOPMAIIIHUX CHCTEM.
Jloriuna  moxenb  (MOJenb  TMPOEKTyBaHHS)  1HQOpMAIIWHUX  CHCTEM.
dyHKIIOHAIBHA MOJIeJb 1HGOPMAIIHHUX CUCTEM.


https://webstore.iec.ch/preview/info_isoiec27032%7Bed1.0%7Den.pdf

[Ipoiec mnoOymoBu 3adadi  MoJEIOBaHHS. MoJeatoBaHHs POLIECIB
iHpopMmariitHoi cuctemu. Dopmamizallii MHOXKHH MapaMmMeTpiB MOJEIbOBAaHOI
iHpopMmariiinoi cuactemu. I[loGymoBa anroputMmiuyHoi Mojeni iH(opmamiitHOl
cucremu. Bubip mozneni o6uncnenns. Bubip anapatnoro 3a0e3neueHHs peanizariii
iHQopMalliitHOT ~ cHUCTEMH. 3aiiCHeHHs ~ CUMYJIALII  MoJenl CHUCTEMH.
[TepeBipka/TecTyBanHs Mojeni iHGoOpMaIlIiHOI cucTeMu. MoieIbHO-0piEHTOBAHE
MPOEKTYBaHHS IPOTrPAMHUX CUCTEM.

CyThb TexHOJIOTIH aHamizy aaHux B iHQopMamiitnux cuctemax. [loHSTTS
1HTEJIEKTyaJIbHOTO aHalli3y JaHuX. ETanu Ta MeTou 3HaXOKEHHSI HOBUX 3HaHb Ta
ix aHamizy. 3acoOu mporpamMHoOi MATPUMKH aHaTi3y JaHUX.

CxoBumie manux Ta OLAP Ttexuomnorii. KonHueniis cxoBuIll JaHHUX.
TexHosorii moOymoBH CXOBHUI JaHMX. Bitpuau Ta kiockum gaHux. OLAP-
texHosorii. OcHoBHi apxiTektypu OLAP-cuctem.

Helipoxomm’ toTepHi TEXHOJIOTI Ta MEpexi K 3aco0M aHalidy JaHuX B
iHpopmariinux cucremax. [IOHATTS Ta MOXKIMBOCTI HEHPOKOMIT FOTEPHHUX
TEXHOJIOT1. ApXITeKTypa HEWpoHHHMX Mepex. [Iporpamui Ta amapatHi 3aco0Ou
peanizallii HeMpOKOMIT FOTEPHUX TEXHOJIOT1H aHaII3y JaHUX.

AHani3 gaHux A DIATPUMKW NPUAHATTS PilleHb 1HQOPMALIHHUX CHCTEM
Ha OCHOBI acOI[laTUBHUX MpPaBWJI Ta JiepeB pimieHb. OCHOBHI TOHATTS Teopii
acoliaTUBHUX MpaBuil. JlepeBa pillieHb — 3arajibHi MPUHIUINA TEXHOJOTI].

EBomtorifini  TexHoyorii Ta TEHETWYHI aJIrOPUTMM aHaNl3y JIaHHX.
KoHnnenrtyanpHi 3acagu  eBoftomiitHOI Teopii. OCHOBHI TIOJIOKEHHS Teopii
TeHETUYHUX aJropuTMiB. Mojenn reHeTUYHUX alropuTMiB. MypalmHi anropuTMu
Ta TEHETUYHE MTPOrpaMyBaHHSI.

Heuitki meTonu anamizy nanux. KoHuemnuiss HewiTkux oOuucieHsb. HewiTka
jgorika B cuctemax Data Mining. Mertonu kiacrepuzauii JaHUX. AJITOPUTMHU
MaITMHHOTO HAaBYaHHSI.
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