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BCTYII

Mema euknadannsn oucyuniinu. Jlucuniuiina € ogHi€ero 3 GyHIaMEHTAILHUX TUCIHUILIIH B
NUTaHHAX 1HOpMaIiiiHOi Oe3neku, 3axucTy iHpopmarii Ta kibepOesneku, i TOMy 3aiiMae IpoBiAHE
MiCII€ Y TiATOTOBIII MaricTpiB 3 ranxy3i iHGopMaIiiHUX TEXHOJIOTIH.

Mertoro nuctututiam €: 1) dopMyBaHHS KOMIIETEHTHOCTEH, HEOOXiIHUX TSI aOCTPAKTHOTO
MUCJICHHS, aHaJIi3y Ta CHUHTE3y Ha BIAMOBIAHUX PIBHAX PO3POOJICHHS CHCTEM 3aXHUCTy iH(popMalii
Ta X KOMIIOHEHTIB; 2) pO3BUTOK Y CTYJAEHTIB pO3yMiHHS TIPOLECIB, SKI NPOTIKAIOTh B
KOMIT FOTEPHHX CHUCTEMax 1 Mepexax, 3 METOw 3abe3nedeHHs1 Oe3IeKH Ta 3axXUCTy iHdopMalii B
HUX; 3) HaJaHHS 3HAHb, HEOOXIIHUX /IS MOJAJBIIOr0 BUBUCHHS CIEIiaTbHUX TUCIUILIIH Ta IS
MPAKTUYHOI 1HXKEHEPHOI IsNIbHOCTI; 4) BUPOOJICHHS Y CTYACHTIB BMIHHSI BUKOPHCTOBYBAaTH Ha0yTi
3HAHHS [IPHU PO3POOII MPOrpaMHKX 3ac00IB CIIEIiaTi30BaHOTO MPU3HAYCHHSI.

Ilpeomem Oucyunninu. IoHsaTTs 3axucty iHGopmallii Ta 6e3MeKu KOMIT IOTEPHUX CHCTEM.
[TpoexTyBaHHS CHCTEM BHSIBJICHHS BTOPTHEHb Ta iX €JIeMEHTIB. METOIM Ta TEXHOJIOTI] BUSBICHHS
KOMIT IOTEPHHX aTak. MaTeMaTH4Hi aClIeKTH OE3MEeKHU Ta 3aXUCTY KOMIT IOTEPHHUX CHCTEM.

3agoanna oucyunninu. Hanatu cryneHTaM 3HAaHHS NPO OpraHi3amiio 3axucrty iHdopmarii
Ta 0e3MeKH KOMII IOTEPHUX CHCTEM, a TAKOXK PO MPOEKTYBAHHS CUCTEM BUSIBICHHS BTOPTHEHb 1 iX
€JIEMEHTIB.

Iicna eusueHHs OucyuniiHu CmMyoOeHm Mae 0o0csemu makux pe3yivbmamie HAGYAHHS
(cyKynnicmo 3Hamb, YMIiHb, HABUYOK, KOMNEMeHMHOCmell):

3HATH: 00’€KT, NMPEAMET, 3a1adi, MPoOJeMATHKy AUCHIUILUIIHN Ta 1I OCHOBHI PO3IUIN, MOHATIHHMIA
amapaT npeaMeTHoi oOjacti 3 iHQopmariiiHoi Oe3neku, oprasizamii 3axucty iHdopmarii B
KOMIT FOTEPHHUX CHUCTEMax, METOIM MPOEKTYBAHHS MPOTPAMHUX CHCTEM BHSBIJICHHS 3JIOBMUCHOTO
MIPOrPaMHOTO 3a0€3MEeUYEeHHS 1 KOMIT IOTEPHUX aTakK;

BMITH. BHUKOpPHCTOBYBATM METOIM (YHAAMEHTAIbHUX 1 MNPHUKIAJHUX JUCHMILUIIH 1HXEHepii
IIPOrpaMHOro 3a0e3NeyYeHHs] NPHU MPOEKTYBAHHI Ta PO3POOJIEHHI NMPOTPaAMHUX CUCTEM 3aXHUCTY
iHpopMallii B KOMIT IOTEpHUX CHCTEMAax Ta MEpekaX, BUSABJICHHS HECAHKIIIOHOBAHUX BTOPTHEHb Ta
aHOMaJIii, MPOsIBIB 3JI0BMUCHOI'O IPOrPaMHOT0 3a0e3neueHHs, Kibep-3arpo3 Ta kidbep-arak;

OyTH 3JaTHUM: PO3B’SI3yBaTH 3a7a4l 13 3a0€3MeUeHHs O€3IMEeKH Ta 3aXUCTY KOMIT FOTEPHUX CHUCTEM,
MIPOEKTYBATH Ta CTBOPIOBATH MPOTPAMHI CUCTEMU 3aXHCTY 1H(POpMaIlii Ta IX KOMIOHEHTH.



AHoOTALIA IUCHUILIIHA

IIpoekTyBaHHS MPOrPAMHMX CHCTEM 3aXHCTy iHdopmamii

Tyvn qucoumiIing Bubipkosa

PiBenb BHILIOY OCBiTH Hpyruii (MaricrepchbKuii)
Moga BUKJIaJaHHS YkpaiHcpka

Cemectp 1

KiabkicTs BctanoB/1eHux kpeautiB EKTC 8,0

®DopMH HABYAHHS, IJIl AKUX BUKJIAAAETHCA TUCHUILTIHA Jenna

Pe3yabraTn HaB4aHHsS. BMiTH BHKOpUCTOBYBaTH MeToau (pyHIaMEHTANBHHUX 1 NMPHUKIAJAHUX JUCUUIUIIH 1HXeHepil
MPOTPaMHOTO 3a0e3MedYeHHs] MpPHU MPOEKTYBAaHHI Ta pPO3pPOOJIEHHI NPOTrpaMHUX CHCTEM 3axHCTy iH(popMamii B
KOMIT FOTEPHUX CHUCTEMax Ta Mepekax, BUSBICHHS HECAaHKI[IOHOBAaHUX BTOPTHEHb Ta aHOMaJil, IPOSBIB 3JI0BMUCHOTO
porpamMHOTo 3abe3nedeHHs], Kibep-3arpo3 Ta Kibep-aTax.

3MicT HABYAJBHOI JMCUMIUTiHM. CroxacTH4Ha KOMII'IOTEpHA Bipycojoris. TeHAEHIT pO3BUTKY 3arpo3s
iHpopmaniiiHoi Oe3mexu. Kimacudikamis atak. Opranizaiis 3axofiB Oe3lekn B KOMITIOTepHHX cucTeMax. Kpurepil
e(eKTUBHOCTI aHTHUBIpyCHUX 3aco0iB. [IpuHIMNM MOOYIOBM CHCTEM BHSBJICHHS BTOPTHEHb. TeXHOJOTII MOOYIOBH
CHCTEM BHABJICHHS aTak. I[lepCHeKTHBHI METOAM MPOTHIIl 3JOBMHCHHM IporpamaM. MeToau BUSBICHHS aHOMATIH.
3aco0u 1 METO/IM 3aXUCTy BiJl IPOrpaMHUX 3aKiafoK. [IpoekTyBaHHS cHCTeM 3aXHCTy iH(popMalii 3 BUKOPUCTaHHAM
«upumanok» (honeypots, honeynet). MeToxu iHTENIEKTyalbHOTO aHANi3y NAaHHUX B CHCTEMax BUSBICHHS BTOPTHEHb.
TexHoorii 6e3neYHOro MporpaMyBaHH.

3anyiaHoBaHa HaABYAJIBHA AisVIBHICTB: JeKuii - 17 roa., 1abopartopHi 3aHATTS — 34 roj., NpakTU4Hi 3aHATTS — 34 rO/.,
camocriitHa pobota - 155 rox.; pasom — 240 roz.

®opmu (MeTOAU) HABYAHHS: JICKIIi (3 BAKOPUCTAHHAM METOJIB MpoOIeMHOr0 HaBYaHHSA i Bi3yalisarii); 1abopaTtopHi
3aHSATTS, caMoCTiitHa po6oTa (1HIMBIyallbHI 3aBJaHHS).

®opMH OLIHIOBAHHS Pe3y/bTaTiB HABYAHHSI: YCHE ONUTYBAHHS, 3aXMCTH TaOOPaTOPHUX POOIT
Buj ceMecTPOBOro KOHTPOJIIO: 3aJiK

HaBuaJbHi pecypcu:

1. 3AKOH YKPATHMU IIpo ocHoBHi 3acaau 3abe3nedenns kibepOesnexu Ykpainu (Bizomocti Bepxosnoi Panu (BBP),
2017, Ne 45, ct1.403) {I3 3minamu, BHeceHuMHu 3rigHo i3 3akoHom Ne 2469-VIII Bix 21.06.2018, BBP, 2018, Ne 31,
cT.241}

2. Mixknapoauuii crangapt ISO/IEC 27032:2012 Information technology — Security techniques — Guidelines for
Cybersecurity: [EnexTpoHHuit pecypcl]. - Pexum JIOCTYIY:
https://webstore.iec.ch/preview/info_isoiec27032%7Bed1.0%7Den.pdf.

3. borym B.M., [lounskoB O.A., Kpusyna B. I'. TeopeTnuni ocHOBHM 3axuIleHHX iHPOpMAIiiHIX TexHousoriil. HaBuy.
nocionuk. — K.: JIVIKT, 2010. — 454 c. ISBN 978-966-2970-49-4.

4. Bypstaok B.JI. Indopmarniitamii Ta xibepmpoctopu: npobiemu Oe3nekn, MeToau Ta 3acobu 6opoTedu. [IlocibrmK] /
B.JI. Bypsdok, C.B. Tomona, B.B. Cemko, JI.B. Bypsuok, I1.M. Cknanannuii, H.B. JIykosa-Uyiiko. —K.: AYT-KHY,
2016.-178 c. ISBN 978-617-7092—-78-9.

5. R. C. Joshi, A. Sardana. Honeypots A New Paradigm to Information Security. USA: Science Publishers. - 2011. -
339 p. ISBN 978-1-57808-708-2.

6. Enexrponna 6i6mioreka yHiBepcutety. Joctyn no pecypey: http://lib.khnu.km.ua/asp/php_f/plage lib.php.
Buxnanau: a.1.4., npog. Caenxo O.C.



https://zakon.rada.gov.ua/laws/show/2469-19#n355
http://lib.khnu.km.ua/asp/php_f/p1age_lib.php

2. CTPyKTYypa 3a/1iKOBUX KPEIUTIB JUCHUIIIHA

Ha3sBa Temu

KinpKicTh rofuH, BiIBEACHUX Ha:

fexuii naGopaTopHi | MPaKTUYHI | CAMOCTIHHY
po6oTH poboTH poboty
Hepuwiuii cemecmp

Temal. Beryn. OCHOBHI MOHSTTA — 3aXHUCTY 2 8 8 38
iHdopmarrii Ta 6e31MeKu KOMIT IOTEPHUX CHUCTEM.
Tema 2. Tema 2. IIpoeKkTyBaHHSI CUCTEM BHUSBIICHHS 12 16 16 72
BTOPTHEHb Ta IX €JIEeMEHTIB. MeToau Ta TeXHOJOrii
BHSIBJICHHSI KOMII FOTEPHUX aTakK.
Tema 3. MaTemaTH4H1 aclieKTH OC3IEKH Ta 3aXUCTY 4 10 10 45
KOMIT FOTEPHHUX CHCTEM.

Pazowm 3a 1-mii cemectp: 17 34 34 155

(16/18)




3. MPOIT'PAMA HABYAJIBHOI JIJMCHUTILJITHA

3.1 3micT JekuiiiHOro Kypcy

Howmep
JIEKII1

[Tepenik 3MiCTOBUX MOJYJIB, TEM JISKIIiH, IX aHOTAITlil

Kinekicts
FOIUH

Hepwiuii cemecmp

Tema 1. Beryn. OCHOBHI HOHSATTS 3axuCTy iHoOpMmariii Ta Oe3reKu
KOMIT FTOTEPHHUX CHCTEM.

Jlexyisn 1. Bcmyn 0o ingpopmayitinoi ma kibepuemuunoi 6eznexu.
3aBaaHHA HaBuaibHOi guciuIuliHd. OCHOBHa TeMaTuUKa Kypcy.
Crpykrypa kypcy. [IpoGieMHi 3aBIaHHS KypCy Ta MPEIMETHOI 00JIacTi.
OcHOBHI MOHATTA 1 TepMiHM 3axucTy iHQopmaiii Ta Oe3meku
KOMIT'TOTepHHX  cucteM.  [lomsaTTsa:  iHopmariiiiHa  Oe3meka,
kibepuetnuna  Oe3meka  (kiOepOesmeka), 3axmcT  iH(pOpMaIIii.
BrnactuBocti  iHdopmamiitHoi  O6e3neku. [lpuHiunu  3abe3nedeHHs
indopmariitnoi Gesmexu. Kpurépii omiuke iH(popMaiiHOT Ge3méky.
Mertoponoriyna 6a3a At BU3HAUYCHHS] BUMOT 3aXHCTY KOMII'TOTEPHHUX
CUCTEM BiJl HECAHKI[IOHOBAHOTO JIOCTYITY, CTBOPEHHS 3aXHCHHUX CHUCTEM
Ta OLIHKH CTYIEHS 3aXUIIEeHOCTI. YOTHPH IpylH BUMOT 3aXUCTY IPOTH
neBuux tumiB 3arpo3. Cranmapt ISO/IEC 15408 «3arambhi kputepii
OIIHKK Oe3meku iHPOopMAIiiHUX TEXHONOTI». 3arpo3u Oe3meri
iHdopmanii. Buau 3axucry indopmarii. PyitHyroui nporpamHi BILTUBH.
[MprynHM TPYIOMICTKOCTI pilmeHHs 3amadi 3a0e3nedeHHs Oe3neku
NPOrpaMHUX CHUCTEM. 3JIOBMHCHE NpOrpaMHe 3a0e3leueHHs Ta
KOMIT'IOTEpHI aTaku. MeToaM 3aXUCTy BiJl PYHHYIOUHX NPOTrpaMHHUX
BILJIUBIB Ta iX BUsBIECHHA. [[OKOTIHHS aHTUBIpYCHUX Mporpam. Tumosa
apxiTeKTypa HporpaMHHUX 3aco0iB aHTHUBIpycHOro 3axucty. Kpurepii
e(eKTUBHOCTI MpOrpaMHHUX 3aco0iB aHTUBIpycHoro 3axucrty. ROC-
aHaJi3 B 3a/1a4ax BHUSBICHHS 3JIOBMHUCHOTO TIPOTPAMHOTO 3a0€3MeueHHs
Ta KOMIT'IOTEpHUX aTak. Hemosiku iCHyrouumx 3aco0iB 3axHCTy Ta
MEePCTIEKTUBHI METOM 3aXUCTY B1Jl pyHHYIOUMX IPOrPaMHUX BIUIUBIB.

Jiir.: [1]-[71; [91-[12]; [8], C. 12-35.

Tewma 2. [IpoekTyBaHHSI CUCTEM BUSBIECHHS BTOPTHEHB Ta iX €JIEMEHTIB.
Metoau Ta TEXHOJIOT1T BUSBJICHHS] KOMIT IOTEPHUX aTaK.

Jlexyis 2. [lonsmmst npo komn romepui amaxu.

OCHOBHI TOHATTA 1 TEpMiHM 3 NPEAMETHOI OO0JIACTI «KOMIT IOTEepHIi
arakn». Mixmepexni ekpanu (firewall), anTuBipycH, cucremu
BusiBnieHHs atak (CBA) (Intrusion Detection System, IDS), cucremu
KOHTPOJIIO LIUTICHOCTI, KpunrorpadiyHi 3acobu 3axucty. Tumm arax.
Mogpeni arak. Krnacudikanis komm’torepHux aTtak. OCHOBHI THIHU
aHomaniii B [P-mepexax. Eranu peamizanii arak. OCHOBHI MeXaHi3MHU
peamizarmii artak. BuBueHHs oToueHHS. I[meHTHdiKamis TOMONOTIT
Mepexi. Inentudikamis By3miB.  ImenTudikamis  cepBiciB  abo
CKaHyBaHH: NMOpTiB. IneHTudikamis onepauiiftnoi cuctemu. Buznauenus
poii By3na. BusHaueHHs BpasnmuMBOCTI By3ia. Peamizaris aTak:
NPOHUKHEHHS, BCTAHOBIEHHS KoHTpomto. Llimi peamizamii  arak.
3aBepiieHHs aTakd. 3acOo0M JOCATHEHHsST METH aTaKh. 3aCTOCYyBaHHS
TEXHOJIOT1# 0€3MeYHOr0 MPOrpaMyBaHHS.

JIir.: [6]- [71; [9]- [12]; [8], C. 208-298; [14], C. 5-14.




Jlexyis 3. IIpunyunu nob6yoosu cucmem 6UABNIEHHs GMOPSHEHD.

OCHOBHI TIOHATTS MPO CUCTEMH BUSBJICHHS BTOprHeHb. Kmacudikaris
cHUCTeM BHUsBICHHA arak. CUCTeMHU BHABICHHS aTak PIBHA MEPExi.
Knacudikartist cuctem BUSIBIICHHS BTOPTHEHb. XapaKTEPUCTUKH CUCTEM
BUSIBJICHHA BTOpHEHb. CHCTEMHM KOHTPOJIIO IiTiCHOCTI. MoHiTOpH
peecTpamiiinux (ainiB. ApXiTEKTypa CHUCTEM BHSIBJICHHS BTOPTHEHbB.
OCHOBHI €NeMEHTH JIOKAJIbHOI Ta TII00AJbHOI apXiTEKTyp CHCTEM

BUABJICHHS BTOPIHCHD.
JIit.: [6]-[12]; [14], C.15-32.

Jlexyis 4. Texnonozii no6yoosu cucmem eusi8eHHs AMAax.

OCHOBHI MOHATTA NPO CUCTEMHU BHSBJIEHHS aTaKk 1 TEXHOJIOTI]
BUSIBJICHHA. ICHYIOWI TEXHOJNOTii CHCTEM BHSBICHHS BTOPTHEHb.
Mertoau, siKi BUKOPHCTOBYIOTh CUTHAaTYpH BTOprHeHb. [IpomykuiiiHi
(excriepTHi) cUCTEMH BUSIBIICHHS BTOPTHEHb. BUSIBICHHS BTOpPTHEHb,
o 0a3yeTbcs Ha Mojeni. AHalli3 Mepexoy CUCTEMH i3 CTaHy B CTaH.
Kontponbs HatucHeHHs kiaBim. KoHueniisi BUSBICHHS KOMI'TOTEPHUX
3arpo3. [ligBumeHHs eeKTUBHOCTI CHCTEM BUSBICHHS aTak. Pa3oBwuii
IPOCTIp KOMIT'FOTEpPHUX aTak. XapaKTepUCTHKA HANpsSMKIB 1 Tpynn
METOIB BUSBJICHHS BTOPTHEHb. THWIIOBAa apxXiTeKTypa CHUCTEMHU
BUSIBJICHHS aTak. ' pyny MeToiB 3 BUSABJICHHS aHOMANiH 1 3710BXKHMBaHb:
3 KOHTPOJHOBAHWM HABYaHHAM («HABYAaHHS 3 YYHTEIEM») 1 3
HEKOHTPOJIbOBAaHUM  HaBYaHHAM  («HaBYaHHA 0e3  yduTess»).
HexomepriiftHi cuCTeMH BHSBICHHS KOMITIOTEpHHX arak. AHami3
MepexHoro Tpadiky i koHteHTy. IIporpamm aHaizy Ta MOHITOPHUHTY
MepexxHoro Tpadgiky. OTpuMaHHS 1 MIATOTOBKA BUXITHUX JaHUX IS
aHaJi3y BIIACTMBOCTEW aHoMamiil Tpadiky. AHami3 3pa3kiB Tpadiky.
Tpacu 1 ix anani3. TectyBaHHS mporpamHoro 3abesnedeHHs. MepexHi
araku Portsweep, Neptune, Nmap, Mailbomb, Smurf. Tumu
CKaHyBaHHS MOPTIB.

Jlir.: [6]-[12]; [14], C.33-79.

Jlexyia 5. Cmamucmuuni memoou 8Us8NeHHs AHOMANbHOI NOBEOIHKU
mpagiky mepesxci.

3acTocyBaHHs CTaTUYHUX METOJIB B CUCTEMax BUSBJIEHHS BTOPTHEHb.
CratucTuuHi METOJM BUSBIEHHS aHOMaJIbHOI moBemiHKU. [Ipodins
TUIIOBOI TOBEAIHKM 00'ekTy. MeToau MaTeMaTH4HOi CTaTUCTHKH.
Knacudikariss metoaiB BusiBieHHs 3MiH. [loMuiku mepmioro i 1pyroro
pooy B OLIHLI e(QEeKTUBHOCTI alrOpUTMIB BUSBJICHHSA. PiBeHb
3HAYYLIOCTI 1 MOTYXHICTh KpuTepito. CratuctuyHi Tectu. Kpurepii
BIJIMOBIAHOCTI Ta ofHOpigHOCTI. Kpurepiit xi-kBaapat. Kpurepii 3roau.
Kpurepiii Konmoroposa-CwmipHoBa. Kpurepii OLIIHIOBAaHHS
onHopigHOCTI  Binkokcona-Manna-VYitHi. [lapamerpuunuii  MeTon
peectpanii 3MiH. KontponbHi kaptu. Konrtponpni kaptu Hlyxapra,
CUSUM. Bussnenns DDo0S-atak 13 3acTOCYBaHHSM aITOPUTMY
CUSUM. Po3snoginene BTOprHeHHs. TpuW OCHOBHI TPYIMH METOIIB
BusBieHHss DDoS-arak. Bussnenns DDoS-atrak Ha  OCHOBI
BIAMOBIZHOCTI  MDK  3'€QHAHHSAMH, IO  BCTAHOBJIIOIOThCA 1
3akpuBatoThcs. Bubip mapametpiB anroputmy CUSUM. Monitopunr
pizaux IP-ampec y Bximnomy Ttpadiky. Hemapamerpuuni 6araroBuMipHi
CUSUM rectu nist mBuaKoro BusiBieHHS DoS-atak B KOMI'IOTEPHHUX
Mepexkax. Hemapamerpuunuii 6aratopumipauii CUMSUM anroputm.




Henapamerpuuni metoau. Konrtpombni kaptu EWMA. Kpurepii
aHOMaJIbHOI NOBEJIIHKM Ta IX IpPaKTUYHE 3acTOCyBaHHs. BincoTkose
BimxwieHHs. Entpomis. Meronu omnmcoBoi cratuctukd. [lokasHHK
akTUBHOCTI. PO3moJi akTUBHOCTI B 3amucax ayauTy. BumiproBanHs
kareropiii. [lopsinkoBi Bumipy. ITomryk i omiHka aHOMaiiii MEpPEKHOTO
Tpadiky Ha OCHOBI ITUKIIYHOTO aHami3y. llepeBipka HUKIIB 3 TOYKH
30py CTaTUCTMYHOi 3HauymocTi. KomOiHyBaHHS 1 MNPOEKTyBaHHS
IUKIIB B MaiOyTHe. BusBneHHs aHOMaliii METOIOM TOJIOBHHX
KoMIOHEeHT. CHHTYJISIpHUI CHEeKTpaJbHUM aHai3. MeToJ TOJOBHUX
KOMIIOHEHT 1 BUSBJICHHS aHOMAJIH y BEJIMKUX PO3MOJUIEHUX CUCTEMAX.
[lepeBaru Ta HEMONIKH CTATUCTHYHUX MeTONIB. IIpoekTyBaHHsS cucteM
BUSIBJICHHS BTOPIHEHb 13 3aCTOCYBAaHHSAM CTATUCTHYHUX METOJIB
BUSIBJICHHS aHOMAJIBHOI MTOBEIIHKA MEPEXKHOTO TpadiKy.

JIit.: [6]-[12]; [14], C.80-137.

Jlexyia 6. Busenenns amomanvHux 6UKuoie Mepexncnoco mpagixy
Memooamu KpamHOMAacuimaobHo20 aHaizy.

3acTocyBaHHS METOJIB KpaTHOMACIITAOHOTO aHalli3y B CHCTEMax
BUsABIIEHHsT BTOprHeHb. OcHOBHM Teopii BeiiBneTiB. HenepepBHe
BEWBIIET-IEpETBOPEHHS. J{UCKpeTHE BEIBIET-IEPETBOPEHHS. AJITOPUTM
Manna. AHaini3 MEeTOAIB BUSBIECHHS aHOMAJiil MepexHoro Tpadiky Ha
OCHOBI  BCHBJIET. AJNTOPUTM BUSBJICHHS aHOMAJi  METOJIOM
JTUCKPETHOTO BEHBJIET-NIEPETBOPEHHS. AJITOPUTM BUSBIICHHS aHOMAJii
3a kputepiem Dimepa ISl BUKHIIIB AUCIIEPCiii. AJTOPUTM BHSIBICHHS
aHomatiii Ha ocHOBI Kputepito Koxpana—Kokca. AIroput™ BUSIBIEHHS
aHoMaJiil 3a kpurepiem dimepa 1715 BUKUAIB cepeaHiX 3HaueHb. Bulip
NoporiB  BUsIBIIEHHS. J[MCKpeTHe BeWBIET-MAKETHE MEPEeTBOPEHHS.
Busisnienns Do0S- 1 DDoS-arak metogamu  MyJdbTH(PAKTATHHOTO
aHamizy. @pakTajJbHi BJIACTHUBOCTI TEJIEKOMYHIKallIHHOTO Tpadiky.
Busisnenns Do0S- 1 DDo0S-arak MeToqoM  MyJIbTH(PAKTATBHOTO
aHamizy. IIpoekTyBaHHS  cuUCTeM  BHABICHHS  BTOPTHEHb 13
3aCTOCYBaHHSIM METOJIB KPaTHOMACIITAOHOTO aHaJi3y JIJIsi BUSBICHHS
aHOMAaJIbHUX BUKH/IIB MEPEKHOTO TPpadiKy.

Jlir.: [6]-[12]; [14], C.138-171, [16].

Jlexkyiss 7. Memoou inmenexmyanvbHo2o aHanizy OAHUX 6 cucmemax
BUSABIICHHS. BMOPSHEHD.

BuxopuctanHsi MeTOIB 1HTEJNEKTYaJbHOTO aHali3y JaHuX Ipu
MIPOEKTYBAHHI MiJCUCTEM CHCTEM BHSABICHHsS BTOpreHb. Meroau Data
Mining. Meron onopHuX BeKTOpiB. BusiBieHHs aHoMamiid Tpadiky i3
3aCTOCYBaHHSAM HEWPOHHUX MEpeX. BUsABIEHHS aHOMaiil MepexHOi
aKTUBHOCTI 13 3aCTOCYBAHHSIM amapaTry IITYYHUX HEUPOHHUX MEpPEeXK.
3acTocyBaHHS HEHPOHHHMX MEpeX B 3ajJadax BUSBJICHHS BTOPTHEHb.
ApxitektypHi pimenHs CBB. Pesynbratu excnepumentiB. Mertonu
HITYYHOTO 1HTEJEKTY B 3ajauax 3a0e3neueHHs Oe3MeKH KOMITIOTEPHHUX
Mepexk. bararoarentHi cuctemu. CHUCTEeMHM aHali3y 3aXUIIEHOCTI.
Meroau MITYyYHUX IMYHHUX CHCTEM 1 HEHPOHHMX MEpex JUis
BUSIBJICHHS KOMIT'TOTEepHUX aTak. [loOynoBa mMTy4HOI IMyHHOI CUCTEMHU
JUIsl BUSIBJICHHSI KOMIT'IOTEPHHX aTak. MeTo/ GyHKIIOHYBaHHS IMyHHHX
HEUPOMEPEIKHUX JIETEKTOPIB. AJTOPUTM (PYHKIIOHYBaHHS CHCTEMHU
BUSIBJICHHS BTOPTrHEHb Ha OCHOBI IITYYHHX IMYHHHUX CHCTEM 1
HEUPOHHUX Mepek. BidyanbHuil aHam3 JaHux. AHaIi3 METOMdIB




Bi3yauizarii.
Jlir.: [6]-[12]; [14], C.172-211.

Tema 3. MarematuyHi acnekTd O€3MEeKH Ta 3aXHUCTy KOMI IOTEPHHUX
CHUCTEM.

Jexyis 8. Dopmanvui Mmoldeni Komnromepuux 8ipycie, Mmooeni
NOWUPEHHS 8IPYCI8 8 KOMN TOMEPHUX MEPENCAX.

Bu3HayeHHsT KOMIT IOTEPHOTO BipyCy Ha OCHOBI MOJAEIBHOTO MiAXOIY.
Mopeni ®. Koena. Monens JI. Amtemana. «®paHity3bka» MOJENb.
[ami ¢opmanbhi Moneni. Mojenb KuTalChbKUX aBTOpiB Z. Zuo i M.
Zhou. Bekropna mozaens JI. 3erxau. Mojeni Ha OCHOBI aOCTpaKTHHUX
«obuncioBaviy. «Exk3otuuni» Bipycu. Midiuni Bipycu. Batch-ipycu.
Bipycu B mouaTtkoBux Ttekctax. ['padiuni Bipycu. Bipycu B iHIIHX
onepanidaux cucremax. Bipycu B UNIX-monibHux cucremax. Bipycu
s MoOUTbHUX TenedoHiB. IHIma BipycHa «ek3oTukay. [lommupeHHs
BipyciB. Eminmemii mepexnux wWorm-sipycis. IIpocra Sl-moznens
eKCTIOHEHITIATbHOTO PO3MHOXKEHHS. SI-MOJ1eIb pO3MHOKEHHS B YMOBax
obMmexeHocTi pecypciB. SIS-monens npumituBHoro mnporunii. SIR-
Mojens  KBamigikoBaHOi  OopoTeOmM. IHmII  Momeni  emijeMil.
MonemroBaHHus 3aX0/IB MAacCUBHOI  TPOTHII. MonemoBanus
«KOHTpYepBsi». Emigemii momroBux WOrm-pipycis, QainoBux i
3aBaHTaXXyBallbHUX BipyciB. EminemMii MoOUTEHUX WOIM-BipyCiB.

Jlir.: [9]-[10]; [13]; [8], C. 23-35.

Jexyis 9. Memoou 3abe3neuenns 6e3neku ma 3axucmy KOMN 1OmepHux
cucmem 6i0 pi3HUX MUNIE KOMN TOMEPHUX GIPYCI8.

BusiBnenHs koMmn’roTepHUX BipyciB. AHami3 HempsmMux o3Hak. IIpocrti
curHatypu. KontponbHi cymu. IlutanHs edextuBHocTi. Bubip
¢ainoBux nosuuid. dinpTp binyma. Meroa mMoSOBUHHOTO AUIEHHS.
Po36utTs Ha cTOpiHKU. BHUKOpHCTaHHS CUTHATyp A JI€TEKTYBaHHS
noyniMop@HUX BipyciB. AmnapaTHe TpacyBaHHS. Emymsmis mporpam.
IMpotunis  emynsamii.  «'nmubuHa»  TpacyBaHHS 1 eMyJIsLii.
«Pentrenockomnisg» nonaiMopduux BipyciB. MeramopdHi BipycHu 1 ix
nerekTyBaHHA. Etanm «BuaineHHs Ta 300py XapakTepucTuk». Ertan
«00poOKkHM 1 aHam3y». AHam3 CTaTUCTUYHUX 3aKOHOMIPHOCTEH.
EBpucTHUHI METOAM NETEKTyBaHHS BipyciB. BuineHHS XapaKTepHHX
o3Hak. Jloriuni meromu. CuHTAKCHYHI MeTOAU. MeTOoau Ha OCHOBI
¢dopmynu baiteca. MeTtoau, sKi BHUKOPHCTOBYIOTH IITYYHI HEWPOHHI
Mepexi. KoHmeniiiss cyqacHOro aHTHBIPYCHOTO AeTekTopa. bopotrba 3
BipycamMu 0€3 BUKOPUCTaHHSA aHTUBIpYCiB. aiiJloBi «peBi30pU».
[Tomitukn  po3mexyBaHHA  Joctynmy. Kpunrtorpadiuni  MeTonu.
I'apBapaceka apxitektypa EOM. IlepcriektuBM  pO3BUTKY 1
BUKOPUCTaHHS KOMIT'IOTEpHUX BIpyciB. Bipycu sk «xi06ep30posi».
KopucHi 3actocyBanHs BipyciB. 3acoOuW 1 METOOM 3aXMCTy BiJ
MpOrpaMHUX 3akianok. [IpoexTyBaHHs cucTeM 3axucTy iHQoOpMmarii 3
BUKOPUCTaHHSIM «IipuMaHok» (honeypots, honeynet).

Jlit.: [6]-[12]; [15], C.5-81.

Pa3zowm 3a 1-nii cemectp:
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3.2 3micT J1abopaTOPHHUX 3aHSATH

No Kinbkictb
Tema mabopaTopHOTO 3aHSITTS
/o TOIUH
Ilepwuit cemecmp

1 Bukopucranas mnporpamHoro 3a0esmedeHHs YARA g BUsBICHHA 4
3JI0BMHCHOTO ITPOTPAMHOT0 3a0€3MeUeHHs Ha OCHOBI IPaBUII

2 Buxopucranns moayniB PE ta Cuckoo mist YARA 4

3 [IpoexTyBaHHS Ta IporpamMHa peaiizailisi po3MoAiICHOT CHCTEMH BUSIBICHHS 4
3JI0BMHUCHOTO MPOTPAaMHOTO 3a0€3MeUeHHs Ta KOMII IOTEPHHUX arak B
KOMIT IOTEPHHUX Mepexax

4 Peamizamis  cUTHaTYpHOTO aHamily JJIsi  BUSBJICHHS  3JIOBMHCHOTO 4
mporpaMHOro 3a0esmeueHHs y BukonyBaHux (aitnmax PE EXE 3
BUKOPHUCTAHHSM PO3MOJIICHOI CUCTEMH BHSIBJIICHHS

5 Peamizamis  eBpUCTHYHOTO  aHaNi3y JUIs BHUSBICHHA  3JIOBMHCHOTO 4
mporpaMHoro 3a0esmeueHHss y BukonyBaHux @Qaitnax PE EXE 3
BUKOPHUCTAHHSIM PO3MOJIICHOT CUCTEMHU BUSIBJIICHHS

6 Peanizamis  anamizatopa MepexHoro Tpadiky 3  BUKOPHUCTAHHSIM 4
PO3MOJIIJICHOI CUCTEMH BHSIBJICHHSI

7 Busisnenns DDoS arak Ha OCHOBI aHami3y MEpeXHOro Tpadiky 3 4
BUKOPHUCTAHHSIM PO3MOJIIJICHOI CUCTEMH BHSIBJICHHS

8 Opranizaiis MOMITUK O€3MeKH KOMIT IOTEPHUX CHCTEM Ta HaJallTyBaHHS iX 4
napaMmerpiB

9 3aikoBe 3aHSTTS 2

Pazom: 34




3.3 3MicT NpaKTHYHMX 3aHATH

No Kinbkictb
TeMa MpakTUYHOIO 3aHATTS
/o TOIUH
Ilepwuit cemecmp

1 OszHaliomJIeHHS 3 TNporpaMHUM 3a0e3nedeHHsM YARA 1 BHSIBICHHS 4
3JI0BMHCHOTO ITPOTPAMHOT0 3a0€3MeUeHHs Ha OCHOBI IPaBUII

2 Buxopucranns moayniB PE ta Cuckoo mist YARA 4

3 3aco0M TPOEKTYBaHHS Ta NpPOrpaMHa peaii3ailis POo3MOAUICHOI CHUCTEMHU 4
BUSIBJICHHSI 3JIOBMHUCHOTO TIPOTPAMHOTO 3a0€3MEYCHHS Ta KOMII FOTEPHUX
aTaK B KOMII'IOTEPHUX MEPEKax

4 Peamizamis  cUTHaTYpHOTO aHamily JJIsi  BUSBJICHHS  3JIOBMHCHOTO 4
mporpaMHoro 3a0esmeueHHss y BukoHyBaHux (aitmax PE EXE 3
BUKOPHUCTAHHSM PO3MOJIICHOI CUCTEMH BHSIBJIICHHS

5 Peamizamis  eBpUCTHYHOTO  aHaNi3y Ui BHABICHHS  3JIOBMHCHOTO 4
mporpaMHoro 3a0esmeueHHss y BukonyBaHux (aitmax PE EXE 3
BUKOPHUCTAHHSIM PO3MOJILIICHOT CUCTEMHU BUSIBJIICHHS

6 Peanizamis  anamizatopa MepexHoro Tpadiky 3  BUKOPHUCTAHHSIM 4
PO3MOJIIJICHOI CUCTEMH BHSIBJICHHSI

7 3acobu BusBieHHs DDoS atak Ha OCHOBI aHami3y MepexHOro Tpadiky 3 4
BUKOPHUCTAHHSIM PO3MOJIICHOT CUCTEMH BHSIBJICHHS

8 Opranizaiis MOMITUK O€3MeKH KOMIT IOTEPHUX CHCTEM Ta HaJallTyBaHHS iX 4
napaMmerpiB

9 [TigcyMKOBe 3aHSTTS 2

Pazom: 34
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3.4 3micT camocTiiiHoi (iHAUBITYaILHOI) pO6OTH

OO0csar camocTiitHOT poOoTH 3 aucHMIUliHE B 1 cemecTpi cTtaHOBUTH 155 roauH. Bin
BKJIIOYA€ OTPAIFOBAaHHS JIEKIIHHOTO MaTepiay, MiArOTOBKY 0 BUKOHAHHS JJAOOPAaTOPHUX POOIT

11x 3axHUcCTy, Hi,Z[FOTOBKy A0 IIPAaKTHUYHHUX 3aHATD, Hi,HFOTOBKy A0 ITOTOYHOI'O KOHTPOJIO.

KepiBHHLITBO caMOCTiifHOIO poOOTOI0 3AIMCHIOE BHKJIAAAay 3TiJHO 3 PO3KIAIOM
KOHCYJIbTAIIN B TT03aypOYHUI Yac.

Howmep Bua camocriiiHoi po6oTu K-1b
THKHS TOJMH
Hepwiuii cemecmp
1 OmnpamoBanHs JIeKIiiHOTO Marepiany. [linroroBka 1m0 nabopaTopHOi 9
podotu Nel. CamocriiiHa pobGoTa Haa pPO3pOOKOIO MporpamMu 10

naboparopHoi poooTu Nel.

2 OmnpamoBanHs  JekiiiiHoro wmarepiany. CaMmocriiiHe — oOmpamroBaHHS 9
TeopeTnyHOro marepiany. IlinroroBka no 3axucty jgabopaTopHOi poboTH
Nel.

3 OmnpamroBaHHs JIeKIiHOTO Marepiany. IliarotroBka 1m0 mabopaTtopHOi 10
podotu Ne2. CamocriiiHa poGoTa Haa pPo3poOKO MporpamMu 0
nmaboparopHoi poooTr Ne2.

4 OmnpamoBanHs  JekiiiiHoro wmarepiany. CaMocTiiiHe — OIpairoBaHHSI 10
TeopeTnyHOoro marepiany. IlinroroBka mo 3axucry jgabopaTopHOi poboTh
No2.

5 OmparroBanHst  JIekiiHOro Marepiany. IlinrotoBka g0 sabopatopHOi 9
pobdotu Ne3. CamocriiiHa poGoTa Haj po3poOKOK Mporpamu 0
nabopaTopHoi poboTu Ne3.

6 OmnpaifoBanHst ~ JekuiiiHoro  marepiany. IlifrotoBka g0  3axucry 9
nmaboparoproi pobotm Ne3. CamMmocCTiiiHE OMNpAIIOBaHHS TEOPETUYHOTO
Mmarepiany.

7 OmpairoBanHst  JieKkuiiHoro marepiany. IlinrotroBka g0 nabopaTopHOi 9
pobdotu Ned. CamocriiiHa poOoTa HaJ po3poOKOK Mporpamu 10
nabopaTopHoi podoTu Ned.

8 OmnpaifoBanHst ~ JekuiiiHoro  Marepiany. IlixrotoBka g0  3axucry 9
nabopaTopHoi podoTu Ned.

9 OmnpaitoBanHs JekiiifHoro Matepiany. IliaroroBka no maGopaTopHOl 9
podotu Ne5. CamocriiiHa pobGoTa Haa pPoO3poOKOIO MporpamMu o0
nabopaTtopHoi poOotu NeS.

10 OmparroBanHst ~ JekiiitHoro  Marepiamny. [liarotoBka 10  3aXuCTy 9
nabopaTtopHoi pobotu NeS. CamoctiiiHe OmNpaltoBaHHS TEOPETHYHOIO
MaTtepiaiy.

11 OmnpaifoBanHs JekiiifiHoro Matepiany. IliaroroBka no maGopaTopHOi 9
podotu Ne6. CamocriiiHa pobGoTa Haa po3poOKOIO Mporpamu [0
nabopaTopHoi podoTu Neb.

12 OmpairoBanHst ~ JiekiiitHoro  Marepiany. [liarotoBka 10  3aXuCTy 9
nabopaTtopHoi pobotu Ne6. CamocTiiiHe OmnpalfoBaHHS TEOPETHYHOIO
Marepiany.

13 OmnpaifoBanHst  JekiiiiHoro Matepiany. IliaroroBka npo maGopaTopHOl 9
poborn Ne7. CamocriiiHa poOoTa Hax pPO3POOKOID TMPOrpaMH 10
nabopaTtopHoi podotu Ne7.

14 OmpairoBanHsi ~ JiekiiitHoro  Marepiany. [liarotoBka 10  3axXuCTy 9

nabopatoproi pobotu Ne7. CamocTiiiHe OIpamioBaHHI TEOPETHYHOIO
Marepiany.
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15 OmnpaifoBanHs  JekiiifHoro Matepiany. IliaroroBka npo maGopaTopHoi 9
poborn Ne8. CamocriiiHa poboTa Hax pPO3POOKO MPOrpaMH 10
naboparopHoi poooTu Ne§

16 OmpairoBanHst ~ JiekiiitHoro  Marepiany. [liarotoBka 10  3aXuCTy 9
naboparopHoi po6oTu Ne§.
17 OmpairoBadHsi  JIGKIIIHHOTO ~MaTepiaiy. CamocTiitHe ompaItoBaHHs 9

TEOPETUYHOTO MaTepiany.

Pa3om 3a 1-mii cemectp: | 155

4. METOIU HABYAHHS

[Iponiec HaByaHHS 3 JUCHMIUIIHM IPYHTY€ThCSI HAa BUKOPUCTAHHI TpaJuLiHHMX Ta
CYy4aCHUX MeETOJiB. 30KpeMma, JIeKIii HNPOBOJATHCS B OCHOBHOMY CIIOBECHUMH METOJaMH, a
nabopaTopHi Ta WPAKTUYHI 3aHATTS TPOBOJATHCS 3 BUKOPUCTAHHSAM iH(OpMAIiHUX
TEXHOJIOTiM, MalicTep-KiaciB, NPaKTHUKyMiB 1 MaloTh 3a MeTy —  HaOyTTs CTyJeHTaMmu
MPAKTUYHUX HABHYOK 3 MPOEKTYBAHHS CUCTEM 3aXUCTY iH(popMarii Ta iX KOMIIOHEHTIB, a TAKOX
3a0e3neueHHs 0e3MeKy B KOMIT FOTEPHUX CHCTEMAaxX ICHYIOYHMH CIIeHiaTi30BaHUMH 3aC00aMHu.

5.
5. ONIHIOBAHHA PE3YJIBTATIB HABYAHHS CTY/JIEHTIB

[ToToyHMiA KOHTPOJIb 3IIHCHIOETHCS T Yac JICKIIHHUX Ta JaO0OpPaTOpPHUX 3aHAThH, a
TaKO Yy JIHI IPOBEJICHHS] KOHTPOJIBHUX 3aXOiB, BCTAHOBJICHUX POOOYMM IUIAHOM JHCLUILIIHU.
CemecTpoBHll KOHTPOJIb MPOBOAUTECS Yy (popmi 3amiky. [Ipu 1ipoMy mpu BUBEIEHHI OCTATOYHOI
OLIIHKM BPaxOBYIOThCS Pe3yJIbTaTH OTOYHOI'O KOHTPOJIIO.

[lpn BUKIagaHHI AMCIUIUIIHA BHKOPHCTOBYIOTHCS TaKi BWAM HABUAIBHUX 3aHATH, 5K
nekiii, nabopaTopHi poOOTH, NPAKTUYHI 3aHATTHA, I1HAUBIAyalbHE KOHCYJIbTYBaHHA 1
KEpPIBHUIITBO CAMOCTIMHOIO pOOOTOIO CTY/ICHTA.

KoxxHuit Bua poOOTH 3 AUCHUILIIHU OLIHIOETbCA 33 Yomupubanivroro 1mkanow. CTyIneHT,
SKAA HaOpaB TO3UTHUBHUN CEPEeIHbO3BAXKEHUN 0al 3a TMOTOYHY pOOOTY BBaKAETHCA
BCTUTAIOYHM.

[Tpu o1iHIOBaHHI 3HaHb CTY/IEHTIB BUKOPUCTOBYIOTHCS Pi3HI 3aCO0M KOHTPOJIIO, 30KpeMa:
yCHE ONUTYBaHHs Mepes JOMYCKOM O BUKOHAHHS JJAOOpaTOpHOi poOOTH — 3/1HCHIOETHCS Ha Ti
MOYaTKy; SKICTh BUKOHAHHSA, HAOyTTS TEOPETUYHHUX 3HAHb 1 NPAKTUYHUX HABHYOK
NEPEBIPSETHCS IIISIXOM 3aXUCTY KOXKHOI J1a00paTOpHOT poOOTH 3TiAHO 3 poOOUOI0 MPOrpPaMoro
IUCIIAILIIHHA.

OriHka, siKa BUCTABIIETHCS 3a JabopamopHe 3aHammsl, CKIANA€TbCA 3 TAKUX €JIEMEHTIB:
YCHE ONMTYBAaHHS CTYACHTIB TeEpes IOIYCKOM 10 BUKOHAHHS JIA00OpaTopHOi poOOTH; 3HAHHS
TEOPETUYHOI0 Marepiady 3 TeMH; SKICTh O(QOpMIIEHHS 3BITY 1 IpadiyHOl YAaCTHHHU; BMiHHS
CTYJ€HTa OOTpYHTYBaTH MPUNHHATI KOHCTPYKTHBHI PILICHHS; CBOEYACHUN 3aXUCT Ja0OpaTOpHOI
poGotu. /[ BUKOHAHHA MPOrpamMH JUCLUIUIIHK CTYACHT MOBHMHEH OTPHUMATH 8 MO3UTHBHHX
OIIIHOK 3a JJabopaTopHi poOOTH B ceMecTpi.

TepmiH 3axucTy 1a60paTOpHOi pOOOTH BBAXKAETHCS CBOEYACHUM, SIKILO CTYAEHT 3aXHCTUB
il Ha HACTYITHOMY TIICJIsI BAKOHAHHS POOOTH 3aHATTI.

[Tponymene nabopaTopHe 3aHATTS CTYJEHT IOBHMHEH BIJIpPALIOBaTH B JabopaTopisx
Kadenpu y BCTAaHOBJIEHHUI BHKIAJaueéM TEPMIH 3 PEECTPALEI0 Yy BIAMNOBIIHOMY KypHall
kadenpu, ane He Mi3Hille, HIXK 32 THXAEHB JI0 3aBEepIICHHS TEOPETHUYHUX 3aHATh Y CEMECTPI.

[Ipu oyintosanni 3Hanb CTYACHTIB BUKIIAIa4 KEPYETHCS TAKUMHU KPUTEPISIMHU.

Ouwiky ,.BiqMIHHO”, 3a mikanoo ECTS — A (auB. miKkaiy OLIHOK), OTPHMYE CTYACHT 3a
rIMOOKe 1 IIOBHE OTaHYBaHHs 3MICTY HaBYaIBHOIO MaTepiany, B SKOMY BiH JIETKO OPIEHTYEThCA,
NOHATIMHOIO amapary, 3a yMIHHs 3B’S3yBaTH TEOPIO 3 MPAKTUKOIO, BUPIIIYBATU MPAKTUYHI
3aBJaHHS, BHCIOBIIOBATH 1 OOIPYHTOBYBATH CBOI CYJDKCHHS. Binminza orinka mepenbadae
TPaMOTHHH, JIOTIYHMH BHKIAl BIANOBIAI (IK B YCHIW, Tak 1 B IHCBMOBIH Qopmi), sKicHe
30BHIIIHE oopmieHHs. CTyIeHT MOBHHEH HaOyTH MPAaKTUYHUX HABHYOK 13 CKJIAJaHHS Pi3HUX
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QITOPUTMIB Ta PO3POOKH IMporpam 3a UMy anroputMamu. OmiHka "BiAMIHHO" BHCTaBISETHCA
CTYACHTY, SIKUI TTMOOKO 3aCBOIB MpPEAMETHY OOJIACTh Ta BMi€ 3aCTOCOBYBATH ii Ha MPAKTHUIIL.
CTyneHT HE TMOBHHEH BaraTucs NMpU BUO3MIiHI 3allMTaHHS, MOBUHEH POOWUTH JCTaJbHI Ta
y3arajabHIOKYl BUCHOBKH.

OmuiHky ,,100pe”, 3a mkaigorww ECTS — B, orpuMye CTyIEHT 3a IIOBHE 3aCBOEHHS
HaBYaJIbLHOTO Marepianay, BOJIOAIHHS IOHATIHHUM arapaToM, OpIEHTYBaHHS B BHBYCHOMY
Marepiani, CBiJoME BUKOPHUCTAHHS 3HAHb JJIA BUPIMICHHS MPAaKTHYHUX 3aBJaHb, I'PaMOTHUUN
BHMIKJIAJ] BIJIIOBIJII, ajie¢ y 3MICTI 1 popMi BIOIMOBIII Majay MiCLIE OKpEeMi HETOYHOCTI (ITOXUOKH),
HEYiTKi (POPMYITIOBAaHHS 3aKOHOMIPHOCTEH TOIIO. BiAMOBias CTyeHTa TOBUHHA OyIyBaTHCh Ha
OCHOBI CAMOCTIHOTO MUCJICHHS.

Owinky ,,n00pe”, 3a mkanoww ECTS — C, oTpuMye CTyIeHT 3a NpaBUIbHY BiAIOBIIb 3
OJIHIEIO CYTTEBOIO TIOMUIIKOIO.

Oninku "3amoBinbHO", 3a mkanow ECTS — D, 3aciayroBye CTyIeHT, SIKHW BUSBUB 3HAHHS
OCHOBHOI'O HABYaJILHO-IIPOIPAMHOI0 MaTepiaay B 00Csa31, HEOOXiZHOMY IS IOJANIBIIOrO
HaBYaHHA Ta MPaKTUYHOI MJiSUTBHOCTI 3a mpodeciero, IO COpaBISETbCS 3 BHUKOHAHHAM
MPaKTUYHUX 3aBJIaHb, TIepeI0adyeHUX MporpaMoro. SIK mpaBWIIO, BIJAIOBIIb CTYICHTAa OyIYETHCS
Ha pIiBHI PEHPOJYKTHBHOIO MHCJICHHS, CTYIACHT CJIa00 3HA€ CTPYKTYpPY KypcCy, JOIyCKae
MOMUWJIKA y BIAMOBIAI, 3acCBOIB 1 HaOyB NPAKTUYHUX HABUYOK, ajie JOIYCTUB HETOYHOCTI.
Baraetbcst ipu BiZIMOBiII HA BUIO3MIHEHE 3alIUTaHHS, Pa30M 3 TUM CTYACHT BOJIOJII€ 3HAHHSIMH,
10 JTO3BOJISIIOTH HOMY il KEPIBHHIITBOM BHKJIa[lauya YCYHYTH HETOYHOCTI y BIJIITOBIII.

Oninku "3amoButeHO", 3a mkamoro ECTS — E, 3acmyroBye CTyIeHT 3a HEIOBHE
OTIaHyBaHHS MPOTPAMHOTO MaTepiaily, ajne OTpUMaHi 3HaHHS 1 HAOyTi MPaKTHYHI HABHYKH.

OuiHKa ,»He3an0BubHO”, 3a mKkanow ECTS — FX, BucraBnseThcs, KOMU CTYIAEHT Mae
po3pi3HeHi, OE3CHCTEMHI 3HAHHS, HE BMi€ BHAUDITH TONOBHE 1 APYropsiiHE, HOIYCKA€THCS
MOMIJIOK Y BHU3HAYCHHI IOHATH, MEPEKPydye iX 3MICT, XaOTHYHO 1 HEBICBHEHO BHUKIIAIA€
MaTepiajg, HE MOXC BHKOPHCTOBYBAaTH 3HAHHS MPH BHUPINICHHI NPAaKTHYHUX 3aBlIaHb. Sk
MPaBUIIO, OIIHKA "HE3aJ0BUIBHO" BHUCTABISAETHCS CTYACHTY, SKHH HE MOXE MPOIOBKUTH
HaBYaHHs 0€3 TOJJaTKOBUX 3HAaHb 3 KypCYy.

Ominka ,He3anoBiIbHO”, 3a mKanow ECTS — F, BucTaBisS€Thcs CTYIEHTY 3a MOBHE
HE3HaHHS 1 HEPO3yMIHHS HaBYAJIBHOIO Marepiany abo BIAMOBY BiJ BIANOBIAl 1 nependadae
MOBTOPHE HaBUAHHS CTYACHTA 3 TUCIUILTIHU.

KoxHuit Bug poOOTH OLIIHIOETHCS 32 YOTUPUOATBbHOO HIKaor. CeMecTpoBa MiJCyMKOBa
OLIIHKA BU3HAYA€THCS K CEPEeTHbO3BAYKEHA 3 YCIX BU/IB POOIT.

CTpyKTypyBaHHS JUCHUIJIIHU 32 BUaMHU PoOiT i olliHIOBaHHS pe3yJIbTATiB
HABYAHHA CTYJAEHTIB Y cCeMecTpi 32 BATOBUMH KoedimieHTaMu

AynuTopHa podoTta CamMocriiiHa, iHIUBiTyaTbHA dopma
pobota KOHTPOJILHOTO
3axo/y
1 cemectp
JlabopaTophi poboTu Ne: [paktruni poboT Ne TecToBuii KP 3arik
KOHTPOJIb:
[2]3falsfel7[8] | [ [ [ [ [ [ |
BK: 1 0

Ipumimxa: T — tema qucturiiag; BK — BaroBwuii koedii€eHT;

SIKIo CTYIEHT OTpUMaB HETaTHBHY OINHKY, TO BiH Ma€ Mepe3/iaTH il B yCTAHOBJICHOMY
MOPSIZIKY, ajie 000B’SI3KOBO JI0 TEPMIHY HACTYITHOTO KOHTPOJIIO.

[TincymkoBa ceMecTpoBa OILlIHKAa 3a HalioHaJpHOIO Imnkamoro 1 mkanoro E€EKTC
BCTAHOBITIOETHCSI B aBTOMATH30BAHOMY PEKHMI TICJIS BHECEHHS yCiX OIIHOK JO €JeKTPOHHOTO
)ypHaiy. CHiBBITHOIIEHHS BITYM3HSIHOI IIKAIW OLIHIOBaHHS 1 mmkanu ouiHtoBanHs €KTC
HaBEJICHI Y HACTYIHIN TabIuIIi.

Jlist mepexo/ty BiJl BITYM3HSHOI OIIIHKHU 0 OIiHKHM 3a mmKkanoo ECTS HeoOxigHO 3HANHTH
CcepemHbOAPU(METHYHY OIIIHKY 3a BITUYM3HSHOIO IIKAJIOK, MOMHOXHUTH 1i Ha BIIMOBIIHUAN
BaroBWii KOe(iIlieHT 1, JOJABIIM BCi CKIAJOBi, OTPUMaeMO CyMy OaliB, sKi BHU3HAYaTh

KoHKpeTHY ominky ECTS.
ChiBBiTHOIIEHHS BIiTYN3HAHOI IIIKAJIM OIIHIOBAHHA i miKkau oniHoBaHHa €CKTC
Ouwinka ECTS Bamu BirtunsHsana ominka
A 4,75-5,00 5 | BIAMIHHO - rnmboke i TOBHE ONaHYBaHHS HaBYAJILHOTO
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Marepiany i BUSBJICHHS BiIIOBIIHMX YMiHb Ta HABUKIB

B 4,25-4,74 4 JIOBPE — moBHe 3HaHHS HABYAJIbHOTO Marepiady 3 KiIbKOMa
HE3HAYHUMH ITIOMHIKAMU

C 3,75-4,24 4 JJOBPE — B 3arampbHOMYy @paBHJbHA BiJIOBiAb 3 OJHIEKO
CYTTEBOIO IOMHUJIKOIO

D 3,25-3,74 3 3AZIOBUUIBHO - HenoBHe ONaHyBaHHSA  MPOTPaMHOIO
Mmarepiany, aje MAOCTAaTHE JUIsl TPAaKTUYHOI JisUIBHOCTI 3a
npodeciero

E 3,00-3,24 3 3AZIOBIJIBHO — HemoBHe oOmHaHyBaHHS HPOTPaMHOTO
Marepiay, 110 33/I0BOJIbHSIE MiHIMaIIbHI KpUTEPil OIIHIOBaHHS

FX 2,00 -2,99 2 HE3AJIOBIJIbHO - 6e3cucTeMHICT, OJCpKaHUX 3HAHb i
HEMOJKJIUBICTh MPOJIOBXKUTH HABYAHHS 0€3 I0JJATKOBHX 3HAHb 3
JUCLUITIIHA

F 0,00-1, 99 2 HE3AJIOBIJIBHO — HeoOxigHa cepiio3Ha momambira pobora i
MTOBTOPHE BUBYCHHS AMCIUILTIHI

6. MUTAHHSA 1J151 CAMOKOHTPOJIIO CTYJAEHTIB
1. OcHOBHI MOHATTS 1 TEpMIHMU 3axUCTy iH(opmamii Ta Oe3MeKH KOMIT IOTEPHUX CHUCTEM.
[Moustrs: iHdopmariiina 6e3neka, kibepHeTnyHa Oe3neka (kibepOesmeka), 3axXucT iHpopMmarrii.
2. BnactuBocti iH(popmariiinoi Oe3neku. [lpuHmunum 3abe3nedeHHs iHGOpMAIiiHOT Oe3MeKH.
Kputépii ouinky iHpopmaniitHoi Ge3néky.
3. Metononorivna 06a3a Juis BU3HAYEHHS BHUMOI 3aXHCTy KOMM'IOTEPHHX CHUCTEM BiJl
HECAHKIIIOHOBAHOTO JOCTYIy, CTBOPEHHS 3aXMCHHX CHCTEM Ta OLIHKU CTYIEHS 3aXHIIEHOCTI.
YoTupu Tpymu BUMOT 3aXHUCTY MPOTH MeBHUX TUMiB 3arpo3. Cranmapt ISO/IEC 15408 «3aranbHi
KpHUTEpil OIiHKY Oe3neKn iHPOpMALIHHIX TEXHOIOT1i».
4. 3arpo3u Oesmeui indopmamii. Buau 3axucty indopmamii. PyiiHyrodi mporpamHi BIUIMBH.
[IpyunHU TPyOOMICTKOCTI PpIIIEHHS 3adadyl 3a0e3nedyeHHs Oe3NeKd MPOTrpaMHHUX CHCTEM.
310BMHUCHE NporpaMHe 3a0e3MeueHHs Ta KOMIT FOTEpHI aTaKH.
5. Metoau 3axucTy BiJ pYHHYHOUHMX MPOTPAMHMX BIUIMBIB Ta iX BusABIEHHS. [lokomiHHS
aHTHUBIPYCHUX MporpaMm. THUIOBa apxiTekTypa NPOrpaMHHUX 3ac00iB aHTHUBIPYCHOI'O 3aXMCTY.
Henoniku icHyrounx 3aco0iB 3aXUCTy Ta MEPCHEKTUBHI METOJIM 3aXUCTy Bl PYHHYIOUHX
NpOTPaMHUX BILJIMBIB.
6. Kpurepii edekTHBHOCTI porpaMHuX 3aco0iB aHTHBipycHOTO 3axucty. ROC-anaii3 B 3agayax
BUSIBJICHHS 3JI0BMUCHOT'O IIPOTPaMHOTO 3a0€3MeUeHHs Ta KOMIT IOTepPHUX aTaK.
7. IToHATTS PO KOMIT IOTEPHI aTaKH.
8. Mixwmepexni expanu (firewall), antusipycu, cucremu BusiBnenns arak (CBA) (Intrusion
Detection System, IDS), cucteMun KOHTPOJIIO HITICHOCTI, KpUITOrpadiuHi 3aco0u 3aXHCTYy.
9. Tunu arak. Moneni atak. Knacudikaris kommn’ torepaux arak. OcHOBHI Tunu aHomaiiii B IP-
Mepexxax. Etanu peanizarnii aTak.
10. OcHOBHI MexaHi3MH peaii3allii atak. BuB4eHHs oToueHHs. [neHTHdiKaIlis TOMONOTiT MEpexi.
Inentudikamis By3miB. InenTudikamis ceppiciB abo CcKaHyBaHHS MOpPTIB. I[aeHTHikaris
omnepauiiHoi cucremu. BuzHaueHHs poni Bysna. BusHaueHHs Bpa3inMBOCTI Bysna. Peamizamis
aTak: TPOHMKHEHHS, BCTAaHOBJICHHS KOHTposro. Ll peamizamii arak. 3aBepiieHHsS aTakKH.
3aco0u TOCSTHEHHSI METH aTaKu.
11. 3acTocyBaHHS TEXHOJIOT1 0€3MEYHOTO MPOTPaMyBaHHH.
12. Ilpunimnu noGy 0B CUCTEM BHUSBIIEHHS BTOPTHEHb.
13. OcHOBHI TOHATTS TPO CHUCTEMH BUSBICHHS BTOprHeHb. Kiacudikamis cucteM BHUSBICHHS
aTax.
14. Cucremu BusBIIEHHS aTak piBHS Mepexi. Kiacudikariis cucreM BUSBIEHHS BTOPIHEHbD.
15. XapakTepuCTHKU CUCTEM BHUSBICHHS BTOpHEHb. CHCTEMH KOHTPOJIIIO IIUTicHOCTI. MOHITOpH
peecTpamiiftHux (aitmis.
16. ApxiTekTypa CUCTEM BUSBIICHHS BTOpPrHEHb. OCHOBHI €IEMEHTHU JIOKAIBHOI Ta TI00abHOT
apXIiTEKTyp CUCTEM BHSIBICHHS BTOPTHEHb.
17. TexHonorii ToOyI0BU CHCTEM BUSBIICHHS aTaK.
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18. OcHOBHI TOHATTS TPO CHCTEMH BHUSBIICHHS aTaK 1 TEXHOJOTIi BHUsBIEHHA. IcHyrodi
TEXHOJIOT1i CHCTEM BHSIBIICHHS BTOPTHEHb.

19. Meroau, siKi BUKOPHCTOBYIOTh CHTHATYPH BTOPTHEHb. IIpoaykiiiiai (€KcmepTHi) cucTeMu
BUSIBJICHHSI BTOPTHEHb. BUSBICHHS BTOPTHEHb, IO 0a3yeThCsl HAa MOENi. AHali3 MEpPexoiy
CHCTEMH 13 cTaHy B cTaH. KOHTpOJIb HATMCHEHHS KJIABILI.

20. Konuerniis BUSBICHHS KOMITIOTePHUX 3arpo3. lligBuimeHHs eQEeKTUBHOCTI CHUCTEM
BUSIBJICHHS aTaK.

21. ®a30Buii IPOCTiIp KOMI'TOTEPHUX ATaK.

22. XapaKTepuCTHKa HANpPSMKIB 1 TPy METOMAIB BHSBJICHHS BTOPrHEHb. THIIOBa apXiTeKTypa
CHCTEMU BHSBIJICHHS aTak.

23. I'pynu MeToaiB 3 BHUSBJICHHS aHOMATiil 1 3J0BXXHBaHb: 3 KOHTPOJIHOBAHUM HABYAHHSIM
(«HaBUAHHS 3 YUUTEIIEM») 1 3 HEKOHTPOJIbOBAaHUM HaBUAHHSIM («HABYaHHSA 0€3 YUUTEIS»).

24. HexoMepIliliHi CHCTEMH BHUSBJICHHS KOMIT FOTEPHHX aTakK.

25. Amnaniz MepexHoro tpadiky i KoHTeHTy. [Iporpamu aHamizy Ta MOHITOPHUHTY MEpPEKHOTO
Tpadiky. OTpuMaHHA 1 MIATOTOBKA BUXIAHUX JaHUX JUIS aHaNi3y BJIACTUBOCTEH aHOMalii
Tpadiky. AHani3 3pa3kiB Tpadiky. Tpacu i ix anamis.

26. TectyBanHsa mporpamHoro 3a0esnedeHHs. Mepexni ataku Portsweep, Neptune, Nmap,
Mailbomb, Smurf. Tunu ckanyBaHHS OPTIB.

27. 3aCTOCYBaHHS CTAaTUYHUX METOJIIB B CCT€MaX BHSBIIEHHS BTOPrHeHb. CTaTUCTUYHI METOU
BUSIBJICHHSI aHOMAJIbHOT 1OBeNiHKU. [Ipodise THIIOBOI mMOBEIIHKM 00'€KTY.

28. MeTou MateMaTUYHO1 cTaTUCTUKH. Kitacudikariiss METO1iB BUSBIICHHS 3MiH.

29. I[ToMuIIKH TIEPIIOTO i APYTOTO POAY B OIIHIN €()EeKTUBHOCTI AITOPUTMIB BUSBICHHS.

30. PiBeHb 3HaYyIIOCTI 1 MOTYXXHICTb KPUTEPIIO.

31. Cratuctuuni tectu. Kpurepii BiamoBimHocti Ta omnHopigHocTi. Kpwurepiit xi-kBagpart.
Kpurepii 3roau.

32. Kpurepiit Kommoroposa-CmipHOBa.

33. Kpurepii oninroBaHHs oqHOpiAHOCTI Binkokcona-ManHa-YiTHi.

34. [TapaMeTpUIHHUN METO/I PEECTpaIlii 3MiH.

35. KontposnbHi kaptu. Kontponehi kaptu [llyxapra, CUSUM.

36. Bussnenns DDoS-atax i3 3acrocyBannsm anroputmy CUSUM.

37. Po3nofinene BTOprueHHs. Tpu OCHOBHI Tpynu MeTo/iB BusiBieHHs: DDo0S-atak. BusBnenns
DDoS-arak Ha OCHOBI BIATIOBIIHOCTI MiXK 3'€THAaHHSIMH, 1[0 BCTAHOBITIOIOTHCS 1 3aKPUBAIOTHCS.
Bubip napamerpis anroputmy CUSUM. MonitopuHr pizaux IP-anpec y BxigHomy Tpadiky.

38. Hemapamerpuuni Gararoumipai CUSUM tectn misi mBuaKoro BusBIeHHs DoS-atak B
KOMIT'IOTepHUX Mepekax. Hemapamerpuunuii 6ararosumipanit CUMSUM anroputwm.

39. Henapamerpuuni metoau. Korrponbai kaptu EWMA.

40. Kpurepii aHOManbHOT OBEIIHKU Ta iX MpaKTUYHE 3aCTOCYBaHHS. BiJICOTKOBE BiAXMJICHHS.
EnTpomisi. Metonu omucoBoi cratucTtuku. [loka3sHuk akTuBHOCTI. Po3monin akTHBHOCTI B
3anucax ayauTy. BumiproBanns kareropiid. IlopsinkoBi Bumipy. Ilomyk i omiHka aHoMaii
MepexHoro Tpadiky Ha OCHOBI IHUKIIYHOTO aHami3y. llepeBipka MUKIIB 3 TOYKH 30Dy
CTaTUCTHYHOI 3HauyImocTi. KomMOiHyBaHHS 1 MPOEKTYBaHHS LIUKJIIB B MallOyTHE.

41. BusiBneHHs aHoMajiil METOJOM T'OJIOBHUX KOMITOHEHT.

42. CUHTYJISIpHUH CTIEKTpalbHUN aHAI3.

43. MeTo/ TOJIOBHUX KOMIIOHEHT 1 BUSIBJICHHSI aHOMAJTil y BETMKHUX PO3MOIUIEHUX CHCTEMAaX.

44. TlepeBaru Ta HEAOIIKUA CTATUCTUYHUX METO/IIB.

45. TIpoekTyBaHHS CHUCTEM BUSBJICHHS BTOPTHEHb 13 3aCTOCYBAaHHSM CTAaTHUCTUYHHX METO[IB
BUSIBJICHHSI aHOMAJIbHOI MTOBEJIIHKA MEPEXHOT0 Tpadiky.

46. 3acToCcyBaHHSI METO/IIB KPATHOMACIITAOHOTO aHATI3y B CUCTEMaX BHUSBIICHHSI BTOPTHEHb.

47. OcHoBu Teopii BeiiBieriB. HemepepBHe BelBieT-iepeTBOpPeHHA. JlUCKpeTHE BeWBIeT-
nepeTBopeHHs. AnroputMm Maiia.

48. AHaii3 METO/IIB BUSIBJICHHS aHOMAaJIIi MEPEKHOT0 TpaiKy Ha OCHOBI BEHBIIET.

49. AnTOpuTM BUSBIICHHS aHOMAaJIIi METOJOM JTMCKPETHOT'O BEHBJIET-IIEPETBOPEHHSI.
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50. AnropuTm BUSIBIICHHS aHOMAJIiH 3a kpuTepieM Dimiepa 1 BUKUIIB JUCTIEPCIi.

51. AnropuT™m BHSIBIICHHS aHOMaJTiii Ha ocHOBI KpuTepito Koxpana—Kokca.

52. Anroput™m BUSIBICHHS aHOMaJlid 3a kputepiem dDimiepa ajis BUKHUIIB CEPEIHIX 3HAYECHb.
Bubip noporis BUsBIEHHS.

53. JluckpeTHe BeHBIET-TIAKETHE MIEPETBOPEHHS.

54. Busnenns Do0S- i DDo0S-arak metomamu MynbTU(pakTagbHOro anamizy. dpaxranbHi
BJIACTUBOCTI TEJICKOMYHIKaIIHHOTO TpadikKy.

55. BUKOpUCTaHHS METOJIB IHTEJIEKTYaJbHOIO aHANi3y JaHUX IMpPHU MPOEKTYBAHHI ITiJICUCTEM
CHCTEM BHUsIBIICHHs BToprenb. Meroau Data Mining. Meton onopHuX BEKTOPIB.

56. BusiBnenHs anomaiiii Tpadiky i3 3aCTOCYBaHHSM HEMpPOHHUX MepeX. BusSBICHHS aHOMaii
MEpEeXXHOT aKTUBHOCTI 13 3aCTOCYBAaHHSAM amnapaTy LITYYHUX HEMPOHHUX Mepexk. 3aCTOCYBaHHS
HEHPOHHUX MEpeX B 3a/1a4ax BHUABICHHS BTOPTHEHb. ApxXiTekTypHi pimenns CBB. Pesynpratn
EKCIICPUMECHTIB.

57. MeToau IITy4HOTO iHTENEKTY B 33a4ax 3a0e3neueHHs OE3MeKH KOMITTOTEPHUX MEPEK.

58. bararoarentHi cuctemu. CHUCTeMHU aHaNI3y 3aXUIIECHOCTI.

59. Meroau WITy4YHUX IMYHHHUX CHUCTEM 1 HEHPOHHHMX MEpEeX /IS BUSBICHHS KOMIIIOTEPHHX
atak. [loOynoBa IITYy4yHOI IMYHHOI CHCTEMM JUIsl BHSIBIIGHHS KOMIT'IOTEpHUX arak. Mertoa
(GYHKIIOHYBaHHS IMYHHUX HEHPOMEPEKHUX IETEKTOPIiB. ANTOPUTM (YHKIIOHYBaHHS CHCTEMHU
BUSIBJICHHS BTOPTHEHb HAa OCHOBI LITYYHUX IMYHHUX CUCTEM 1 HEHPOHHUX MEPEK.

60. BisyanbHuii anani3 jaHux. AHaji3 METOAIB Bi3yaui3aiii.

61. MaremMaTHuH1 aclieKTH O0€3MeKH Ta 3aXUCTY KOMIT I0TEPHUX CUCTEM.

62. ®opmanbHi MOZEIi KOMIT IOTEPHHX BipyciB. Bu3HaueHHS KOMIT FOTEPHOTO BipyCy Ha OCHOBI
MoenbHoro migxoxy. Moaemni @. Koena. Mogens JI. Annemana. «®paniry3pka» MoAenb. [Hmn
dopmanbHi Mojaeni. Monenb KHTaWChKUX aBTOpiB Z. Zuo i M. Zhou. Bekropna moxens /.
3erxau. Mojelni Ha OCHOBI a0CTPaKTHUX «OOYUCITIOBAYIBY.

63. Mogeni mnomMpeHHS BIPYCIB B KOMII'IOTEPHHUX MEpeXkKax. [Ipocra SI-monens
€KCIOHEHI[IAJIbHOTO PO3MHOXKEHHS. SI-Mo/ieb pO3MHOXKEHHS B yMOBaX OOMEKEHOCT1 pecypciB.
SIS-monens mpumituBHOTO TpoTuAili. SIR-Momens kBamiikoBanoi OopoThOHM. [HIINI MOmemi
enijgeMii.

64. «Ex3otmuni» Bipycu. Midiuni Bipycu. Batch-Bipycu. Bipycm B moyaTkoBHX TeKcCTax.
I'padiuni Bipycu. Bipycum B iHmuX onepamiiinux cucremax. Bipycu B UNIX-nonibHux
cucrtemax. Bipycu ans MoO1IbHUX TeneoHiB. [HIlIa BipycHa «EK30THKa.

65. Ilommpenns BipyciB. Emiemii MepexHux WOrm-pipyciB MojentoBaHHS 3aXO/(iB MAaCHUBHOI
npotuAdii. MopentoBaHHS «KOHTpUepBs». Eminemii momroBux WOrmM-BipyciB, (aiaoBux 1
3aBaHTaXyBaJIbHUX BipyciB. Enigemii MoO1IbHUX WOIM-BipyciB.

66. Meronu 3a0esredeHHs Oe3leKH Ta 3aXUCTYy KOMIIFOTEPHHX CHUCTEM BiJ DI3HHX THIIB
KOMIT FOTEPHHUX BipYCiB.

67. BusiBieHHS KOMIT'IOTEPHUX BIpyCiB. AHami3 HeNpsAMHX O3HaK. [IpocTi cHUTHaATYpH.
Konrponsni cymu. [lutannsa edpexruBHocti. Bubip ¢aitnosux nosuuiit. ®instp biayma. Meron
MIOJIOBUHHOTO JiJIeHHS. PO30WTTS Ha cTOpiHKH. BUKOpHCTaHHS CUTHATYp Ui JETEKTyBaHHS
noigiMoppHUX BipyciB. AmapatHe TpacyBaHHs. Emynsauis nporpam. Ilpotumis emyssmii.
«I'muOuHa» TpacyBaHHS 1 eMYJISLII.

68. «PeHTrenockoris» noaiMoppHUX BipyCiB.

69. MetamopHi BipycH i iX JeTEKTyBaHHS.

70. Eran «BunieHHs Ta 300py XapakTepucTuk». Etam «oOpoOku 1 aHamizy». AHami3
CTaTUCTUYHUX 3aKOHOMipHOCTeW. EBpuCTHYHI MeTOAM JEeTeKTyBaHHA BipyciB. Buainenus
XapaKTepHUX O3HAK.

71. Jloriuni metonu. CuHTakcuyHi Metoau. Meroau Ha ocHOBI ¢opmynu baiieca. Meroaum, sKki
BUKOPUCTOBYIOTh IITY4HI HEHPOHHI MEpEexi.

72. Konmerniisi cy4acHOTO aHTHBIPYCHOTO JieTeKTopa. bopoThba 3 Bipycamu 0€3 BUKOPHUCTaHHS
aHTuBipyciB. DaliI0Bi «peBI3OPU».
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73. Tlomituku po3mexyBaHHs aoctyny. Kpunrorpadiuai meromu. ['apBapickka apxiTeKkTypa
EOM. [IlepcuekTuBH pO3BUTKY 1 BHUKOPUCTaHHA KOMII'IOTEpHHX BipyciB. Bipycu sk
«K10ep30post». KopucHi 3acTocyBaHHS BipyCiB.

74. 3acobu 1 MeToaM 3axXHUCTy BiJl MPOTPaMHUX 3aKiagoK. IIpOEKTyBaHHS CHUCTEM 3aXHUCTY
inopmarrii 3 BUKOpHCTaHHIM «ipuMaHok» (honeypots, honeynet).

7. METOAUYHE 3ABE3INEYUEHHSI

HapuaneHuii mporiec 3 JUCHUIUIIHM TOBHICTIO 1 B JIOCTaTHIM KiTBKOCTI 3a0e3medeHuit
HEOOX1JHOI0 HAaBYAIbHO-METOJUYHOIO JIITEPATYPOIO B MOAYJIBHOMY CEpPEIOBHIIIL.
1.3aco0u 3axucty iHdopmanii : MeToAMYHI BKa3iBKH O BUKOHAHHS JIAOOPATOPHHUX POOIT JJjIst
maricTpiB  crenianbHocTelt  “Komm’torepHa imxeHepis” Ta  “lHKeHepis MpOrpaMHOro
3abe3nevenHs” / C. M. Jlucenko, O. C. Casenko, K. I0. boopoBHikoBa— XMenpHULIbKUH : XHY,
2017.—-42 c.
2.be3meka Ta 3axXMCT KOMII'HOTEPHHUX CHCTEM: METOJMYHI BKa3iBKM JO BUKOHAHHS
nabopaTopHUX POOIT I CTYACHTIB criemianbHOCTI “Komm torepHa imkenepisn”/ O. C. CaBeHko,
A. O. Hiuenopyk, JI. M. Menzaruii. — Xmensuuupkuii: XHY, 2021. — 86 c.

8. PEKOMEH/JOBAHA JIITEPATYPA
OcHoBHa JiiTepaTtypa.

1. Crpareris kiOepOesneku Ykpainu: 3aTBepxeHo YkasoM I[Ipesupenta Yikpainu Bix
15.03.2016 p. Ne 96/2016 // Odiuiitamii Bicauk Ykpainu. — 2016. — Ne 23. — C. 69. — Cr. 899.

2. 3AKOH VYKPAIHU TIIpo ocHoBHi 3acamu 3abesmedeHHs KibepOesnexu YkpaiHu
(Bimomocti BepxoBuoi Pagu (BBP), 2017, Ne 45, ¢t1.403) {I3 3miHaMu, BHECEHHMH 3TiIHO i3
3akonom Ne 2469-VIII Big 21.06.2018, BBP, 2018, Ne 31, c1.241}

3. Mixuapoauuii crangapt ISO/IEC 27032:2012 Information technology — Security
techniques — Guidelines for cybersecurity: [Enekrponnuit pecypc]. — Pexum noctymy:
https://webstore.iec.ch/preview/info_isoiec27032%7Bed1.0%7Den.pdf.

4. National Institute of Standards and Technology (NIST). (2010a). Guide to Aplying the
Risk Management Framework to Federal Information Systems, NIST Special Publication 800-
37.

5. National Institute of Standards and Technology (NIST). (2010b). Security and Privacy
Controls for Federal Information Systems and Organizations, Building Effective Security
Assessment Plans, NIST Special Publication 800-53A.

6. borym B.M., JloBumpkoB O.A., KpuBynma B. I'. TeopernuHi OCHOBM 3axUIIEHUX
iHpopmaniiiHux TexHosoriit. HaBu. mocionuk. — K.: AYIKT, 2010. — 454 c. ISBN 978-966-2970-
49-4,

7. JlykoBa-Uyiiko H.B. Metojosoriuni ocHOBU 3a0e3neueHHs (DYHKIIIOHAIBbHOI CTIHKOCTI
po3noauieHux 1H(popMamiHUX cucTeM 10 KiOepHeTWYHHX 3arpo3 / Jluc. Ha 3400yTTS HayK.
CTYHeHsl JOKT. TeXH. HayK 3a cremianbHicTio 05.13.06 indopmariiini Texnomorii. - Kuis.
Jlep>kaBHUH yHIBEpCUTET TenekomyHikamii. — 2018.

8. S. Lysenko, O. Savenko, K. Bobrovnikova, A. Kryshchuk. Self-adaptive system for the
corporate area network resilience in the presence of botnet cyberattacks / Communications in
Computer and Information Science, 2018.- 860, - Pp. 385-401.

9. Bypstuok B.JI. Indopmariiinuii Ta kibeprpoctopu: mpodieMu 6e3neKu, METOAM Ta 3aco0u
o6opotebu. [Ilocionuk] / B.JI. Bypsuok, C.B. Tomoma, B.B. Cemko, JI.B. Bypsuok, I1.M.
Cxnamannuii, H.B. JlykoBa-Uyiiko. —K.: IVT-KHY, 2016. -178 c. ISBN 978-617-7092—78-9.
10. bypsauok B.JL, Tomona C.B., AnocoB A.O., Kozauok B.A., JlykoBa-
Uyiiko H.B. CuctemMHunii aHami3 Ta TPUUAHATTA pilleHb B  iHQOpMamiiHii  Oe3meri:
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